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Release 2416 


This release has the following changes: 


 New feature: Setting up an Enhanced IRF system 


 New feature: Configuring MAC-based VLANs 


 New feature: Configuring voice VLANs 


 New feature: Configuring a VLAN group 


 New feature: Displaying brief VLAN information 


 New feature: LLDP support for advertising QCN TLVs 


 New feature: LLDP support for disabling the advertising of a specific management IP address 


 New feature: Configuring ARP fast-reply 


 New feature: DHCP packet blocking port 


 New feature: Configuring fast forwarding 


 New feature: UDP helper to convert broadcast to multicast 


 New feature: DHCPv6 packet blocking port 


 New feature: Configuring IPv6 fast forwarding 


 New feature: 802.1p priority for IGMP messages 


 New feature: Source IP addresses for IGMP messages 


 New feature: Simulated member host in IPv4 multicast 


 New feature: IGMP snooping querier 


 New feature: IGMP general query interval in a VLAN 


 New feature: Disabling a port from becoming a dynamic router port in IPv4 multicast 


 New feature: 802.1p priority for MLD messages 


 New feature: Source IPv6 addresses for MLD messages 


 New feature: Simulated member host in IPv6 multicast 


 New feature: MLD snooping querier 


 New feature: MLD general query interval in a VLAN 


 New feature: Disabling a port from becoming a dynamic router port in IPv6 multicast 


 New feature: Displaying HTTP service configuration and status information 


 New feature: Displaying HTTPS service configuration and status information 


 New feature: Warm reboot for software upgrade 


 New feature: Disabling static source check 


 New feature: Forbidding an OpenFlow instance to report the specified types of ports to controllers 


 New feature: Clearing statistical counts of sent and received packets of controllers 


 New feature: Configuring a queue scheduling profile 


 New feature: Applying the QoS policy to a user profile 


 New feature: Configuring QCN 


 New feature: Enabling bridging on an Ethernet interface 
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 New feature: 802.1X guest VLAN 


 New feature: 802.1X Auth-Fail VLAN 


 New feature: 802.1X critical VLAN 


 New feature: 802.1X keep-online feature 


 New feature: Configurable supported domain name delimiters 


 New feature: Online user handshake security 


 New feature: EAD assistant 


 New feature: MAC authentication guest VLAN 


 New feature: MAC authentication critical VLAN 


 New feature: MAC authentication keep-online feature 


 New feature: MAC authentication multi-VLAN mode on a port 


 New feature: NAS-ID profile configuration for portal 


 New feature: Authorization-fail-offline feature for port security users 


 New feature: Inactivity aging for secure MAC addresses of port security 


 New feature: Dynamic secure MAC feature for port security 


 New feature: NAS-ID profile configuration for port security 


 New feature: Default target user role for temporary user role authorization 


 New feature: NAS-ID profile configuration 


 New feature: IPsec anti-replay redundancy 


 New feature: User profiles 


 New feature: User validity check rules for ARP detection 


 New feature: Configuring AIS 


 New feature: Configuring LM 


 New feature: Configuring one-way DM 


 New feature: Configuring two-way DM 


 New feature: Configuring TST 


 New feature: Configuring EAIS 


 New feature: Displaying the CFD implementation status 


 New feature: Clearing CFD test results 


 New feature: RRPP 


 New feature: Enabling SNMP notifications 


 New feature: Display the WWN of the local switch 


 New feature: Enhanced zoning 


 New feature: Configuring a TRILL VR 


 New feature: Enabling TRILL to forward traffic from EVB S-channels 


 New feature: Enabling the packet loss prevention feature for OpenFlow forwarding 


 New feature: Enabling the global mode for an OpenFlow instance 


 New feature: Local-first load sharing 


 New feature: MAC address retaining on TRILL ports 


 New feature: Displaying the login information of NP_Ports 
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 New feature: Per-flow load sharing algorithm configuration for Ethernet link aggregation 


 New feature: Displaying brief IPv4 or IPv6 routing table information 


 New feature: Setting the minimum storage time for logs 


 New feature: TRILL LSP generation timer parameters 


 New feature: TRILL LSP fast advertisement 


 New feature: TRILL pseudonode bypass 


 New feature: TRILL distribution tree calculation by using multiple threads 


 New feature: Load balancing over TRILL distribution trees 


 New feature: Incremental flush for TRILL multicast routing entries 


 New feature: Permission for non-TRILL devices to learn the MAC address of the TRILL VR 


 New feature: Suppress-Advertisement (SA) bit suppression during graceful restart 


 New feature: Track entry association for TRILL ports 


 New feature: TRILL ingress forwarding information display 


 New feature: TRILL topology information display 


 Modified feature: Displaying information about TRILL ports  


 Modified feature: Displaying the TRILL unicast routing table 


 Modified feature: Configuring RBAC user role rules 


 Modified feature: Bulk configuring interfaces 


 Modified feature: System operating mode 


 Modified feature: Configuring CPU usage monitoring 


 Modified feature: Displaying memory usage and threshold 


 Modified feature: Setting memory thresholds 


 Modified feature: Displaying the operating statistics for multiple feature modules 


 Modified feature: ACL 


 Modified feature: Defining an ACL-based match criterion 


 Modified feature: Deleting ACL rules 


 Modified feature: Traffic evaluation algorithms 


 Modified feature: Associating a class with a behavior in a QoS policy 


 Modified feature: Displaying the configuration of priority maps 


 Modified feature: Entering the specified priority map view 


 Modified feature: Configuring a match rule for a DHCP user class 


 Modified feature: Displaying IGMP information for an interface 


 Modified feature: Displaying user line information 


 Modified feature: Releasing a user line 


 Modified feature: Entering user line view 


 Modified feature: Sending messages to user lines 


 Modified feature: The default maximum number of concurrent users 


 Modified feature: Working directory authorization for FTP, SFTP, and SCP users 


 Modified feature: Fast terminating Stelnet connections 


 Modified feature: Authorization attribute configuration 
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 Modified feature: Enabling the SCP server function 


 Modified feature: Specifying startup image files 


 Modified feature: Startup images synchronization from the master to a subordinate device 


 Modified feature: Patch image installation and removal 


 Modified feature: Ping IPv6 


 Modified feature: Disabling an interface from processing NTP messages 


 Modified feature: Specifying the log file directory 


 Modified feature: Specifying a log host 


 Modified feature: Adding a user to an SNMPv1 or SNMPv2c group 


 Modified feature: Calculating a digest for the ciphertext authentication or privacy key converted 


from a plaintext key 


 Modified feature: Using the RBAC mode to configure an SNMPv3 user 


 Modified feature: Using the RBAC mode to configure an SNMP community 


 Modified feature: Configuring the SNMP agent to send SNMP notifications to a host 


 Modified feature: Enabling SNMP logging 


 Modified feature: Creating NQA templates 


 Modified feature: Configuring the local connection properties for the main connection 


 Modified feature: Displaying and resetting backup routing information for an IRF member device 


 Modified feature: Configuring the ingress and transit nodes of a static CRLSP 


 Modified feature: Binding a VFC interface to an S-channel interface 


 Modified feature: Deregistering an OpenFlow instance 


 Modified feature: Executing Comware commands in Tcl configuration view 


 Modified feature: Setting the maximum number of concurrent 802.1X users on a port 


 Modified feature: Setting the maximum number of concurrent MAC authentication users on a port 


 Modified feature: Setting port security's limit on the number of secure MAC addresses on a port 


 Modified feature: Setting the aging timer for IPv4 dynamic member ports 


 Modified feature: Setting the aging timer for IPv6 dynamic member ports 


 Modified feature: Setting the aging timer for IPv4 dynamic router ports 


 Modified feature: Setting the aging timer for IPv6 dynamic router ports 


 Modified feature: Setting the IGMP last member query interval in a VLAN 


 Modified feature: Setting the MLD last listener query interval in a VLAN 


 Modified feature: Setting the maximum response time for IGMP general queries in a VLAN 


 Modified feature: Setting the maximum response time for MLD general queries in a VLAN 


 Modified feature: Enhanced CC authentication feature 


 Modified feature: Cryptographic algorithm self-test 


 Modified feature: Setting the Overload bit of LSPs and the lifetime of the set Overload bit 


 Modified feature: Enabling TRILL multicast ECMP 


 Modified feature: Command output from the display mad verbose command 


 Removed feature: IP virtual fragment reassembly 


 Removed feature: Displaying IP virtual fragment reassembly information for an interface 
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New feature: Setting up an Enhanced IRF system 


Overview 


Enhanced IRF integrates multiple lower-layer devices with a higher-layer IRF fabric to provide high-


density, low-cost connectivity at the access layer.  


In an Enhanced IRF system, the higher-layer IRF fabric is called the parent fabric and the lower-layer 


devices are called port extenders (PEXs). You can manage and configure the PEXs from the parent fabric 


as if they were interface cards on the parent fabric. 


Typically, Enhanced IRF works at the access layer of data centers. As shown in Figure 1, the access 


layer of a network is virtualized into an Enhanced IRF system. The system contains one parent fabric (a 


two-chassis IRF fabric) and multiple PEXs to provide connectivity for servers and hosts. 
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Figure 1 Enhanced IRF application scenario 


 
 


Enhanced IRF provides the following benefits: 


 Simplified topology—Devices in an Enhanced IRF system appear as one node. For redundancy 


and load balancing, a downstream or upstream device can connect to the Enhanced IRF system 


through multichassis link aggregation. Together with link aggregation, Enhanced IRF creates a 


loop-free Layer 2 network. The spanning tree feature is not needed among devices in the 


Enhanced IRF system or on the link aggregations. Enhanced IRF also simplifies the Layer 3 


network topology because it reduces the number of routing peers. The network topology does 


not change when a device is added to or removed from the Enhanced IRF system. 


 Single point of management—An Enhanced IRF system is accessible at a single IP address on 


the network. You can use this IP address to log in through any network port to manage all the 
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devices in the system. For an SNMP NMS, an Enhanced IRF system is one managed network 


node. 


 Network scalability and resiliency—You can increase the number of ports in an Enhanced IRF 


system by adding PEXs without changing network topology. 


 High availability—Each PEX has multiple high-speed physical ports for uplink connectivity to the 


parent fabric. The links on these ports are aggregated and load balanced automatically. 


 Decreased TCO—Enhanced IRF decreases hardware investments and management costs. In an 


Enhanced IRF system, the parent fabric performs all the management and routing functions, and 


the PEXs only forwards traffic. You can add low-performance devices as PEXs to an Enhanced 


IRF system for network scalability. In addition, PEXs can load software and synchronize 


configuration from the parent fabric without administrative intervention. 


Basic concepts 


Enhanced IRF includes IRF concepts and adds the concepts in this section. 


Enhanced IRF roles 


The devices in an Enhanced IRF system have the following roles: 


 Parent fabric—Higher-layer single-chassis or multichassis IRF fabric that controls the entire 


Enhanced IRF system, including PEXs. Each Enhanced IRF system has one parent fabric. 


 Parent device—Member devices in the parent fabric. 


 Master device—Controls and manages the entire Enhanced IRF system, including all parent 


devices and PEXs. The master device in the IRF fabric is also the master device for the Enhanced 


IRF system. You configure all devices (including PEXs and parent devices) from the master device. 


 PEX—Operates as I/O modules of the parent fabric to receive and transmit traffic. All 


forwarding decisions are made on the parent fabric. Table 1 shows the operating states of PEXs. 


Table 1 PEX operating states 


State Description 


Loading 
The PEX is starting up. To avoid problems, do not reboot a PEX while it is in 


Loading state. 


Online 
The PEX has started up and registered with the parent fabric. You can 


configure and manage the PEX from the parent fabric. 


Offline 


Any of the following conditions exist: 


 The PEX has not started up. 


 The PEX has lost its uplink connectivity to the parent fabric. 


 The PEX configuration on the parent fabric is incomplete. 


 


PEX port 


A PEX port is a logical port created on the parent fabric for managing a PEX. For each PEX, you must 


create a unique PEX port, and assign all physical interfaces connected to the PEX to the PEX port. 


PEX physical interface 


PEX physical interfaces connect PEXs and the parent fabric. 


You can set up multiple PEX links between the parent fabric and a PEX. These links aggregate 


automatically for backup and load balancing. 
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On the parent fabric, you must assign the PEX physical interfaces for one PEX to the same PEX port. On 


a PEX, you must connect all its PEX physical interfaces to the physical interfaces in the same PEX port. 


Table 2 describes the states of PEX physical interfaces. 


Table 2 PEX physical interface states 


State Description 


Forwarding The PEX physical interface is operating correctly and can forward data traffic. 


Down 
The physical link is disconnected. The PEX physical interface cannot forward any 


packets. 


Blocked 


The PEX physical interface cannot forward any packets except for Enhanced IRF 


packets. The Blocked state is a transitional state between Forwarding and Down. A 


PEX physical interface changes to the Blocked state in the following situations: 


 Incorrect physical connection: 


 The PEX has PEX links to more than one PEX port on the parent fabric. 


 The PEX port on the parent fabric contains physical links to more than one 


PEX. 


 The data link is forced to the Blocked state. In the startup phase, the PEX blocks a 


PEX physical interface if the interface's physical link is up, but it is not used for 


loading startup software. 


 The physical state of the interface is up, but the PEX link to the parent fabric has 


been disconnected. The PEX and the parent fabric cannot receive Enhanced IRF 


heartbeat packets from each other. 


 


Virtual slot number 


Each PEX is identified by a unique virtual slot number in an Enhanced IRF system.  


After a PEX joins an Enhanced IRF system, the first segment in its interface numbers changes to the 


virtual slot number assigned to the PEX. For example, a PEX has an interface numbered 1/0/1 before 


it is added to an Enhanced IRF system. After it is added to an Enhanced IRF system as slot 100, the 


interface number changes to 100/0/1. 


Enhanced IRF operating mechanisms 


Enhanced IRF membership establishment 


After you complete PEX configuration for a PEX, the master device monitors the PEX physical interfaces 


for the slot number request from the PEX. The PEX uses the following process to join the Enhanced IRF 


system: 


1. Virtual slot assignment: 


a. At startup, the PEX sends a slot number request to the master device. 


b. The master device assigns the user-configured slot number to the PEX. 


2. Software loading and PEX registration: 


a. The PEX checks the local storage medium for valid startup images. 


b. If the local startup images are valid, the PEX verifies their compatibility with the running 


software images on the master device: 


 If all the images are compatible, the PEX starts up with the local startup images. 


 If any incompatibility exists, the PEX goes to step c. 
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c. The PEX sends a startup software request to the master device. 


d. The master device provides the correct Boot ROM and startup software images to the PEX. 


e. The PEX downloads the software images to the local storage medium, loads the software 


images, and then automatically reboots to register with the master device. 


3. Configuration synchronization: 


a. The parent device issues its running configuration to the PEX. 


b. The PEX runs with the configuration received from the master device instead of reading the 


configuration from its local startup configuration file. 


4. PEX link maintenance: 


The master device and the PEX send heartbeat packets on the PEX links to detect link failure. 


You can determine whether a PEX link is available by checking the state of its physical 


interfaces. 


Configuration management 


An Enhanced IRF system manages all its settings (including settings for PEXs) on the master device. You 


can configure and manage PEXs only from the master device. The running configuration on the master 


device has all settings in the Enhanced IRF system, including settings for PEXs. When a PEX reboots or 


is added, the master device issues its running configuration to the PEX. 


Data forwarding 


The PEXs do not have local forwarding capability. 


The PEXs send any incoming traffic to the parent fabric. The parent fabric makes the forwarding 


decisions and sends the traffic to the outgoing interfaces. Figure 2 shows the data forwarding model. 


Figure 2 Data forwarding model (remote) 
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Configuration restrictions and guidelines 


For a successful Enhanced IRF system setup, read the configuration restrictions and guidelines carefully 


before you connect and set up a PEX. 


PEX physical interface requirements 


PEX physical interface selection 


Use Table 3 to identify physical interfaces for PEX links. 


Table 3 Candidate PEX physical interfaces 


Switch model Candidate PEX physical interfaces 


HP 5700 switches 


 The highest-numbered four SFP+ ports on the front panel. 


 QSFP+ ports on the front panel. 


NOTE: 


Do not use both SFP+ and QSFP+ ports for PEX links. 
 


PEX cabling requirements 


When you connect the parent fabric and PEXs, follow these cabling restrictions and guidelines: 


 On the parent fabric, connect a PEX port's all physical interfaces to the same PEX. 


 On a PEX, connect all its PEX physical interfaces to the physical interfaces in the same PEX port. 


 Do not connect PEXs to each other. 


 Enhanced IRF only supports one layer of PEXs. You cannot attach a lower-layer PEX to a higher-


layer PEX. 


Configuring the operating mode of the device 


An Enhanced IRF-capable device can operate in the following modes:  


 Auto—The device automatically changes to the PEX mode to join an Enhanced IRF system when 


it detects any PEX links in up state. Before that, the device operates as an independently node 


and is configurable from its CLI. 
 


 NOTE: 


 The auto mode does not take effect if IRF 2 port or PEX port settings are configured on the 


device. For the auto mode to take effect, you must remove these settings. 


 The auto mode runs only for 24 hours. The auto mode stops monitoring PEX links if the device 


fails to join an Enhanced IRF system before the timer expires. To add the device to an Enhanced 


IRF system, you must manually change its mode to PEX mode. 
 


 PEX—The device can only be managed from the parent fabric in an Enhanced IRF system. You 


cannot manage the device from the CLI of the device. If no PEX links are available to the parent 


fabric, you can only access the device from the Boot menu. 


 Switch—The device operates independently as a node. It is not part of an Enhanced IRF system, 


whether or not it has connections to the parent fabric. 
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Configuring the device as a PEX  


To add the device to an Enhanced IRF system as a PEX, you must change its operating mode to auto or 


PEX. 


To configure the device as a PEX: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Change the 


operating mode to 


auto or PEX. 


pex working-mode { auto | pex } { all | slot 


slot-number1 [ to slot-number2 ] }  


By default, the device operates 


in switch mode. 


To cancel the change, configure 


the pex working-mode { auto | 


switch } { all | slot slot-number1 


[ to slot-number2 ] } command 


before the reboot. 


3. Return to user view. quit N/A 


4. Save the running 


configuration. 
save N/A 


5. Reboot the device. reboot 


The change takes effect at 


reboot.  


If PEX mode is used, you will be 


unable to access the CLI of the 


device. To change the operating 


mode of the PEX, you must 


perform the task from its Boot 


menu or the parent fabric. 


 


Command reference 


pex working-mode 


Use pex working-mode to set the device operating mode. 


Use undo pex working-mode to restore the default. 


Syntax 


pex working-mode { auto | pex | switch } { all | slot slot-id1 [ to slot-id2 ] } 


undo pex working-mode { all | slot slot-id1 [ to slot-id2 ] } 


Default 


The device operates in auto mode. 


Views 


System view 


Predefined user roles 


network-admin 
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Parameters 


auto: Specifies the auto operating mode. This mode takes effect when the device is not part of an IRF 


2 fabric or Enhanced IRF system. The device automatically changes to the PEX mode to join an Enhanced 


IRF system when it detects any PEX links in up state. Before that, the device operates as an independent 


node and is configurable from its CLI. 


pex: Specifies the PEX operating mode. In this mode, the device can only be managed from the parent 


fabric in an Enhanced IRF system. You cannot manage the device from the CLI of the device. If no PEX 


links are available to the parent fabric, you can only access the device from the Boot menu. 


switch: Specifies the switch operating mode. In this mode, the device operates independently as a node. 


It is not part of an Enhanced IRF system, whether or not it has connections to the parent fabric. 


all: Specifies all member devices in an IRF 2 fabric. 


slot slot-id1: Specifies an IRF 2 member device by its member ID. 


slot slot-id1 to slot-id2: Specifies a range of IRF 2 member devices. The slot-id1 argument represents 


the start member ID. The slot-id2 argument represents the end member ID. The end member ID must be 


greater than or equal to the start member ID. 


Usage guidelines 


For the configuration to take effect, you must reboot the device. To cancel the change, use the undo 


form of this command before you reboot the device. 


The auto mode does not take effect if IRF 2 port or PEX port settings are configured on the device. For 


the auto mode to take effect, you must remove these settings. 


The auto mode runs only for 24 hours. The auto mode stops monitoring PEX links if the device fails to 


join an Enhanced IRF system before the timer expires. To add the device to an Enhanced IRF system, 


you must manually change its mode to PEX mode. 


Examples 


# Specify the operating mode as PEX for the device with member ID 1. 


<Sysname> system-view 


[Sysname] pex working-mode pex slot 1 


Are you sure you want to change to the PEX mode? [Y/N]: y 


If you want to change parent device to PEX mode or change PEX device to switch mode, 


you must reboot the device. 


# Cancel the operating mode change before you reboot the device. 


[Sysname] undo pex working-mode slot 1 


Are you sure you want to force a change to default mode? In default mode, the parent 


device will be changed to auto mode and the PEX device will be changed to PEX mode. 


[Y/N]: y 


New feature: Configuring MAC-based VLANs 


Configuring MAC-based VLANs 


Introduction 


This feature is available only on hybrid ports. 
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The MAC-based VLAN feature assigns hosts to a VLAN based on their MAC addresses. This feature is 


usually used with security technologies such as 802.1X to provide secure and flexible network access 


for terminal devices. 


Static MAC-based VLAN assignment 


Use static MAC-based VLAN assignment in networks that have a small number of VLAN users. To 


configure static MAC-based VLAN assignment on a port, perform the following tasks: 


1. Create MAC-to-VLAN entries. 


2. Enable the MAC-based VLAN feature on the port. 


3. Assign the port to the MAC-based VLAN. 


A port configured with static MAC-based VLAN assignment processes a received frame as follows 


before sending the frame out: 


 For an untagged frame, the port determines its VLAN ID in the following workflow: 


a. The port first performs a fuzzy match as follows: 


 Searches for the MAC-to-VLAN entries whose masks are not all-Fs. 


 Performs a logical AND operation on the source MAC address and each of these masks.  


If the result of an AND operation matches the MAC address in a MAC-to-VLAN entry, 


the port tags the frame with the VLAN ID specific to this entry.  


b. If the fuzzy match fails, the port performs an exact match. It searches for MAC-to-VLAN 


entries whose masks are all-Fs. If the source MAC address of the frame matches the MAC 


address of a MAC-to-VLAN entry, the port tags the frame with the VLAN ID specific to this 


entry.  


c. If no matching VLAN ID is found, other criteria, such as IP subnet or protocol, are used for 


VLAN assignment.  


d. If no VLAN is available, the port tags the frame with its PVID.  


 For a tagged frame, the port determines whether the VLAN ID of the frame is permitted on the 


port. 


 If the VLAN ID of the frame is permitted on the port, the port forwards the frame. 


 If the VLAN ID of the frame is not permitted on the port, the port drops the frame. 


Dynamic MAC-based VLAN assignment 


When you cannot determine the target MAC-based VLANs of a port, you can use dynamic MAC-based 


VLAN assignment on the port. To use dynamic MAC-based VLAN assignment, perform the following 


tasks: 


1. Create MAC-to-VLAN entries. 


2. Enable the MAC-based VLAN feature on the port. 


3. Enable dynamic MAC-based VLAN assignment on the port.  


Dynamic MAC-based VLAN assignment uses the following workflow, as shown in Figure 1: 


4. When a port receives a frame, it first determines whether the frame is tagged.  


 If the frame is tagged, the port reports the source MAC address of the frame. 


 If the frame is untagged, the port selects a VLAN for the frame by using the following matching 


order: 


 MAC-based VLAN. 


 IP subnet-based VLAN. 
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 Protocol-based VLAN. 


 Port-based VLAN. 


After tagging the frame with the selected VLAN, the port reports the source MAC address of 


the frame. 


5. The port uses the source address and VLAN of the frame to match the MAC-to VLAN entries. 


 If the source MAC address of the frame exactly matches the MAC address in a MAC-to-VLAN 


entry, the port checks whether the VLAN ID of the frame matches the VLAN in the entry.  


 If the two VLAN IDs match, the port joins the VLAN and forwards the frame.  


 If the two VLAN IDs do not match, the port drops the frame.  


 If the source MAC address of the frame does not match any MAC addresses in MAC-to-VLAN 


entries exactly, the port checks whether the VLAN ID of the frame is its PVID.  


 If the VLAN ID of the frame is the PVID of the port, the port determines whether it allows 


the PVID. If the PVID is allowed, the port forwards the frame within the PVID. If the PVID is 


not allowed, the port drops the frame.  


 If the VLAN ID of the frame is not the PVID of the port, the port matches the VLAN ID of 


the frame by using other criteria, such as IP subnet or protocol, and forwards the frame. If 


no VLAN is available, the port drops the frame. 


Figure 1 Flowchart for processing a frame in dynamic MAC-based VLAN assignment 


 
 


When you configure dynamic MAC-based VLAN assignment, follow these guidelines: 


 When a port joins a VLAN specified in the MAC-to-VLAN entry, one of the following events occurs 


depending on the port configuration: 


 If the port has not been configured to allow packets from the VLAN to pass through, the port 


joins the VLAN as an untagged member. 
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 If the port has been configured to allow packets from the VLAN to pass through, the port 


configuration remains the same. 


 If you configure both static and dynamic MAC-based VLAN assignments on a port, dynamic MAC-


based VLAN assignment takes effect. 


 When a packet matches a MAC-to-VLAN entry, the device determines a forwarding policy for the 


packet according to the 802.1p priority of the VLAN in the MAC-to-VLAN entry. 


Server-assigned MAC-based VLAN 


Use the server-assigned MAC-based VLAN feature with access authentication, such as MAC-based 


802.1X authentication, to implement secure and flexible terminal access. In addition to configuring the 


server-assigned MAC-based VLAN feature on the device, you must configure the username-to-VLAN 


entries on the access authentication server. 


When a user passes authentication of the access authentication server, the server issues the VLAN ID 


for the user to the device. The device then performs the following operations: 


1. Generates a MAC-to-VLAN entry by using the source MAC address of the user packet and the 


received VLAN ID. The VLAN is a MAC-based VLAN. 


2. Assigns the port that connects the user to the MAC-based VLAN.  


When the user goes offline, the device automatically deletes the MAC-to-VLAN entry and removes the 


port from the MAC-based VLAN. For more information about 802.1X and MAC authentication, see 


Security Configuration Guide. 


Configuration restrictions and guidelines 


When you configure MAC-based VLANs, follow these restrictions and guideline: 


 HP recommends not using dynamic MAC-based VLAN assignment together with the MAC learning 


limit or disabling MAC address learning. 


When dynamic MAC-based VLAN assignment is enabled on a port, packets received on the 


port are delivered to the CPU. Processing to these packets has the highest priority. The 


configuration of MAC learning limit and disabling of MAC address learning cannot take effect.  


 Do not use dynamic MAC-based VLAN assignment together with 802.1X or MAC authentication.  


 For successful dynamic MAC-based VLAN assignment, use static VLANs when you create MAC-


to-VLAN entries. 


 The MAC-based VLAN feature is mainly configured on downlink ports of user access devices. Do 


not enable this function with link aggregation. 


 HP recommends not using dynamic MAC-based VLAN assignment together with MSTP. In MSTP 


mode, if a port is blocked in the MSTI of the target VLAN, the port drops the received packets 


instead of delivering them to the CPU. As a result, the receiving port will not be dynamically 


assigned to the VLAN.  


 HP recommends not using dynamic MAC-based VLAN assignment together with PVST. In PVST 


mode, if the target VLAN is not permitted on a port, the port is placed in blocked state. The 


received packets are dropped instead of being delivered to the CPU. As a result, the receiving 


port will not be dynamically assigned to the VLAN.  


 HP recommends not configuring both dynamic MAC-based VLAN assignment and automatic voice 


VLAN assignment mode on a port. If you have to configure both of them on a port, configure 


dynamic MAC-based VLAN assignment first. If you configure them in a reverse order, conflict will 


occur. When you remove one of the configurations, the operation of the other is affected. 
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Configuring static MAC-based VLAN assignment 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create a MAC-to-VLAN 


entry. 


mac-vlan mac-address mac-address 


[ mask mac-mask ] vlan vlan-id 


[ dot1q priority ] 


N/A 


3. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number  
N/A 


4. Configure the link type of 


the port as hybrid. 
port link-type hybrid 


By default, all ports are access 


ports. 


5. Configure the hybrid port 


to forward packets from 


the MAC-based VLANs. 


port hybrid vlan vlan-id-list { tagged | 


untagged } 


By default, a hybrid port is an 


untagged member of the VLAN to 


which the port belongs when its 


link type is access.  


6. Enable the MAC-based 


VLAN feature. 
mac-vlan enable 


By default, this feature is 


disabled. 


7. (Optional.) Configure 


VLAN matching order. 


vlan precedence { mac-vlan | ip-


subnet-vlan } 


By default, the system assigns 


VLANs based on the MAC 


address preferentially.  


 


Configuring dynamic MAC-based VLAN assignment 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create a MAC-to-VLAN 


entry. 


mac-vlan mac-address mac-address 


vlan vlan-id [ dot1q priority ] 


The VLAN assignment for a port is 


triggered only when the source 


MAC address of its receiving 


packet exactly matches the MAC 


address in the MAC-to-VLAN entry. 


3. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number  
N/A 


4. Configure the link type of 


the port as hybrid. 
port link-type hybrid 


By default, all ports are access 


ports. 


5. Enable the MAC-based 


VLAN feature. 
mac-vlan enable 


By default, MAC-based VLAN is 


disabled. 


6. Enable dynamic MAC-


based VLAN assignment. 
mac-vlan trigger enable 


By default, dynamic MAC-based 


VLAN assignment is disabled. 
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Step Command Remarks 


7. (Optional.) Configure 


VLAN matching order. 


vlan precedence { mac-vlan | ip-


subnet-vlan } 


By default, the system assigns 


VLANs based on the MAC address 


preferentially.. 


When you enable dynamic MAC-


based VLAN assignment, HP 


recommends that you configure the 


vlan precedence mac-vlan 


command to ensure the priority of 


MAC-based VLAN matching. If you 


execute the  vlan precedence ip-


subnet-vlan command, the 


command will not take effect.  


8. (Optional.) Disable the 


port from forwarding 


packets that fail the exact 


MAC address match in its 


PVID. 


port pvid forbidden 


By default, when a port receives 


packets whose source MAC 


addresses fail the exact match, the 


port forwards them in its PVID.  


 


Configuring server-assigned MAC-based VLAN 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number  
N/A 


3. Configure the link type of the 


ports as hybrid. 
port link-type hybrid 


By default, all ports are access 


ports. 


4. Configure the hybrid port to 


forward packets from the 


MAC-based VLANs. 


port hybrid vlan vlan-id-list 


{ tagged | untagged } 


By default, a hybrid port is an 


untagged member of the VLAN 


to which the port belongs when 


its link type is access.  


5. Enable the MAC-based VLAN 


feature. 
mac-vlan enable 


By default, MAC-based VLAN is 


disabled. 


6. Configure 802.1X or MAC 


authentication. 


For more information, see Security 


Command Reference. 
N/A 


 


Displaying and maintaining MAC-based VLANs 


Execute display commands in any view.  
 


Task Command 


Display MAC-to-VLAN entries. 
display mac-vlan { all | dynamic | mac-address mac-


address [ mask mac-mask ] | static | vlan vlan-id } 


Display all ports that are enabled with the 


MAC-based VLAN feature. 
display mac-vlan interface 
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MAC-based VLAN configuration example 


Network requirements 


As shown in Figure 2: 


 Ten-GigabitEthernet 1/0/1 of Device A and Device C are each connected to a meeting room. 


Laptop 1 and Laptop 2 are used for meetings and might be used in either of the two meeting 


rooms. 


 Different departments own Laptop 1 and Laptop 2. The two departments use VLANs 100 and 


200, respectively.  


Configure MAC-based VLANs, so that each laptop is able to access only its own department server, no 


matter which meeting room they are used in. 


Figure 2 Network diagram 


 


 


Configuration procedure 


1. Configure Device A: 


# Create VLANs 100 and 200. 


<DeviceA> system-view 


[DeviceA] vlan 100 


[DeviceA-vlan100] quit 


[DeviceA] vlan 200 


[DeviceA-vlan200] quit 


# Associate the MAC addresses of Laptop 1 and Laptop 2 with VLANs 100 and 200, 


respectively. 


[DeviceA] mac-vlan mac-address 000d-88f8-4e71 vlan 100 


[DeviceA] mac-vlan mac-address 0014-222c-aa69 vlan 200 


Device A Device C


Device B


Server1


IP: 1.1.1.1/24
Server2 


IP: 1.1.2.1/24


XGE1/0/1 XGE1/0/1


Laptop1


IP: 1.1.1.2/24


MAC: 000d-88f8-4e71


Laptop2 


IP: 1.1.2.2/24


MAC: 0014-222c-aa69


VLAN 100 VLAN 200


XGE1/0/2 XGE1/0/2


XGE1/0/3 XGE1/0/4


XGE1/0/14XGE1/0/13


VLAN 100 VLAN 200
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# Configure Ten-GigabitEthernet 1/0/1 as a hybrid port to forward packets from VLANs 100 


and 200 without VLAN tags.  


[DeviceA] interface ten-gigabitethernet 1/0/1 


[DeviceA-Ten-GigabitEthernet1/0/1] port link-type hybrid 


[DeviceA-Ten-GigabitEthernet1/0/1] port hybrid vlan 100 200 untagged 


# Enable the MAC-based VLAN feature on Ten-GigabitEthernet 1/0/1. 


[DeviceA-Ten-GigabitEthernet1/0/1] mac-vlan enable 


[DeviceA-Ten-GigabitEthernet1/0/1] quit 


# Configure the uplink port Ten-GigabitEthernet 1/0/2 as a trunk port, and assign it to VLANs 


100 and 200. 


[DeviceA] interface ten-gigabitethernet 1/0/2 


[DeviceA-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceA-Ten-GigabitEthernet1/0/2] port trunk permit vlan 100 200 


[DeviceA-Ten-GigabitEthernet1/0/2] quit 


2. Configure Device B: 


# Create VLAN 100 and assign Ten-GigabitEthernet 1/0/13 to VLAN 100. 


<DeviceB> system-view 


[DeviceB] vlan 100 


[DeviceB-vlan100] port ten-gigabitethernet 1/0/13 


[DeviceB-vlan100] quit 


# Create VLAN 200 and assign Ten-GigabitEthernet 1/0/14 to VLAN 200. 


[DeviceB] vlan 200 


[DeviceB-vlan200] port ten-gigabitethernet 1/0/14 


[DeviceB-vlan200] quit 


# Configure Ten-GigabitEthernet 1/0/3 as a trunk port, and assign the port to VLANs 100 and 


200. 


[DeviceB] interface ten-gigabitethernet 1/0/3 


[DeviceB-Ten-GigabitEthernet1/0/3] port link-type trunk 


[DeviceB-Ten-GigabitEthernet1/0/3] port trunk permit vlan 100 200 


[DeviceB-Ten-GigabitEthernet1/0/3] quit 


# Configure Ten-GigabitEthernet 1/0/4 as a trunk port, and assign the port to VLANs 100 and 


200. 


[DeviceB] interface ten-gigabitethernet 1/0/4 


[DeviceB-Ten-GigabitEthernet1/0/4] port link-type trunk 


[DeviceB-Ten-GigabitEthernet1/0/4] port trunk permit vlan 100 200 


[DeviceB-Ten-GigabitEthernet1/0/4] quit 


3. Configure Device C in the same way as the Device A is configured. (Details not shown.) 


Verifying the configuration 


# Verify that Laptop 1 can access only Server 1, and Laptop 2 can access only Server 2. (Details not 


shown.) 


# Verify the MAC-to-VLAN entries on Device A and Device C, for example, Device A.  


[DeviceA] display mac-vlan all 


  The following MAC VLAN addresses exist: 


  S:Static  D:Dynamic 


  MAC address      Mask             VLAN ID  Dot1q      State 


  000d-88f8-4e71   ffff-ffff-ffff   100       0          S 
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  0014-222c-aa69   ffff-ffff-ffff   200       0          S 


 


  Total MAC VLAN address count: 2 


Command reference 


display mac-vlan 


Use display mac-vlan to display MAC-to-VLAN entries. 


Syntax 


display mac-vlan { all | dynamic | mac-address mac-address [ mask mac-mask ] | static | vlan vlan-


id } 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


all: Specifies all MAC-to-VLAN entries. 


dynamic: Specifies dynamically configured MAC-to-VLAN entries. 


mac-address mac-address: Specifies the MAC address in the MAC-to-VLAN entry. 


mask mac-mask: Specifies the mask for matching MAC addresses in MAC-to-VLAN entries. 


static: Specifies statically configured MAC-to-VLAN entries. 


vlan vlan-id: Specifies the VLAN in MAC-to-VLAN entries. The value range for the vlan-id argument is 


1 to 4094. 


Examples 


# Display all MAC-to-VLAN entries.  


<Sysname> display mac-vlan all 


The following MAC VLAN entries exist: 


State: S - Static, D - Dynamic 


 


MAC address        Mask                VLAN ID   Dot1q      State 


0008-0001-0000     FFFF-FF00-0000      5         3           S 


0002-0001-0000     FFFF-FFFF-FFFF      5         3           S&D 


 


Total MAC VLAN entries count: 2 


Table 1 Command output 


Field Description 


S - Static Statically configured MAC-to-VLAN entries. 


D - Dynamic Dynamically configured MAC-to-VLAN entries. 


MAC address MAC address of the MAC-to-VLAN entry. 
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Field Description 


Mask MAC address mask of the MAC-to-VLAN entry. 


VLAN ID VLAN ID of the MAC-to-VLAN entry. 


Dot1q 802.1p priority of the VLAN in the MAC-to-VLAN entry. 


State 


State of a MAC-to-VLAN entry: 


 S—The MAC-to-VLAN entry is configured statically. 


 D—The MAC-to-VLAN entry is dynamically generated in 


cooperation with the authentication feature. 


 S&D—The MAC-to-VLAN entry is configured both statically 


and dynamically. 
 


Related commands 


mac-vlan mac-address 


display mac-vlan interface 


Use display mac-vlan interface to display all ports that are enabled with the MAC-based VLAN feature. 


Syntax 


display mac-vlan interface 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display all ports that are enabled with the MAC-based VLAN feature. 


<Sysname> display mac-vlan interface 


MAC VLAN is enabled on following ports: 


Ten-GigabitEthernet1/0/1  Ten-GigabitEthernet1/0/2  Ten-GigabitEthernet1/0/3 


Related commands 


mac-vlan enable 


mac-vlan enable 


Use mac-vlan enable to enable the MAC-based VLAN feature on a port. 


Use undo mac-vlan enable to restore the default. 


Syntax 


mac-vlan enable 


undo mac-vlan enable 


Default 


The MAC-based VLAN feature is disabled on a port.  
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Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


Execute this command only on hybrid ports.  


Examples 


# Enable the MAC-based VLAN feature on Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname–Ten-GigabitEthernet1/0/1] mac-vlan enable 


Related commands 


display mac-vlan interface 


mac-vlan mac-address 


Use mac-vlan mac-address to configure a MAC-to-VLAN entry. 


Use undo mac-vlan to delete the specified MAC-to-VLAN entries. 


Syntax 


mac-vlan mac-address mac-address [ mask mac-mask ] vlan vlan-id [ dot1q pri ] 


undo mac-vlan { all | mac-address mac-address [ mask mac-mask ] | vlan vlan-id } 


Default 


No MAC-to-VLAN entries are configured. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


mac-address mac-address: Specifies a MAC address.  


mask mac-mask: Specifies the MAC address mask. For the mac-mask argument, the high-order bits must 


be consecutive 1s in binary notation or consecutive Fs in hexadecimal notation. The default value is all 


Fs in hexadecimal notation. 


vlan vlan-id: Specifies a VLAN ID in the range of 1 to 4094.  


dot1q pri: Specifies the 802.1p priority of the VLAN specific to the MAC-to-VLAN entry. The value range 


for the pri argument is 0 to 7, and the default value is 0.  


all: Deletes all static MAC-to-VLAN entries. 


Usage guidelines 


For successful dynamic MAC-based VLAN assignment, use static VLANs when you create MAC-to-VLAN 


entries. 
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Different types of MAC-to-VLAN entries are created depending on whether you specify the mask 


keyword.  


 When you specify this keyword, the created MAC-to-VLAN entry describes the relationship among 


a group of MAC addresses, a VLAN, and the 802.1p priority for the VLAN.  


 When you do not specify this keyword, the created MAC-to-VLAN entry describes the relationship 


among a MAC address, a VLAN, and the 802.1p priority for the VLAN.  


These different types of MAC-to-VLAN entries are stored separately in two tables. The system updates 


the two tables according to the configuration. 


Examples 


# Associate the MAC address 0-1-1 with VLAN 100, and specify the 802.1p priority as 7 for VLAN 100 


in this entry.  


<Sysname> system-view 


[Sysname] mac-vlan mac-address 0-1-1 vlan 100 dot1q 7 


# Associate VLAN 100 with MAC addresses whose six high-order bits are 121122, and specify the 


802.1p priority as 4 for VLAN 100 in this entry.  


<Sysname> system-view 


[Sysname] mac-vlan mac-address 1211-2222-3333 mask ffff-ff00-0000 vlan 100 dot1q 4 


Related commands 


display mac-vlan 


mac-vlan trigger enable 


Use mac-vlan trigger enable to enable dynamic MAC-based VLAN assignment.  


Use undo mac-vlan trigger enable to restore the default. 


Syntax 


mac-vlan trigger enable 


undo mac-vlan trigger enable 


Default 


Dynamic MAC-based VLAN assignment is not enabled.  


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


After receiving a packet, the port reports the source MAC address of the packet to the CPU.  


 If the source MAC address matches a MAC-to-VLAN entry whose mask is all Fs, the device 


dynamically learns the source MAC address and assigns the receiving port to the VLAN specific 


to the entry.  


Subsequent packets with this source MAC address can be directly forwarded through the port. 


 If the MAC address does not match any MAC-to-VLAN entries or matches only a MAC-to-VLAN 


entry whose mask is not all Fs, the device does not dynamically learn the MAC address or assign 


the receiving port to the VLAN. 







24 


Examples 


# Enable dynamic MAC-based VLAN assignment on Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] mac-vlan trigger enable 


Related commands 


port pvid forbidden 


port pvid forbidden 


Use port pvid forbidden to disable a port from forwarding packets that fail the exact MAC address 


match in its PVID. 


Use undo port pvid forbidden to restore the default. 


Syntax 


port pvid forbidden 


undo port pvid forbidden 


Default 


When a port receives packets whose source MAC addresses fail the exact MAC address match, the 


port forwards them in its PVID.  


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


Use this feature only with dynamic MAC-based VLAN assignment. 


Examples 


# Disable Ten-GigabitEthernet 1/0/1 from forwarding packets that fail the exact MAC address match 


in its PVID.  


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] port pvid forbidden 


Related commands 


mac-vlan trigger enable 


vlan precedence 


Use vlan precedence to set the VLAN matching order when both the MAC-based VLAN and IP subnet-


based VLAN are configured on a port. 


Use undo vlan precedence to restore the default. 


Syntax 


vlan precedence { mac-vlan | ip-subnet-vlan } 







25 


undo vlan precedence 


Default 


A port matches VLANs based on MAC addresses preferentially. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


mac-vlan: Matches VLANs based on MAC addresses preferentially. 


ip-subnet-vlan: Matches VLANs based on IP subnets preferentially. 


Usage guidelines 


This command takes effect only on MAC-based VLANs and IP subnet-based VLANs. 


When you enable dynamic MAC-based VLAN assignment, HP recommends that you configure the vlan 


precedence mac-vlan command to ensure the priority of MAC-based VLAN matching. If you execute 


the vlan precedence ip-subnet-vlan command, the command will not take effect.  


Examples 


# Configure Ten-GigabitEthernet 1/0/1 to match VLANs based on MAC addresses preferentially. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] vlan precedence mac-vlan 


New feature: Configuring voice VLANs 


Overview 


A voice VLAN is used for transmitting voice traffic. When ports that connect to voice devices are 


assigned to a voice VLAN, the system can configure QoS parameters for voice packets to ensure higher 


transmission priority and sound voice quality.  


Common voice devices include IP phones and integrated access devices (IADs). This chapter uses IP 


phone as an example. 


For an IP phone to access a device, the device must perform the following operations: 


 Identify the IP phone in the network and obtain the MAC address of the IP phone. 


 Advertise the voice VLAN information to the IP phone.  


After receiving the voice VLAN information, the IP phone can perform automatic configuration, so the 


voice packets sent from the IP phone can be transmitted within the voice VLAN. 


Methods of identifying IP phones 


Devices can use the OUI addresses or LLDP to identify IP phones. 
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Identifying IP phones through OUI addresses 


A device determines whether a received packet is a voice packet based on its source MAC address. A 


packet whose source MAC address complies with any of the Organizationally Unique Identifier (OUI) 


addresses of the voice devices is regarded as voice traffic. 


You can use system default OUI addresses (see Table 2) or configure OUI addresses for the device. You 


can manually remove or add the system default OUI addresses.  


The switch supports 128 OUI addresses, including system default OUI addresses. 


Table 2 Default OUI addresses 


Number OUI address Vendor 


1 0001-E300-0000 Siemens phone 


2 0003-6B00-0000 Cisco phone 


3 0004-0D00-0000 Avaya phone 


4 00D0-1E00-0000 Pingtel phone 


5 0060-B900-0000 Philips/NEC phone 


6 00E0-7500-0000 Polycom phone 


7 00E0-BB00-0000 3Com phone 


 


Typically, an OUI address refers to the first 24 bits of a MAC address (in binary notation) and is a 


globally unique identifier that IEEE assigns to a vendor. However, OUI addresses in this chapter are 


addresses that the system uses to determine whether a received packet is a voice packet. They are the 


logical AND results of the mac-address and oui-mask arguments in the voice-vlan mac-address 


command. 


Automatically identifying IP phones through LLDP 


When you use OUI addresses to identify IP phones, the number of OUI addresses that can be 


configured is limited. Additionally, when there are plenty of IP phones in the network, you must configure 


many OUI addresses. If IP phones support LLDP, configure LLDP on the device for automatic IP phone 


discovery. For more information, see "Enabling LLDP for automatic IP phone discovery."  


Advertising the voice VLAN information to IP phones 


Figure 3 shows the workflow of advertising the voice VLAN information to IP phones.  
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Figure 3 Workflow of advertising the voice VLAN information to IP phones 


  
 


After receiving the voice VLAN information, the IP phone automatically completes the voice VLAN 


configuration. 


 If the voice VLAN configuration is based on the received LLDP-MED TLVs or CDP packets, the IP 


phone will send out packets tagged with the advertised voice VLAN ID. The voice packets will be 


forwarded in the voice VLAN.  


For more information about configuring LLDP or CDP, see "Configuring LLDP or CDP to 


advertise a voice VLAN." For more information about LLDP and CDP compatibility, see 


"Configuring LLDP."  


 If the voice VLAN configuration is based on the authorization VLAN information, the IP phone will 


send out packets tagged with the advertised authorization VLAN ID. The voice packets will be 


forwarded in the authorization VLAN. 


For more information about advertising the authorization VLAN information to IP phones, see 


"Dynamically advertising an authorization VLAN through LLDP or CDP." 


 If the voice VLAN configuration is based on the voice VLAN information of the accessing port, the 


voice traffic from the IP phone will be forwarded in the voice VLAN of the accessing port. Whether 


the voice packets are tagged depends on the voice VLAN configuration of the accessing port. For 


more information about configuring a voice VLAN on a port, see "Configuring a voice VLAN on 


a port."  


IP phone access methods 


Connecting the host and the IP phone in series 


As shown in Figure 4, the host is connected to the IP phone, and the IP phone is connected to the device. 


In this scenario, the following requirements must be met: 


 The host and the IP phone use different VLANs.  


 The IP phone is able to send out VLAN-tagged packets, so that the device can differentiate traffic 


from the host and the IP phone.  


 The port connecting to the IP phone forwards packets from the voice VLAN and the PVID. 


Is the authorization VLAN 


received from the


authentication server?


Is LLDP/CDP configured to 


advertise the voice VLAN 


ID?


Yes Advertise the


voice VLAN ID to the IP 


phone


No


Yes
Advertise the 


authorization VLAN to  


to the IP phone


No


Advertise the voice VLAN 


configured on the port to the 


IP phone
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Figure 4 Connecting the host and IP phone in series 


  
 


Connecting the IP phone to the device 


As shown in Figure 5, the IP phone is connected to the device without the presence of the host. Use this 


connection method when the IP phone sends out untagged voice packets. In this scenario, you must 


configure the voice VLAN as the PVID of the port, and configure the port to forward the packets from 


the PVID.  


Figure 5 Connecting the IP phone to the device 


 
 


Configuring a voice VLAN on a port 


Voice VLAN assignment modes 


A port can be assigned to a voice VLAN automatically or manually.  


Automatic mode 


Use automatic mode when PCs and IP phones are connected in series to access the network through 


the device, as shown in Figure 4. Ports on the device transmit both voice traffic and data traffic. 


When an IP phone is powered on, it sends out protocol packets. After receiving these protocol packets, 


the device uses the source MAC address of the protocol packets to match its OUI addresses. If the match 


succeeds, the system performs the following operations: 


 Assigns the receiving port of the protocol packets to the voice VLAN. 


 Issues ACL rules to set the packet precedence.  


 Starts the voice VLAN aging timer. 


The system will remove the port from the voice VLAN if no packet is received from the port before the 


aging timer expires. The aging timer is also configurable. 


 


Host IP Phone Device


Voice gateway


IP Phone


Device


Voice gateway


IP Phone
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If the device reboots, the port is reassigned to the voice VLAN to ensure the correct operation of the 


existing voice connections. The reassignment occurs automatically without being triggered by voice 


traffic as long as the voice VLAN operates correctly. 


Manual mode 


Use manual mode when only IP phones access the network through the device, as shown in Figure 5. 


In this mode, ports are assigned to a voice VLAN that transmits voice traffic exclusively. No data traffic 


affects the voice traffic transmission. 


You must manually assign the receiving port on the device to a voice VLAN. The device uses the source 


MAC address of the received voice packets to match its OUI addresses. If the match succeeds, the 


system issues ACL rules to set the packet precedence. 


To remove the port from the voice VLAN, you must manually remove it.  


Cooperation of voice VLAN assignment modes and IP phones 


Some IP phones send out VLAN-tagged packets, and others send out only untagged packets. For correct 


packet processing, ports of different link types must meet specific configuration requirements in different 


voice VLAN assignment modes. 


Table 3 Configuration requirements for access/trunk/hybrid ports to support tagged voice traffic 


Port link 
type 


Voice VLAN assignment 
mode 


Support for 
tagged voice 
traffic 


Configuration requirements 


Access 
Automatic No N/A 


Manual No N/A 


Trunk 


Automatic Yes 
The PVID of the port cannot be the voice 


VLAN. 


Manual Yes 


The PVID of the port cannot be the voice 


VLAN. Configure the port to forward 


the packets from the voice VLAN. 


Hybrid 


Automatic Yes 
The PVID of the port cannot be the voice 


VLAN. 


Manual Yes 


The PVID of the port cannot be the voice 


VLAN. Configure the port to forward 


the packets from the voice VLAN with 


VLAN tags. 


 


Table 4 Configuration requirements for access/trunk/hybrid ports to support untagged voice traffic 


Port link 
type 


Voice VLAN 
assignment 
mode 


Support for 
untagged voice 
traffic 


Configuration requirements 


Access 


Automatic No N/A 


Manual Yes 
Configure the voice VLAN as the PVID of the 


port. 


Trunk Automatic No N/A 
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Port link 
type 


Voice VLAN 
assignment 
mode 


Support for 
untagged voice 
traffic 


Configuration requirements 


Manual Yes 


Configure the voice VLAN as the PVID of the 


port. Configure the port to forward the packets 


from the voice VLAN. 


Hybrid 


Automatic No N/A 


Manual Yes 


Configure the voice VLAN as the PVID of the 


port. Configure the port to forward the packets 


from the voice VLAN without VLAN tags. 


 


If an IP phone sends out tagged voice traffic, and its accessing port is configured with 802.1X 


authentication, guest VLAN, Auth-Fail VLAN, or critical VLAN, the VLAN ID must be different for the 


following VLANs: 


 Voice VLAN. 


 PVID of the accessing port. 


 802.1X guest, Auth-Fail, or critical VLAN. 


If an IP phone sends out untagged voice traffic, the PVID of the accessing port must be the voice VLAN. 


As a result, 802.1X authentication is not supported. 


Security mode and normal mode of voice VLANs 


Depending on the incoming packet filtering mechanisms, a voice VLAN-enabled port can operate in 


one of the following modes: 


 Normal mode—The port receives voice-VLAN-tagged packets and forwards them in the voice 


VLAN without examining their MAC addresses. If the PVID of the port is the voice VLAN and the 


port operates in manual VLAN assignment mode, the port forwards all the received untagged 


packets in the voice VLAN. 


In this mode, voice VLANs are vulnerable to traffic attacks. Malicious users might send large 


quantities of forged voice-VLAN-tagged or untagged packets to consume the voice VLAN 


bandwidth to affect normal voice communication.  


 Security mode—The port uses the source MAC addresses of voice packets to match the OUI 


addresses of the device. Packets that fail the match will be dropped. 


In a safe network, you can configure the voice VLANs to operate in normal mode to reduce the system 


resource consumption in source MAC address checking. 
 


 TIP: 


HP recommends not transmitting both voice traffic and non-voice traffic in a voice VLAN. If you must 


transmit different traffic in a voice VLAN, make sure the voice VLAN security mode is disabled. 
 


Table 5 Packet processing on a voice VLAN-enabled port in normal and security mode 


Voice VLAN 
mode 


Packet type Packet processing 


Normal 


Untagged packets or 


packets with the voice 


VLAN tags 


The port does not examine the source MAC addresses of 


incoming packets. Both voice traffic and non-voice traffic 


can be transmitted in the voice VLAN. 
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Voice VLAN 
mode 


Packet type Packet processing 


Packets with other VLAN 


tags 


Forwarded or dropped depending on whether the port 


allows packets from these VLANs to pass through. 


Security 


Untagged packets or 


packets with the voice 


VLAN tags 


 If the source MAC address of a packet matches an OUI 


address on the device, the packet is forwarded in the 


voice VLAN. 


 If the source MAC address of a packet does not match 


an OUI address on the device, the packet is dropped. 


Packets with other VLAN 


tags 


Forwarded or dropped depending on whether the port 


allows packets from these VLANs to pass through. 


 


Configuration prerequisites 


Before you configure a voice VLAN, complete the following tasks: 


 Create a VLAN. 


 Determine the QoS priority settings for voice VLAN traffic. 


 Determine the voice VLAN assignment mode. 


Configuring the QoS priority settings for voice traffic 


The QoS priority settings carried in voice traffic include the CoS and DSCP values. You can configure 


the device to modify the QoS priority settings for voice traffic.  


Before you configure the QoS priority settings for voice traffic on a port, make sure the voice VLAN 


feature is disabled on it. 


To configure the QoS priority settings for voice traffic: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number  
N/A 


3. Configure QoS priority 


settings for incoming voice 


VLAN packets. 


 Configure the port to trust the 


QoS priority settings: 


voice-vlan qos trust 


 Configure the port to modify the 


CoS and DSCP values: 


voice-vlan qos cos-value dscp-


value 


By default, a port modifies the 


CoS and DSCP values for 


voice VLAN packets to 6 and 


46, respectively. 


If a port trusts the QoS priority 


settings in incoming voice 


VLAN packets, the port does 


not modify their CoS and 


DSCP values. 


If you execute the voice-vlan 


qos and voice-vlan qos trust 


commands multiple times, the 


most recent configuration takes 


effect. 
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Configuring a port to operate in automatic voice VLAN assignment mode 


Configuration restrictions and guidelines 


When you configure a port to operate in automatic voice VLAN assignment mode, follow these 


restrictions and guidelines: 


 Do not configure a VLAN as both a voice VLAN and a protocol-based VLAN. A voice VLAN in 


automatic mode on a hybrid port processes only tagged incoming voice traffic. A protocol-based 


VLAN on a hybrid port processes only untagged incoming packets.  


 HP recommends not using the automatic voice VLAN assignment mode together with MSTP. In 


MSTP mode, if a port is blocked in the MSTI of the target voice VLAN, the port drops the received 


packets instead of delivering them to the CPU. As a result, the receiving port will not be dynamically 


assigned to the voice VLAN.  


 HP recommends not using the automatic voice VLAN assignment mode together with PVST. In 


PVST mode, if the target voice VLAN is not permitted on a port, the port is placed in blocked state. 


The received packets are dropped instead of being delivered to the CPU. As a result, the receiving 


port will not be dynamically assigned to the voice VLAN.  


 HP recommends not configuring both dynamic MAC-based VLAN assignment and automatic voice 


VLAN assignment mode on a port. If you have to configure both of them on a port, configure 


dynamic MAC-based VLAN assignment first. If you configure them in a reverse order, conflict will 


occur. When you remove one of the configurations, the operation of the other is affected. 


Configuration procedure 


To configure a port to operate in automatic voice VLAN assignment mode: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. (Optional.) Set the voice 


VLAN aging timer. 
voice-vlan aging minutes 


By default, the aging timer of a 


voice VLAN is 1440 minutes. 


The voice VLAN aging timer takes 


effect only on ports in automatic 


voice VLAN assignment mode.  


3. (Optional.) Enable the voice 


VLAN security mode. 
voice-vlan security enable 


By default, the voice VLAN 


security mode is enabled. 


4. (Optional.) Add an OUI 


address for voice packet 


identification. 


voice-vlan mac-address oui mask 


oui-mask [ description text ] 


By default, system default OUI 


addresses exist. For more 


information, see Table 2. 


5. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number  
N/A 


6. Configure the link type of the 


port.  


 port link-type trunk 


 port link-type hybrid 
N/A 


7. (Optional.) Configure the port 


to operate in automatic voice 


VLAN assignment mode. 


voice-vlan mode auto 


By default, the automatic voice 


VLAN assignment mode is 


enabled. 


8. Enable the voice VLAN 


feature on the port. 
voice-vlan vlan-id enable 


By default, the voice VLAN 


feature is disabled. 
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Configuring a port to operate in manual voice VLAN assignment mode 


Configuration restrictions and guidelines 


When you configure a port to operate in manual voice VLAN assignment mode, follow these restrictions 


and guidelines: 


 You can configure different voice VLANs on different ports on the same device. Make sure the 


following requirements are met: 


 One port can be configured with only one voice VLAN. 


 Voice VLANs must be existing static VLANs. 


 Do not enable voice VLAN on the member ports of a link aggregation group.  


 For a port that is enabled with voice VLAN and operating in manual mode, you must manually 


assign the port to the voice VLAN to make the voice VLAN take effect. 


Configuration procedure 


To configure a port to operate in manual voice VLAN assignment mode: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. (Optional.) Enable the voice 


VLAN security mode. 
voice-vlan security enable 


By default, the voice VLAN 


security mode is enabled. 


3. (Optional.) Add an OUI 


address for voice packet 


identification. 


voice-vlan mac-address oui mask 


oui-mask [ description text ] 


By default, system default OUI 


addresses exist. For more 


information, see Table 2. 


4. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number  
N/A 


5. Configure the port to operate 


in manual voice VLAN 


assignment mode. 


undo voice-vlan mode auto 


By default, the manual voice 


VLAN assignment mode is 


disabled. 


6. Assign the access, trunk, or 


hybrid port in manual voice 


VLAN assignment mode to 


the voice VLAN. 


 For the access port:  


port access vlan vlan-id 


 For the trunk port:  


port trunk permit vlan { vlan-


id-list | all } 


 For the hybrid port:  


port hybrid vlan vlan-id-list { 


tagged | untagged } 


After you assign an access port to 


the voice VLAN, the voice VLAN 


becomes the PVID of the port. 


7. (Optional.) Configure the 


voice VLAN as the PVID of the 


trunk or hybrid port. 


 For the trunk port:  


port trunk pvid vlan vlan-id 


 For the hybrid port:   


port hybrid pvid vlan vlan-id 


This step is required for untagged 


incoming voice traffic and 


prohibited for tagged incoming 


voice traffic. 


8. Enable the voice VLAN 


feature on the port. 
voice-vlan vlan-id enable 


By default, the voice VLAN 


feature is disabled. 
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Enabling LLDP for automatic IP phone discovery 


The device can automatically discover the peer through LLDP, and exchange LLDP TLVs with the peer. If 


the LLDP System Capabilities TLV received on a port indicates that the peer can act as a telephone, the 


device sends an LLDP TLV with the voice VLAN configuration to the peer. 


When the IP phone discovery process is complete, the port will continue the following voice VLAN 


configuration: 


 Join the voice VLAN. 


 Increase the transmission priority of the voice traffic sent from the IP phone.  


To ensure that the IP phone can pass authentication, the device will add the MAC address of the IP 


phone to the MAC address table. 


Configuration prerequisites 


Before you enable LLDP for automatic IP phone discovery, complete the following tasks: 


 Enable LLDP globally and on ports. 


 Complete voice VLAN configurations. 


Configuration restrictions and guidelines 


When you enable LLDP for automatic IP phone discovery, following these restrictions and guidelines: 


 A maximum of five IP phones can be connected to each port of the device. 


 Use this feature only with the automatic voice VLAN assignment mode. 


 You cannot use this feature together with CDP compatibility. 


Configuration procedure 


To enable LLDP for automatic IP phone discovery: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable LLDP for automatic IP 


phone discovery. 
voice-vlan track lldp 


By default, this function is 


disabled. 


 


Configuring LLDP or CDP to advertise a voice VLAN 


If IP phones support LLDP, the device advertises the voice VLAN information to the IP phones through 


the LLDP-MED TLVs. If IP phones support only CDP, configure CDP compatibility on the device to enable 


it to advertise the voice VLAN information through CDP packets. 


In either case, the voice VLAN information includes the voice VLAN ID and the tagging status indicator 


of the voice packets. The LLDP packets sent from the device carry the priority information. The CDP 


packets sent from the device do not carry the priority information. 


After you configure this feature, the device advertises the voice VLAN to the IP phone by following the 


workflow described in Figure 3. 
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To configure LLDP or CDP to advertise a voice VLAN: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view.  


interface interface-type interface-


number 
N/A 


3. Configure LLDP or CDP to 


advertise a voice VLAN. 


 Configure LLDP to advertise a voice 


VLAN: 


lldp tlv-enable med-tlv network-


policy vlan-id 


 Configure CDP to advertise a voice 


VLAN: 


a. Specify the ID of an advertised 


VLAN: 


cdp voice-vlan vlan-id 


b. Configure CDP compatibility: 


For more information, see 


"Configuring LLDP." 


By default, LLDP and CDP 


advertise the voice VLAN 


configured on the port. 


4. (Optional.) Display the voice 


VLAN advertised by LLDP. 
display lldp local-information 


The advertised voice LAN 


information is displayed in the 


MED information fields in the 


command output. 


 


Dynamically advertising an authorization VLAN through LLDP or CDP 


This function is available only on IP phones that support LLDP or CDP. 


Dynamic authorization VLAN advertisement through LLDP or CDP works with 802.1X or MAC 


authentication. If 802.1X authentication is used, make sure the IP phone support 802.1X authentication.  


After the IP phone passes authentication, LLDP advertises the authorization VLAN in the LLDP-MED 


Network Policy TLV to the IP phone. If the IP phone supports only CDP, CDP advertises the authorization 


VLAN in CDP packets to the IP phone. The port connected to the IP phone will be added to the 


authorization VLAN. 


To implement this function, perform the following configuration tasks: 


1. Enable LLDP globally and on the port connected to the IP phone.  


If the IP phone supports only CDP, configure CDP compatibility on the device. 


2. Configure 802.1X or MAC authentication to ensure that the IP phone can pass security 


authentication. For more information about 802.1X and MAC authentication, see Security 


Configuration Guide. 


3. Configure the authorization VLAN for the IP phone on the authentication server. 


Displaying and maintaining voice VLANs 


Execute display commands in any view.  
 


Task Command 


Display the voice VLAN state. display voice-vlan state 
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Task Command 


Display the OUI addresses that the system supports. display voice-vlan mac-address 


 


Voice VLAN configuration examples 


Automatic voice VLAN assignment mode configuration example 


Network requirements 


As shown in Figure 6, Device A transmits traffic from IP phones and hosts. 


For correct voice traffic transmission, perform the following tasks on Device A: 


 Configure voice VLANs 2 and 3 to transmit voice packets from IP phones A and B, respectively. 


 Configure Ten-GigabitEthernet 1/0/1 and Ten-GigabitEthernet 1/0/2 to operate in automatic 


voice VLAN assignment mode. 


 Add MAC addresses of IP phones A and B to the device for voice packet identification. The mask 


of the two MAC addresses is FFFF-FF00-0000. 


Figure 6 Network diagram 


 
 


Configuration procedure 


1. Configure voice VLANs: 


# Create VLANs 2 and 3. 


<DeviceA> system-view 


[DeviceA] vlan 2 to 3 


# Set the voice VLAN aging timer to 30 minutes.  


[DeviceA] voice-vlan aging 30 


# Configure voice VLANs to operate in security mode to transmit only voice packets. 


[DeviceA] voice-vlan security enable 


# Add MAC addresses of IP phones A and B to the device with the mask FFFF-FF00-0000. 


[DeviceA] voice-vlan mac-address 0011-1100-0001 mask ffff-ff00-0000 description IP 


phone A 


Device A Device B


XGE1/0/1
XGE1/0/1


IP phone B


010-1002


MAC: 0011-2200-0001


Mask: ffff-ff00-0000 0755-2002


XGE1/0/2


IP phone A


010-1001


MAC: 0011-1100-0001


Mask: ffff-ff00-0000


Internet


PC A


MAC: 0022-1100-0002


PC B


MAC: 0022-2200-0002


VLAN 3VLAN 2
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[DeviceA] voice-vlan mac-address 0011-2200-0001 mask ffff-ff00-0000 description IP 


phone B 


2. Configure Ten-GigabitEthernet 1/0/1:  


# Configure Ten-GigabitEthernet 1/0/1 as a hybrid port. 


[DeviceA] interface ten-gigabitethernet 1/0/1 


[DeviceA-Ten-GigabitEthernet1/0/1] port link-type hybrid 


# Configure Ten-GigabitEthernet 1/0/1 to operate in automatic voice VLAN assignment mode. 


[DeviceA-Ten-GigabitEthernet1/0/1] voice-vlan mode auto 


# Enable voice VLAN on Ten-GigabitEthernet 1/0/1 and configure VLAN 2 as the voice VLAN 


for it. 


[DeviceA-Ten-GigabitEthernet1/0/1] voice-vlan 2 enable 


[DeviceA-Ten-GigabitEthernet1/0/1] quit 


3. Configure Ten-GigabitEthernet 1/0/2: 


# Configure Ten-GigabitEthernet 1/0/2 as a hybrid port. 


[DeviceA] interface ten-gigabitethernet 1/0/2 


[DeviceA-Ten-GigabitEthernet1/0/2] port link-type hybrid 


# Configure Ten-GigabitEthernet 1/0/2 to operate in automatic voice VLAN assignment mode. 


[DeviceA-Ten-GigabitEthernet1/0/2] voice-vlan mode auto 


# Enable voice VLAN on Ten-GigabitEthernet 1/0/2 and configure VLAN 3 as the voice VLAN 


for it. 


[DeviceA-Ten-GigabitEthernet1/0/2] voice-vlan 3 enable 


[DeviceA-Ten-GigabitEthernet1/0/2] quit 


Verifying the configuration 


# Display the OUI addresses and their masks and descriptions. 


[DeviceA] display voice-vlan mac-address 


OUI Address     Mask            Description 


0001-e300-0000  ffff-ff00-0000  Siemens phone 


0003-6b00-0000  ffff-ff00-0000  Cisco phone 


0004-0d00-0000  ffff-ff00-0000  Avaya phone 


000f-e200-0000  ffff-ff00-0000  HP Aolynk phone 


0060-b900-0000  ffff-ff00-0000  Philips/NEC phone 


00d0-1e00-0000  ffff-ff00-0000  Pingtel phone 


00e0-7500-0000  ffff-ff00-0000  Polycom phone 


00e0-bb00-0000  ffff-ff00-0000  3Com phone 


# Display the voice VLAN state. 


[DeviceA] display voice-vlan state 


 Current Voice VLANs: 2 


 Voice VLAN security mode: Security 


 Voice VLAN aging time: 30 minutes 


 Voice VLAN enabled ports and their modes: 


 Port                            VLAN        Mode        COS        DSCP 


 Ten-GigabitEthernet1/0/1        2           AUTO        6          46 


 Ten-GigabitEthernet1/0/2        3           AUTO        6          46 
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Manual voice VLAN assignment mode configuration example 


Network requirements 


As shown in Figure 7: 


 Device A transmits only voice traffic. 


 IP phone A send untagged voice traffic. 


For correct voice traffic transmission, perform the following tasks on Device A: 


 Configure a voice VLAN to transmit voice traffic. 


 Configure Ten-GigabitEthernet 1/0/1 to operate in manual voice VLAN assignment mode.  


 Add the MAC address of IP phone A to the device for voice packet identification. The mask is 


FFFF-FF00-0000. 


Figure 7 Network diagram 


 
 


Configuration procedure 


# Configure the voice VLAN to operate in security mode. 


<DeviceA> system-view 


[DeviceA] voice-vlan security enable 


# Add a MAC address 0011-2200-0000 with the mask FFFF-FF00-0000. 


[DeviceA] voice-vlan mac-address 0011-2200-0000 mask ffff-ff00-0000 description test 


# Create VLAN 2.  


[DeviceA] vlan 2 


[DeviceA-vlan2] quit 


# Configure Ten-GigabitEthernet 1/0/1 to operate in manual voice VLAN assignment mode. 


[DeviceA] interface ten-gigabitethernet 1/0/1 


[DeviceA-Ten-GigabitEthernet1/0/1] undo voice-vlan mode auto 


# Configure Ten-GigabitEthernet 1/0/1 as a hybrid port. 


[DeviceA-Ten-GigabitEthernet1/0/1] port link-type hybrid 


# Configure VLAN 2 as the PVID of Ten-GigabitEthernet 1/0/1. 


[DeviceA-Ten-GigabitEthernet1/0/1] port hybrid pvid vlan 2 


# Configure Ten-GigabitEthernet 1/0/1 to forward the voice traffic from VLAN 2 without VLAN tags. 


[DeviceA-Ten-GigabitEthernet1/0/1] port hybrid vlan 2 untagged 


# Enable voice VLAN and configure VLAN 2 as the voice VLAN on Ten-GigabitEthernet 1/0/1. 


Device A Device B


XGE1/0/1


VLAN 2


IP phone A


010-1001


OUI: 0011-2200-0000


Mask: ffff-ff00-0000


IP phone B


0755-2002


Internet
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[DeviceA-Ten-GigabitEthernet1/0/1] voice-vlan 2 enable 


[DeviceA-Ten-GigabitEthernet1/0/1] quit 


Verifying the configuration 


# Display the OUI addresses and their masks and descriptions. 


[DeviceA] display voice-vlan mac-address 


OUI Address     Mask            Description 


0001-e300-0000  ffff-ff00-0000  Siemens phone 


0003-6b00-0000  ffff-ff00-0000  Cisco phone 


0004-0d00-0000  ffff-ff00-0000  Avaya phone 


000f-e200-0000  ffff-ff00-0000  HP Aolynk phone 


0060-b900-0000  ffff-ff00-0000  Philips/NEC phone 


00d0-1e00-0000  ffff-ff00-0000  Pingtel phone 


00e0-7500-0000  ffff-ff00-0000  Polycom phone 


00e0-bb00-0000  ffff-ff00-0000  3Com phone 


# Display the voice VLAN state. 


[DeviceA] display voice-vlan state 


 Current Voice VLANs: 1 


 Voice VLAN security mode: Security 


 Voice VLAN aging time: 1440 minutes 


 Voice VLAN enabled ports and their modes: 


 Port                            VLAN        Mode        CoS        DSCP 


 Ten-GigabitEthernet1/0/1        2           Manual       6          46 


Command reference 


New command: cdp voice-vlan 


Use cdp voice-vlan to configure a port to advertise the specified voice VLAN in CDP packets. 


Use undo cdp voice-vlan to restore the default. 


Syntax 


cdp voice-vlan vlan-id 


undo cdp voice-vlan 


Default 


When CDP compatibility is enabled, the port advertises the voice VLAN configured on the port to its 


connected IP phone through CDP packets. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


vlan-id: Specifies a voice VLAN ID in the range of 1 to 4094. 
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Usage guidelines 


You must use this command with CDP compatibility.  


Examples 


# Configure Ten-GigabitEthernet 1/0/1 to advertise VLAN 4094 in CDP packets. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] cdp voice-vlan 4094 


New command: display voice-vlan mac-address 


Use display voice-vlan mac-address to display OUI addresses and their masks and descriptions. 


Syntax 


display voice-vlan mac-address 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display OUI addresses and their masks and descriptions.  


<Sysname> display voice-vlan mac-address 


OUI Address     Mask            Description  


0001-e300-0000  ffff-ff00-0000  Siemens phone  


0003-6b00-0000  ffff-ff00-0000  Cisco phone  


0004-0d00-0000  ffff-ff00-0000  Avaya phone  


000f-e200-0000  ffff-ff00-0000  HP Aolynk phone  


0060-b900-0000  ffff-ff00-0000  Philips/NEC phone  


00d0-1e00-0000  ffff-ff00-0000  Pingtel phone  


00e0-7500-0000  ffff-ff00-0000  Polycom phone  


00e0-bb00-0000  ffff-ff00-0000  3Com phone 


Table 6 Command output 


Field Description 


OUI address OUI address allowed on the device. 


Mask Mask of the OUI address. 


Description Description of the OUI address. 


 


Related commands 


voice-vlan mac-address 


New command: display voice-vlan state 


Use display voice-vlan state to display voice VLAN information. 
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Syntax 


display voice-vlan state 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display voice VLAN information. 


<Sysname> display voice-vlan state 


 Current voice VLANs: 1 


 Voice VLAN security mode: Security 


 Voice VLAN aging time: 1440 minutes 


 Voice VLAN enabled ports and their modes: 


 Port                            VLAN        Mode        CoS        DSCP 


 Ten-GigabitEthernet1/0/1        111         Auto        6          46 


Table 7 Command output 


Field Description 


Current Voice VLANs Number of existing voice VLANs. 


Voice VLAN security mode 


Voice VLAN mode:  


 Security. 


 Normal. 


Voice VLAN enabled ports and their modes 
Voice VLAN-enabled port and its voice VLAN assignment 


mode. 


Port Name of the voice VLAN-enabled port. 


VLAN ID of the voice VLAN enabled on the port.  


Mode 


Voice VLAN assignment mode of the port: 


 Manual. 


 Automatic. 
 


Related commands 


voice-vlan aging 


voice-vlan enable 


voice-vlan mode auto 


voice-vlan security enable 


New command: voice-vlan aging 


Use voice-vlan aging to set the voice VLAN aging timer. 


Use undo voice-vlan aging to restore the default. 
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Syntax 


voice-vlan aging minutes 


undo voice-vlan aging 


Default 


The voice VLAN aging timer is 1440 minutes. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


minutes: Sets the voice VLAN aging timer in the range of 5 to 43200 minutes. 


Usage guidelines 


In automatic voice VLAN assignment mode, the system starts an aging timer for a voice VLAN when 


assigning the port to the voice VLAN. If no voice packets are received on the port before the timer 


expires, the system removes the port from the voice VLAN.  


Set the voice VLAN aging timer only in automatic voice VLAN assignment mode. 


Examples 


# Set the voice VLAN aging timer to 100 minutes. 


<Sysname> system-view 


[Sysname] voice-vlan aging 100 


Related commands 


display voice-vlan state 


New command: voice-vlan enable 


Use voice-vlan enable to enable the voice VLAN feature and configure a VLAN as the voice VLAN for 


a port. 


Use undo voice-vlan enable to disable the voice VLAN feature on a port. 


Syntax 


voice-vlan vlan-id enable 


undo voice-vlan [ vlan-id ] enable 


Default 


The voice VLAN feature is disabled on ports. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


vlan-id: Specifies a voice VLAN ID in the range of 2 to 4094. 
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Usage guidelines 


Use this command only on a hybrid or trunk port operating in automatic voice VLAN assignment mode.  


Examples 


# Enable the voice VLAN feature and configure VLAN 2 as the voice VLAN on Ten-GigabitEthernet 


1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] voice-vlan 2 enable 


Related commands 


display voice-vlan state 


voice-vlan mode auto 


New command: voice-vlan mac-address 


Use voice-vlan mac-address to configure the OUI address information for voice packet identification. 


Use undo voice-vlan mac-address to delete an OUI address. 


Syntax 


voice-vlan mac-address mac-address mask oui-mask [ description text ] 


undo voice-vlan mac-address oui 


Default 


System default OUI addresses exist. 


Table 8 System default OUI addresses 


Number OUI address Vendor 


1 0001-E300-0000 Siemens phone 


2 0003-6B00-0000 Cisco phone 


3 0004-0D00-0000 Avaya phone 


4 000F-E200-0000 HP Aolynk phone 


5 0060-B900-0000 Philips/NEC phone 


6 00D0-1E00-0000 Pingtel phone 


7 00E0-7500-0000 Polycom phone 


8 00E0-BB00-0000 3Com phone 


 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


mac-address: Specifies a source MAC address of voice traffic, in the format of H-H-H. For example, 


1234-1234-1234. 
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mask oui-mask: Specifies the valid length of the OUI address by a mask in the format of H-H-H. The 


mask contains consecutive 1s and 0s. For example, FFFF-0000-0000. To filter the voice devices of a 


vendor, set the mask to FFFF-FF00-0000.  


description text: Specifies the OUI address description, a case-sensitive string of 1 to 30 characters. 


oui: Specifies an OUI address to delete, in the format of H-H-H. For example, 1234-1200-0000. An 


OUI address is the logical AND result of the mac-address and oui-mask arguments. It cannot be a 


broadcast address, a multicast address, or an all-zero address.  


Usage guidelines 


Typically, an OUI address refers to the first 24 bits of a MAC address (in binary notation) and is a 


globally unique identifier that IEEE assigns to a vendor. However, OUI addresses in this chapter are 


addresses that the system uses to determine whether a received packet is a voice packet. They are the 


logical AND results of the mac-address and oui-mask arguments in this command. 


You can manually delete or add the system default OUI addresses. 


The system supports up to 128 OUI addresses, including system default OUI addresses. To display the 


supported OUI address, use the display voice-vlan mac-address command. 


Examples 


# Add an OUI address 1234-1200-0000 by specifying the MAC address as 1234-1234-1234 and the 


mask as fff-ff00-0000. Configure the OUI address description as PhoneA.  


<Sysname> system-view 


[Sysname] voice-vlan mac-address 1234-1234-1234 mask ffff-ff00-0000 description PhoneA 


Related commands 


display voice-vlan mac-address 


New command: voice-vlan mode auto 


Use voice-vlan mode auto to configure a port to operate in automatic voice VLAN assignment mode. 


Use undo voice-vlan mode auto to configure a port to operate in manual voice VLAN assignment mode. 


Syntax 


voice-vlan mode auto 


undo voice-vlan mode auto 


Default 


A port operates in automatic voice VLAN assignment mode. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


To make a voice VLAN take effect on a port operating in manual mode, you must manually assign the 


port to the voice VLAN. 


Examples 


# Configure Ten-GigabitEthernet 1/0/1 to operate in manual voice VLAN assignment mode. 
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<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] undo voice-vlan mode auto 


Related commands 


display voice-vlan state 


New command: voice-vlan qos 


Use voice-vlan qos to configure a port to modify the CoS and DSCP values for incoming voice VLAN 


packets. 


Use undo voice-vlan qos to restore the default. 


Syntax 


voice-vlan qos cos-value dscp-value 


undo voice-vlan qos 


Default 


A port modifies the CoS and DSCP values for incoming voice VLAN packets to 6 and 46, respectively. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


cos-value: Specifies a CoS value in the range of 0 to 7. The default value is 6. 


dscp-value: Specifies a DSCP value in the range of 0 to 63. The default value is 46.  


Usage guidelines 


Before you execute this command on a port, make sure the voice VLAN feature is disabled on it. 


If you execute both the voice-vlan qos and voice-vlan qos trust commands multiple times, the most 


recent configuration takes effect. 


Examples 


# Configure Ten-GigabitEthernet 1/0/1 to modify the CoS and DSCP values for voice VLAN packets 


to 5 and 45, respectively.  


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] voice-vlan qos 5 45 


Related commands 


voice-vlan qos trust 


New command: voice-vlan qos trust 


Use voice-vlan qos trust  to configure a port to trust the priority settings in incoming voice VLAN packets. 


Use undo voice-vlan qos to restore the default. 
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Syntax 


voice-vlan qos trust 


undo voice-vlan qos 


Default 


A port modifies the CoS and DSCP values for incoming voice VLAN packets to 6 and 46, respectively. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


When a port trusts the QoS priority settings in incoming voice VLAN packets, the port does not modify 


their CoS and DSCP values. 


Before you execute this command on a port, make sure the voice VLAN feature is disabled on it. 


If you execute both the voice-vlan qos and voice-vlan qos trust commands multiple times, the most 


recent configuration takes effect. 


Examples 


# Configure Ten-GigabitEthernet 1/0/1 to trust the priority settings in incoming voice VLAN traffic. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] voice-vlan qos trust 


Related commands 


voice-vlan qos 


New command: voice-vlan security enable 


Use voice-vlan security enable to enable the voice VLAN security mode. 


Use undo voice-vlan security enable to disable the voice VLAN security mode. 


Syntax 


voice-vlan security enable 


undo voice-vlan security enable 


Default 


The voice VLAN security mode is enabled. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


In security mode, a voice VLAN transmits only voice packets whose source MAC addresses match the 


OUI addresses of the device. 
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In normal mode, a voice VLAN transmits voice packets and non-voice packets. 


Examples 


# Disable the voice VLAN security mode. 


<Sysname> system-view 


[Sysname] undo voice-vlan security enable 


Related commands 


display voice-vlan state 


New command: voice-vlan track lldp 


Use voice-vlan track lldp to enable LLDP for automatic IP phone discovery. 


Use undo voice-vlan track lldp to disable LLDP for automatic IP phone discovery. 


Syntax 


voice-vlan track lldp 


undo voice-vlan track lldp 


Views 


System view 


Default 


This feature is disabled.  


Predefined user roles 


network-admin 


Examples 


# Enable LLDP for automatic IP phone discovery. 


<Sysname> system-view 


[Sysname] voice-vlan track lldp 


Modified command: lldp tlv-enable 


Old syntax 


lldp tlv-enable med-tlv network-policy 


New syntax 


lldp tlv-enable med-tlv network-policy [ vlan-id ] 


Views 


Layer 2 Ethernet interface view 


Change description 


The vlan-id argument was added. The argument enables you to specify the Voice VLAN ID that LLDP 


advertises to IP phones. 
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New feature: Configuring a VLAN group 


Configuring a VLAN group 


After you configure a VLAN group on the device, the authentication sever can assign the VLAN group 


name to the 802.1X user that passes authentication. The VLAN group name identifies this group of 


VLANs. For more information about 802.1X authentication, see Security Configuration Guide. 


To configure a VLAN group: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create a VLAN group and 


enter VLAN group view. 
vlan-group group-name By default, no VLAN group exists. 


3. Add VLANs to the VLAN 


group. 
vlan-list vlan-id-list 


By default, no VLAN exists in a 


VLAN group. 


4. (Optional.) Display VLAN 


group information. 
display vlan-group [ group-name ] N/A 


 


Command reference 


display vlan-group 


Use display vlan-group to display VLAN group information. 


Syntax 


display vlan-group [ group-name ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


group-name: Specifies a VLAN group by its name, a case-sensitive string of 1 to 31 characters. The first 


character must be an alphabetical character. If you do not specify this argument, the command displays 


information about all VLAN groups. 


Examples 


# Display information about the VLAN group test001. 


<Sysname> display vlan-group test001 


VLAN group: test001 


     VLAN list: 2-4 100 200 


# Display information about all VLAN groups. 


<Sysname> display vlan-group 
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VLAN group: test001 


     VLAN list: 2-4 100 200 


VLAN group: rnd 


     VLAN list: Null 


Table 9 Command output 


Field Description 


VLAN group Name of the VLAN group. 


VLAN list VLAN list in the VLAN group. 


 


Related commands 


vlan-group 


vlan-list 


vlan-group 


Use vlan-group to create a VLAN group and enter VLAN group view. 


Use undo vlan-group to delete a VLAN group. 


Syntax 


vlan-group group-name 


undo vlan-group group-name 


Default 


No VLAN group exists. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


group-name: Specifies a VLAN group by its name, a case-sensitive string of 1 to 31 characters. The first 


character must be an alphabetical character. 


Usage guidelines 


After you configure a VLAN group on the device, the authentication sever can assign the VLAN group 


name to the 802.1X user that passes authentication. The VLAN group name identifies this group of 


VLANs. For more information about 802.1X authentication, see Security Configuration Guide. 


Examples 


# Create a VLAN group named test001 and enter VLAN group view. 


<Sysname> system-view 


[Sysname] vlan-group test001 


[Sysname-vlan-group-test001] 


Related commands 


vlan-list 
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vlan-list 


Use vlan-list to add VLANs to a VLAN group. 


Use undo vlan-list to remove VLANs from a VLAN group. 


Syntax 


vlan-list vlan-id-list 


undo vlan-list vlan-id-list 


Default 


No VLAN exists in a VLAN group. 


Views 


VLAN group view 


Predefined user roles 


network-admin 


Parameters 


vlan-id-list: Specifies a space-separated list of up to 10 VLAN items. Each item specifies a VLAN ID or 


a range of VLAN IDs in the form of vlan-id1 to vlan-id2. The value range for VLAN IDs is 1 to 4094. 


The value for the vlan-id2 argument must be equal to or greater than the value for the vlan-id1 argument. 


Examples 


# Add VLAN 2 through VLAN 4, VLAN 100, and VLAN 200 to the VLAN group test001. 


<Sysname> system-view 


[Sysname] vlan-group test001 


[Sysname-vlan-group-test001] vlan-list 2 to 4 100 200 


Related commands 


vlan-group 


New feature: Displaying brief VLAN information 


Displaying brief VLAN information 


In this release, you can display brief VLAN information. 


Command reference 


display vlan brief 


Use display vlan brief to display brief VLAN information. 


Syntax 


display vlan brief 


Views 


Any view 
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Default command level 


1: Monitor level 


Examples 


# Display brief VLAN information. 


<Sysname> display vlan brief 


Brief information about all VLANs: 


Supported Minimum VLAN ID: 1 


Supported Maximum VLAN ID: 4094 


Default VLAN ID: 1 


VLAN ID   Name                             Port 


1         VLAN 0001                        XGE1/0/1  XGE1/0/2  XGE1/0/3  XGE1/0/4 


                                           XGE1/0/5  XGE1/0/6  XGE1/0/7  XGE1/0/8 


                                           XGE1/0/9  XGE1/0/10  XGE1/0/11 


                                           XGE1/0/12  XGE1/0/13  XGE1/0/14 


                                           XGE1/0/15  XGE1/0/16  XGE1/0/17 


                                           XGE1/0/18  XGE1/0/19  XGE1/0/20 


                                           XGE1/0/21  XGE1/0/22  XGE1/0/23 


                                           XGE1/0/24  XGE1/0/25  XGE1/0/26 


                                           XGE1/0/27  XGE1/0/28  XGE1/0/29 


                                           XGE1/0/30  XGE1/0/31  XGE1/0/32 


                                           XGE1/0/33  XGE1/0/34  XGE1/0/35 


                                           XGE1/0/36  XGE1/0/37  XGE1/0/38 


                                           XGE1/0/39  XGE1/0/40  XGE1/0/41 


                                           XGE1/0/42  XGE1/0/43  XGE1/0/44 


                                           XGE1/0/45  XGE1/0/46  XGE1/0/47 


                                           XGE1/0/48 


2         VLAN 0002 


3         VLAN 0003 


Table 10 Command output 


Field Description 


Default VLAN ID System default VLAN ID. 


Name VLAN name. 


Port Port that allows packets from the VLAN to pass through. 


 


New feature: LLDP support for advertising QCN TLVs 


The congestion-notification keyword was added to the lldp tlv-enable dot1-tlv command. You can 


specify this keyword to enable LLDP to advertise QCN TLVs. 
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New feature: LLDP support for disabling the advertising of a 


specific management IP address 


The ip-address argument was added to the undo lldp tlv-enable basic-tlv management-address-tlv 


command. You can specify the argument to disable the advertising of the specified management IP 


address. If you do not specify the argument, the command disables the advertising of management 


address TLVs. 


New feature: Configuring ARP fast-reply 


Overview 


ARP fast-reply enables a device to directly answer ARP requests according to DHCP snooping entries 


or ARP snooping entries. ARP fast-reply functions in a VLAN. For more information about DHCP 


snooping, see "Configuring DHCP snooping." 


Operation 


Upon receiving an ARP request with the target IP address being the IP address of the VLAN interface, 


the device processes it as a normal ARP packet. If not, it takes the following steps to process the packet: 


1. Search the DHCP snooping table for a match. 


2. If the interface in the matching entry is the Ethernet interface that received the ARP request, the 


device returns no reply. Otherwise, it returns a reply. 


3. If no match is found and ARP snooping is enabled, the device searches the ARP snooping table. 


If the interface in the matching entry is the Ethernet interface that received the ARP request, the 


device returns no reply. Otherwise, it returns a reply. 


4. If no match is found in both tables, the ARP request is forwarded to other interfaces except the 


receiving interface in the VLAN, or delivered to other modules. 


Configuration procedure 


To improve the availability of ARP fast-reply, enable ARP snooping at the same time. 


To configure ARP fast-reply: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VLAN view. vlan vlan-id N/A 


3. Enable ARP fast-reply. arp fast-reply enable By default, ARP fast-reply is disabled. 
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ARP fast-reply configuration example 


Network requirements 


As shown in Figure 8, all clients are in VLAN 2, and access the network through the switch. They have 


obtained IP addresses through DHCP. 


Enable ARP snooping and ARP fast-reply for VLAN 2. The switch directly returns an ARP reply without 


broadcasting received ARP requests in the VLAN. 


Figure 8 Network diagram 


 
 


Configuration procedure 


# Enable ARP snooping for VLAN 2 on the switch. 


<Switch> system-view 


[Switch] vlan 2 


[Switch-vlan2] arp snooping enable 


# Configure ARP fast-reply for VLAN 2 on the switch. 


[Switch-vlan2] arp fast-reply enable 


[Switch-vlan2] quit 


Command reference 


arp fast-reply enable 


Use arp fast-reply enable to enable ARP fast-reply for a VLAN. 


Use undo arp fast-reply enable to disable ARP fast-reply for a VLAN. 


Syntax 


arp fast-reply enable 


Switch


Client 1 Client 16


Client 17 Client 32


……


……


DHCP server


VLAN 2


VLAN 2
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undo arp fast-reply enable 


Default 


ARP fast-reply is disabled on a VLAN. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Examples 


# Enable ARP fast-reply for VLAN 2. 


<Sysname> system-view 


[Sysname] vlan 2 


[Sysname-vlan2] arp fast-reply enable 


New feature: DHCP packet blocking port 


Configuring a DHCP packet blocking port 


This feature enables a port on the DHCP snooping device to drop received DHCP packets. DHCP 


packets cannot be dropped by using an ACL when DHCP snooping features are configured. The ACL 


rules deployed by DHCP snooping features have a higher priority and can permit DHCP packets to 


pass through. 


To configure a DHCP packet blocking port: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter interface view. 
interface interface-type interface-


number 
N/A 


3. Configure the port to block 


DHCP packets. 
dhcp snooping deny 


By default, the port does not block 


DHCP packets. 


 


Command reference 


dhcp snooping deny 


Use dhcp snooping deny to configure a port as DHCP packet blocking port. 


Use undo dhcp snooping deny to restore the default. 


Syntax 


dhcp snooping deny 


undo dhcp snooping deny 


Default 


A port does not block DHCP packets. 
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Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Usage guidelines 


Do not configure this feature on a port connected to a DHCP client. Otherwise, the DHCP client cannot 


obtain an IP address. 


Do not configure a port as both a trusted port and a DHCP packet blocking port. 


Examples 


# Configure Layer 2 Ethernet interface Ten-GigabitEthernet1/0/1 as a DHCP packet blocking port. 


<Sysname> system-view 


[Sysname] interface Ten-GigabitEthernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] dhcp snooping deny 


New feature: Configuring fast forwarding  


Overview 


Fast forwarding reduces route lookup time and improves packet forwarding efficiency by using a high-


speed cache and data-flow-based technology. It identifies a data flow by using the following fields: 


source IP address, source port number, destination IP address, destination port number, and protocol 


number. After the first packet of a flow is forwarded through the routing table, fast forwarding creates 


an entry for the flow and uses the entry to forward subsequent packets of the flow. 


Fast forwarding can process fragmented IP packets, but it does not fragment IP packets. 


Configuration procedure 


To configure fast forwarding: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable fast-forwarding 


load sharing. 
ip fast-forwarding load-sharing 


By default, fast-forwarding load 


sharing is enabled. 


3. Configure the aging time 


of fast forwarding entries. 


ip fast-forwarding aging-time 


aging-time 


By default, the aging time is 30 


seconds. 


 


Displaying and maintaining fast forwarding 


Execute display commands in any view and reset commands in user view. 
 


Task Command 


Display fast forwarding table information. 
display ip fast-forwarding cache [ ip-address ] [ slot 


slot-number ] 







56 


Task Command 


Display fast forwarding table information about 


fragmented packets. 


display ip fast-forwarding fragcache [ ip-address ] 


[ slot slot-number ] 


Display the aging time of fast forwarding entries. display ip fast-forwarding aging-time 


Clear fast forwarding table information. reset ip fast-forwarding cache [ slot slot-number ] 


 


Command reference 


display ip fast-forwarding aging-time 


Use display ip fast-forwarding aging-time to display the aging time of fast forwarding entries. 


Syntax 


display ip fast-forwarding aging-time 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display the aging time of fast forwarding entries. 


<Sysname> display ip fast-forwarding aging-time 


 Aging time: 30s 


Related commands 


ip fast-forwarding aging-time 


display ip fast-forwarding cache 


Use display ip fast-forwarding cache to display fast forwarding table information. 


Syntax 


display ip fast-forwarding cache [ ip-address ] [ slot slot-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


ip-address: Specifies an IP address. If you do not specify the ip-address argument, this command 


displays all fast forwarding entries. 
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slot slot-number: Specifies an IRF 2 member device by its member ID or a PEX by its virtual slot number. 


If you do not specify this option on an IRF 2 fabric, the command displays fast forwarding entries on 


all member devices. If you do not specify this option on an Enhanced IRF system, the command displays 


fast forwarding entries on all parent devices and PEXs. 


Usage guidelines 


This command displays fast forwarding entries. Each entry includes the source IP address, source port 


number, destination IP address, destination port number, protocol number, input and output interfaces, 


and internal tag of a data flow. 


Examples 


# Display all fast forwarding entries. 


<Sysname> display ip fast-forwarding cache 


Total number of fast-forwarding entries: 2 


SIP             SPort DIP             DPort Pro Input_If    Output_If   Flg 


192.168.0.71    23    192.168.0.18    3313  6   InLoop0     M-GE0/0/0   1 


192.168.0.18    3313  192.168.0.71    23    6   M-GE0/0/0   InLoop0     1 


Table 11 Command output 


Field Description 


SIP Source IP address. 


SPort Source port number. 


DIP Destination IP address. 


DPort Destination port number. 


Pro Protocol number. 


Input_If 


Input interface type and number. 


If no interface is involved in fast forwarding, this field displays N/A. 


If the input interface does not exist, this field displays a hyphen (-). 


Output_If 


Output interface type and number. 


If no interface is involved in fast forwarding, this field displays N/A. 


If the output interface does not exist, this field displays a hyphen (-). 


Flg Internal tag, marking internal operation information, such as fragmentation. 


 


Related commands 


reset ip fast-forwarding cache 


display ip fast-forwarding fragcache 


Use display ip fast-forwarding fragcache to display fast forwarding table information for fragmented 


packets. 


Syntax 


display ip fast-forwarding fragcache [ ip-address ] [ slot slot-number ] 
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Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


ip-address: Specifies an IP address. If you do not specify this argument, this command displays fast 


forwarding entries for all fragmented packets. 


slot slot-number: Specifies an IRF 2 member device by its member ID or a PEX by its virtual slot number. 


If you do not specify this option on an IRF 2 fabric, the command displays fast forwarding entries for 


the fragmented packets on all member devices. If you do not specify this option on an Enhanced IRF 


system, the command displays fast forwarding entries for the fragmented packets on all parent devices 


and PEXs. 


Usage guidelines 


This command displays fast forwarding entries for fragmented packets. Each entry includes the source 


IP address, source port number, destination IP address, destination port number, protocol number, input 


interface, and fragment ID. 


Examples 


# Display fast forwarding table information about all fragmented packets. 


<Sysname> display ip fast-forwarding fragcache 


Total number of fragment fast-forwarding entries: 2 


SIP             SPort DIP             DPort Pro Input_If    ID 


7.0.0.13        68    8.0.0.1         67    17  InLoop0     2 


8.0.0.1         67    7.0.0.13        68    17  M-GE0/0/0   3 


Table 12 Command output 


Field Description 


SIP Source IP address. 


SPort Source port number. 


DIP Destination IP address. 


DPort Destination port number. 


Pro Protocol number. 


Input_If 


Input interface type and number. 


If no interface is involved in fast forwarding, this field displays N/A. 


If the input interface does not exist, this field displays a hyphen (-). 


ID Fragment ID. 


 


Related commands 


reset ip fast-forwarding cache 
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ip fast-forwarding aging-time 


Use ip fast-forwarding aging-time to configure the aging time of fast forwarding entries. 


Use undo ip fast-forwarding aging-time to restore the default. 


Syntax 


ip fast-forwarding aging-time aging-time 


undo ip fast-forwarding aging-time 


Default 


The aging time of fast forwarding entries is 30 seconds. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


aging-time: Specifies the aging time for fast forwarding entries, in the range of 10 to 300 seconds. 


Examples 


# Set the aging time of fast forwarding entries to 20 seconds. 


<Sysname> system-view 


[Sysname] ip fast-forwarding aging-time 20 


Related commands 


display ip fast-forwarding aging-time 


ip fast-forwarding load-sharing 


Use ip fast-forwarding load-sharing to enable fast-forwarding load sharing. 


Use undo ip fast-forwarding load-sharing to disable fast-forwarding load sharing. 


Syntax 


ip fast-forwarding load-sharing 


undo ip fast-forwarding load-sharing 


Default 


Fast-forwarding load sharing is enabled. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


Fast-forwarding load sharing enables the device to identify a data flow by using the five-tuple (source 


IP, source port, destination IP, destination port, and protocol). The device then forwards packets of the 


same flow to implement load sharing. 
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If fast-forwarding load sharing is disabled, the device identifies a data flow by the five-tuple and the 


input interface. No load sharing is implemented. 


Examples 


# Enable fast-forwarding load sharing. 


<Sysname> system-Views 


[Sysname] ip fast-forwarding load-sharing 


reset ip fast-forwarding cache 


Use reset ip fast-forwarding cache to clear fast forwarding table information. 


Syntax 


reset ip fast-forwarding cache [ slot slot-number ] 


Views 


User view 


Predefined use roles 


network-admin 


Parameters 


slot slot-number: Specifies an IRF 2 member device by its member ID or a PEX by its virtual slot number. 


If you do not specify this option on an IRF 2 fabric, the command clears fast forwarding table information 


on all member devices. If you do not specify this option on an Enhanced IRF system, the command 


clears fast forwarding table information on all parent devices and PEXs. 


Examples 


# Clear fast forwarding table information. 


<Sysname> reset ip fast-forwarding cache 


Related commands 


 display ip fast-forwarding cache 


 display ip fast-forwarding fragcache 


New feature: UDP helper to convert broadcast to multicast 


Configuring UDP helper to convert broadcast to multicast 


To configure UDP helper to convert broadcast to multicast: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter interface view. 
interface interface-type interface-


number 
N/A 
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Step Command Remarks 


3. Specify a destination multicast 


address for UDP helper to 


convert broadcast to multicast. 


udp-helper broadcast-map 


multicast-address [ acl acl-number ] 


By default, no destination 


multicast address is specified for 


UDP helper. 


Use this command on the 


interface that receives broadcast 


packets. 


On one interface, you can 


configure a maximum of 20 


unicast and multicast addresses 


for UDP helper to convert 


broadcast packets. 


 


Command reference 


udp-helper broadcast-map 


Use udp-helper broadcast-map to specify a multicast address for UDP helper to convert broadcast to 


multicast. 


Use undo udp-helper broadcast-map to restore the default. 


Syntax 


udp-helper broadcast-map multicast-address [ acl acl-number ] 


undo udp-helper broadcast-map multicast-address 


Default 


No multicast address is specified for UDP helper. 


Views 


Interface view 


Predefined user roles 


network-admin 


Parameters 


multicast-address: Specifies the destination multicast address to which the destination broadcast address 


is converted. 


acl acl-number: Specifies an ACL by its number to filter incoming broadcast packets for UDP helper. 


Packets permitted by the ACL can be converted. 


 For a basic ACL, the value range is 2000 to 2999. 


 For an advanced ACL, the value range is 3000 to 3999. 


Usage guidelines 


Use this command on the interface that receives broadcast packets. 


You can configure a maximum of 20 unicast and multicast addresses for UDP helper to convert 


broadcast packets on an interface. 
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 Examples 


# Configure UDP helper to convert received broadcast packets on VLAN-interface 100 to multicast 


packets destined for 225.0.0.1. 


<Sysname> system-view 


[Sysname] interface vlan-interface 100 


[Sysname-vlan-interface 100] udp-helper broadcast-map 225.0.0.1 


New feature: DHCPv6 packet blocking port 


Configuring a DHCPv6 packet blocking port 


This feature enables a port on the DHCPv6 snooping device to drop received DHCPv6 packets. DHCPv6 


packets cannot be dropped by using an ACL when DHCPv6 snooping features are configured. The ACL 


rules deployed by DHCPv6 snooping features have a higher priority and can permit DHCPv6 packets 


to pass through. 


To configure a DHCPv6 packet blocking port: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter interface view. interface interface-type interface-number N/A 


3. Configure the port to 


block DHCPv6 packets. 
ipv6 dhcp snooping deny 


By default, the port does not 


block DHCPv6 packets. 


 


Command reference 


ipv6 dhcp snooping deny 


Use ipv6 dhcp snooping deny to configure a port as DHCP packet blocking port. 


Use undo ipv6 dhcp snooping deny to restore the default. 


Syntax 


ipv6 dhcp snooping deny 


undo ipv6 dhcp snooping deny 


Default 


A port does not block DHCPv6 packets. 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Usage guidelines 


Do not configure this feature on a port connected to a DHCPv6 client. Otherwise, the DHCPv6 client 


cannot obtain an IPv6 address or prefix. 
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Do not configure a port as both a trusted port and a DHCPv6 packet blocking port. 


Examples 


# Configure Layer 2 Ethernet interface Ten-GigabitEthernet 1/0/1 as a DHCPv6 packet blocking port. 


<Sysname> system-view 


[Sysname] interface Ten-GigabitEthernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] ipv6 dhcp snooping deny 


New feature: Configuring IPv6 fast forwarding 


Overview 


Fast forwarding reduces route lookup time and improves packet forwarding efficiency by using a high-


speed cache and data-flow-based technology. It identifies a data flow by using the following fields: 


 Source IPv6 address. 


 Destination IPv6 address. 


 Source port number. 


 Destination port number. 


 Protocol number. 


After the first packet of a flow is forwarded through the routing table, fast forwarding creates an entry 


for the flow and uses the entry to forward subsequent packets of the flow. 


Configuration procedure 


To configure IPv6 fast forwarding: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable IPv6 fast-forwarding 


load sharing. 


ipv6 fast-forwarding load-


sharing 


By default, IPv6 fast-forwarding load 


sharing is enabled. 


3. Set the aging time of IPv6 fast 


forwarding entries. 


ipv6 fast-forwarding aging-


time aging-time 


By default, the aging time of IPv6 fast 


forwarding entries is 30 seconds. 


 


Displaying and maintaining IPv6 fast forwarding 


Execute display commands in any view and reset commands in user view. 
 


Task Command 


Display IPv6 fast forwarding table information. 
display ipv6 fast-forwarding cache [ ipv6-address ] 


[ slot slot-number ] 


Display the aging time of the IPv6 fast forwarding 


entry. 
display ipv6 fast-forwarding aging-time 


Clear IPv6 fast forwarding table information. reset ipv6 fast-forwarding cache [ slot slot-number ] 
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Command reference 


display ipv6 fast-forwarding aging-time 


Use display ipv6 fast-forwarding aging-time to display the aging time of IPv6 fast forwarding entries. 


Syntax 


display ipv6 fast-forwarding aging-time 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display the aging time of IPv6 fast forwarding entries. 


<Sysname> display ipv6 fast-forwarding aging-time 


Aging time: 30s 


Table 13 Command output 


Field Description 


Aging time Aging time of IPv6 fast forwarding entries. 


 


Related commands 


ipv6 fast-forwarding aging-time 


display ipv6 fast-forwarding cache 


Use display ipv6 fast-forwarding cache to display IPv6 fast forwarding table information. 


Syntax 


display ipv6 fast-forwarding cache [ ipv6-address ] [ slot slot-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


ipv6-address: Specifies an IPv6 address. If you do not specify an IPv6 address, this command displays 


all IPv6 fast forwarding entries. 


slot slot-number: Specifies an IRF 2 member device by its member ID or a PEX by its virtual slot number. 


If you do not specify this option, the command displays IPv6 fast forwarding entries on all parent devices 


and PEXs. 
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Usage guidelines 


This command displays IPv6 fast forwarding entries. Each entry includes the following fields: 


 Source IPv6 address 


 Source port number 


 Destination IPv6 address 


 Destination port number 


 Protocol number 


 Input and output interface 


Examples 


# Display all IPv6 fast forwarding entries. 


<Sysname> display ipv6 fast-forwarding cache 


Total number of IPv6 fast-forwarding items: 2 


Src IP: 2002::1                                        Src port: 129 


Dst IP: 2001::1                                        Dst port: 65535 


Protocol: 58  


VPN instance: -- 


Input interface: XGE1/0/2 


Output interface: XGE1/0/1 


 


Src IP: 2001::1                                        Src port: 128 


Dst IP: 2002::1                                        Dst port: 0  


Protocol: 58 


VPN instance: -- 


Input interface: XGE1/0/1 


Output interface: XGE1/0/2 


Table 14 Command output 


Field Description 


Total number of IPv6 fast-forwarding 


items 
Number of IPv6 fast forwarding entries. 


Src IP Source IPv6 address. 


Src port Source port number. 


Dst IP Destination IPv6 address. 


Dst Port Destination port number. 


Protocol Protocol number. 


VPN instance VPN instance. 


Input interface 


Input interface type and number. 


If no interface is involved in fast forwarding, this field displays N/A. 


If the input interface does not exist, this field displays a hyphen (-). 
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Field Description 


Output interface 


Output interface type and number. 


If no interface is involved in fast forwarding, this field displays N/A. 


If the output interface does not exist, this field displays a hyphen (-). 


 


Related commands 


reset ipv6 fast-forwarding cache 


ipv6 fast-forwarding aging-time 


Use ipv6 fast-forwarding aging-time to set the aging time of IPv6 fast forwarding entries. 


Use undo ipv6 fast-forwarding aging-time to restore the default. 


Syntax 


ipv6 fast-forwarding aging-time aging-time 


undo ipv6 fast-forwarding aging-time 


Default 


The aging time of IPv6 fast forwarding entries is 30 seconds. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


aging-time: Sets the aging time for IPv6 fast forwarding entries, in the range of 10 to 300 seconds. 


Examples 


# Set the aging time for IPv6 fast forwarding entries to 20 seconds. 


<Sysname> system-view 


[Sysname] ipv6 fast-forwarding aging-time 20 


Related commands 


display ipv6 fast-forwarding aging-time 


ipv6 fast-forwarding load-sharing 


Use ipv6 fast-forwarding load-sharing to enable IPv6 fast-forwarding load sharing. 


Use undo ipv6 fast-forwarding load-sharing to disable IPv6 fast-forwarding load sharing. 


Syntax 


ipv6 fast-forwarding load-sharing 


undo ipv6 fast-forwarding load-sharing 


Default 


IPv6 fast-forwarding load sharing is enabled. 
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Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


IPv6 fast-forwarding load sharing enables the device to identify a data flow by using the five-tuple 


(source IP, source port, destination IP, destination port, and protocol). The device then forwards packets 


of the same flow to implement load sharing. 


If IPv6 fast-forwarding load sharing is disabled, the device identifies a data flow by the five-tuple and 


the input interface. No load sharing is implemented. 


Examples 


# Enable IPv6 fast-forwarding load sharing. 


<Sysname> system-Views 


[Sysname] ipv6 fast-forwarding load-sharing 


reset ipv6 fast-forwarding cache 


Use reset ipv6 fast-forwarding cache to clear IPv6 fast forwarding table information. 


Syntax 


reset ipv6 fast-forwarding cache [ slot slot-number ] 


Views 


User view 


Predefined user roles 


network-admin 


Parameters 


slot slot-number: Specifies an IRF 2 member device by its member ID or a PEX by its virtual slot number. 


If you do not specify this option, the command clears the IPv6 fast forwarding table information on all 


parent devices and PEXs. 


Examples 


# Clear IPv6 fast forwarding table information. 


<Sysname> reset ipv6 fast-forwarding cache 


Related commands 


display ipv6 fast-forwarding cache 


New feature: 802.1p priority for IGMP messages 


Setting the 802.1p priority for IGMP messages 


When congestion occurs on outgoing ports of the Layer 2 device, it forwards IGMP messages in their 


802.1p priority order, from highest to lowest. You can assign a higher 802.1p priority to IGMP messages 


that are created or forwarded by the device. 
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You can set the 802.1p priority for IGMP messages for all VLANs in IGMP-snooping view or for the 


current VLAN in VLAN view. The configuration made in VLAN view takes priority over the configuration 


made in IGMP-snooping view. 


Setting the 802.1p priority for IGMP messages globally 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter IGMP-snooping view. igmp-snooping N/A 


3. Set the 802.1p priority for 


IGMP messages. 
dot1p-priority priority-number 


By default, the 802.1p priority for 


IGMP messages is not configured. 


 


Setting the 802.1p priority for IGMP messages in a VLAN 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VLAN view. vlan vlan-id N/A 


3. Set the 802.1p priority for 


IGMP messages in the VLAN. 


igmp-snooping dot1p-priority 


priority-number 


By default, the 802.1p priority for 


IGMP messages is not configured. 


 


Command reference 


dot1p-priority (IGMP-snooping view) 


Use dot1p-priority to set the 802.1p priority for IGMP messages globally. 


Use undo dot1p-priority to restore the default. 


Syntax 


dot1p-priority priority-number 


undo dot1p-priority 


Default 


The 802.1p priority for IGMP messages is not configured. 


Views 


IGMP-snooping view 


Predefined user roles 


network-admin 


Parameters 


priority-number: Sets an 802.1p priority for IGMP messages, in the range of 0 to 7. A higher value 


means a higher priority. 


Usage guidelines 


This command and the igmp-snooping dot1p-priority command have the same function but different 


effective ranges: 


 The dot1p-priority command in IGMP-snooping view takes effect on all VLANs. 
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 The igmp-snooping dot1p-priority command takes effect on the current VLAN. 


For a VLAN, the igmp-snooping dot1p-priority command takes priority over the dot1p-priority 


command in IGMP-snooping view. 


Examples 


# Set the 802.1p priority for IGMP messages to 3 globally. 


<Sysname> system-view 


[Sysname] igmp-snooping 


[Sysname-igmp-snooping] dot1p-priority 3 


Related commands 


igmp-snooping dot1p-priority 


igmp-snooping dot1p-priority 


Use igmp-snooping dot1p-priority to set the 802.1p priority for IGMP messages in a VLAN. 


Use undo igmp-snooping dot1p-priority to restore the default. 


Syntax 


igmp-snooping dot1p-priority priority-number 


undo igmp-snooping dot1p-priority 


Default 


The 802.1p priority for IGMP messages is not configured. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


priority-number: Sets an 802.1p priority for IGMP messages, in the range of 0 to 7. A higher value 


means a higher priority. 


Usage guidelines 


You must enable IGMP snooping for a VLAN before you execute this command. 


This command and the dot1p-priority command in IGMP-snooping view have the same function but 


different effective ranges: 


 The dot1p-priority command in IGMP-snooping view takes effect on all VLANs. 


 The igmp-snooping dot1p-priority command takes effect on the current VLAN. 


For a VLAN, the igmp-snooping dot1p-priority command takes priority over the dot1p-priority 


command in IGMP-snooping view. 


Examples 


# In VLAN 2, enable IGMP snooping, and set the 802.1p priority for IGMP messages to 3. 


<Sysname> system-view 


[Sysname] igmp-snooping 


[Sysname-igmp-snooping] quit 
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[Sysname] vlan 2 


[Sysname-vlan2] igmp-snooping enable 


[Sysname-vlan2] igmp-snooping dot1p-priority 3 


Related commands 


 dot1p-priority (IGMP-snooping view) 


 enable (IGMP-snooping view) 


 igmp-snooping enable 


New feature: Source IP addresses for IGMP messages 


Configuring source IP addresses for IGMP messages 


A Layer 2 device does not enlist the port that receives an IGMP query whose source IP address is 


0.0.0.0 on a port as a dynamic router port. This might prevent multicast forwarding entries from being 


correctly created at the data link layer and eventually cause multicast traffic forwarding failures. 


To avoid this problem, you can configure a non-all-zero IP address as the source IP address of IGMP 


queries sent by the IGMP snooping querier. This configuration might affect the IGMP querier election 


within the subnet. 


You can also change the source IP address of IGMP reports or leave messages sent by a simulated 


member host. 


To configure source IP addresses for IGMP messages in a VLAN: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VLAN view. vlan vlan-id N/A 


3. Configure the source IP 


address for IGMP 


general queries. 


igmp-snooping general-query 


source-ip ip-address  


The default setting is the IP address of the 


current VLAN interface. If the current 


VLAN interface does not have an IP 


address, the source IP address is 0.0.0.0. 


4. Configure the source IP 


address for IGMP group-


specific queries. 


igmp-snooping special-query 


source-ip ip-address 


By default, if the IGMP snooping querier 


has received IGMP queries, the source IP 


address of IGMP group-specific queries is 


the source IP address of IGMP queries. 


Otherwise, it is the IP address of the 


current VLAN interface. If the VLAN 


interface does not have an IP address, 


the source IP address is 0.0.0.0. 


5. Configure the source IP 


address of IGMP reports. 


igmp-snooping report source-ip 


ip-address 


The default setting is the IP address of the 


current VLAN interface. If the current 


VLAN interface does not have an IP 


address, the source IP address is 0.0.0.0. 


6. Configure the source IP 


address of IGMP leave 


messages. 


igmp-snooping leave source-ip 


ip-address 


The default setting is the IP address of the 


current VLAN interface. If the current 


VLAN interface does not have an IP 


address, the source IP address is 0.0.0.0. 
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Command reference 


igmp-snooping general-query source-ip 


Use igmp-snooping general-query source-ip to configure the source IP address for IGMP general 


queries. 


Use undo igmp-snooping general-query source-ip to restore the default. 


Syntax 


igmp-snooping general-query source-ip ip-address 


undo igmp-snooping general-query source-ip 


Default 


The source IP address of IGMP general queries is the IP address of the current VLAN interface. If the 


current VLAN interface does not have an IP address, the source IP address is 0.0.0.0. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


ip-address: Specifies an IP address. 


Usage guidelines 


You must enable IGMP snooping for a VLAN before you execute this command. 


Examples 


# In VLAN 2, enable IGMP snooping, and configure 10.1.1.1 as the source IP address of IGMP general 


queries. 


<Sysname> system-view 


[Sysname] igmp-snooping 


[Sysname-igmp-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] igmp-snooping enable 


[Sysname-vlan2] igmp-snooping general-query source-ip 10.1.1.1 


Related commands 


 enable (IGMP-snooping view) 


 igmp-snooping enable 


igmp-snooping special-query source-ip 


Use igmp-snooping special-query source-ip to configure the source IP address for IGMP group-specific 


queries. 


Use undo igmp-snooping special-query source-ip to restore the default. 


Syntax 


igmp-snooping special-query source-ip ip-address 
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undo igmp-snooping special-query source-ip 


Default 


If the IGMP snooping querier has received IGMP general queries, the source IP address of IGMP group-


specific queries is the source IP address of IGMP general queries. Otherwise, the source IP address of 


IGMP group-specific queries is the IP address of the current VLAN interface. If the current VLAN interface 


does not have an IP address, the source IP address is 0.0.0.0. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


ip-address: Specifies an IP address. 


Usage guidelines 


You must enable IGMP snooping for a VLAN before you execute this command. 


Examples 


# In VLAN 2, enable IGMP snooping, and configure 10.1.1.1 as the source IP address of IGMP group-


specific queries. 


<Sysname> system-view 


[Sysname] igmp-snooping 


[Sysname-igmp-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] igmp-snooping enable 


[Sysname-vlan2] igmp-snooping special-query source-ip 10.1.1.1 


Related commands 


 enable (IGMP-snooping view) 


 igmp-snooping enable 


igmp-snooping report source-ip 


Use igmp-snooping report source-ip to configure the source IP address for IGMP reports. 


Use undo igmp-snooping report source-ip to restore the default. 


Syntax 


igmp-snooping report source-ip ip-address 


undo igmp-snooping report source-ip 


Default 


The source IP address of IGMP reports is the IP address of the current VLAN interface. If the current 


VLAN interface does not have an IP address, the source IP address is 0.0.0.0. 


Views 


VLAN view 


Predefined user roles 


network-admin 
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Parameters 


ip-address: Specifies an IP address. 


Usage guidelines 


You must enable IGMP snooping for a VLAN before you execute this command. 


Examples 


# In VLAN 2, enable IGMP snooping, and configure 10.1.1.1 as the source IP address of IGMP reports. 


<Sysname> system-view 


[Sysname] igmp-snooping 


[Sysname-igmp-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] igmp-snooping enable 


[Sysname-vlan2] igmp-snooping report source-ip 10.1.1.1 


Related commands 


 enable (IGMP-snooping view) 


 igmp-snooping enable 


igmp-snooping leave source-ip 


Use igmp-snooping leave source-ip to configure the source IP address for IGMP leave messages. 


Use undo igmp-snooping leave source-ip to restore the default. 


Syntax 


igmp-snooping leave source-ip ip-address 


undo igmp-snooping leave source-ip 


Default 


The source IP address of IGMP leave messages is the IP address of the current VLAN interface. If the 


current VLAN interface does not have an IP address, the source IP address is 0.0.0.0. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


ip-address: Specifies an IP address. 


Usage guidelines 


You must enable IGMP snooping for a VLAN before you execute this command. 


Examples 


# In VLAN 2, enable IGMP snooping, and configure 10.1.1.1 as the source IP address of IGMP leave 


messages. 


<Sysname> system-view 


[Sysname] igmp-snooping 


[Sysname-igmp-snooping] quit 


[Sysname] vlan 2 
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[Sysname-vlan2] igmp-snooping enable 


[Sysname-vlan2] igmp-snooping leave source-ip 10.1.1.1 


Related commands 


 enable (IGMP-snooping view) 


 igmp-snooping enable 


 


New feature: Simulated member host in IPv4 multicast 


Configuring a port as a simulated member host 


When a port is configured as a simulated member host, it is equivalent to an independent host in the 


following ways: 


 It sends an unsolicited IGMP report when you complete the configuration. 


 It responds to IGMP general queries with IGMP reports. 


 It sends an IGMP leave message when you cancel the configuration. 


When you perform this task, make sure the IGMP version and IGMP snooping version on the simulated 


host are the same. 


To configure a port as a simulated member host: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view or Layer 2 


aggregate interface view. 


interface interface-type interface-


number 
N/A 


3. Configure the port as a 


simulated member host. 


igmp-snooping host-join group-


address [ source-ip source-


address ] vlan vlan-id 


By default, the port is not a 


simulated member host. 


 


 NOTE: 


Unlike a static member port, a port configured as a simulated member host ages out like a dynamic 


member port. 
 


Command reference 


igmp-snooping host-join 


Use igmp-snooping host-join to configure a port as a simulated member host for a multicast group. 


Use undo igmp-snooping host-join to remove the simulated joining configuration. 


Syntax 


igmp-snooping host-join group-address [ source-ip source-address ] vlan vlan-id 


undo igmp-snooping host-join { group-address [ source-ip source-address ] vlan vlan-id | all } 
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Default 


A port is not configured as a simulated member host for any multicast groups. 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Parameters 


group-address: Specifies a multicast group in the range of 224.0.1.0 to 239.255.255.255. 


source-ip source-address: Specifies a multicast source by its IP address. If you specify a multicast source, 


the command configures the port as a simulated member host for a multicast source and group. If you 


do not specify a multicast source, the command configures the port as a simulated member host for a 


multicast group. This option takes effect on IGMPv3 snooping devices. 


vlan vlan-id: Specifies a VLAN by its VLAN ID in the range of 1 to 4094. 


all: Specifies all multicast groups. 


Usage guidelines 


Unlike a static member port, a port configured as a simulated member host ages out like a dynamic 


member port. 


The IGMP version and IGMP snooping version that the simulated member host runs must be the same. 


Examples 


# Configure Ten-GigabitEthernet 1/0/1 as a simulated member host of the multicast source and group 


(1.1.1.1, 232.1.1.1) in VLAN 2. 


<Sysname> system-view 


[Sysname] igmp-snooping 


[Sysname-igmp-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] igmp-snooping enable 


[Sysname-vlan2] igmp-snooping version 3 


[Sysname-vlan2] quit 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] igmp-snooping host-join 232.1.1.1 source-ip 1.1.1.1 


vlan 2 


New feature: IGMP snooping querier 


Enabling the IGMP snooping querier 


This feature enables the switch to periodically send IGMP general queries to establish and maintain 


multicast forwarding entries at the data link Layer. You can configure an IGMP snooping querier on a 


network without Layer 3 multicast devices. 


When you enable the IGMP snooping querier, follow these guidelines: 


 Do not enable the IGMP snooping querier on a multicast network that runs IGMP. An IGMP 


snooping querier does not take part in IGMP querier elections. However, it might affect IGMP 


querier elections if it sends IGMP general queries with a low source IP address.  
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 On a TRILL network, if an RB acts as both the IGMP snooping querier and the AVF of a VLAN, HP 


recommends that you configure the designated port as a static router port. Otherwise, IGMP 


snooping forwarding entries cannot be created. For more information about TRILL, RB, AVF, and 


designated ports, see TRILL Configuration Guide. 


To enable the IGMP snooping querier for a VLAN: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VLAN view. vlan vlan-id N/A 


3. Enable the IGMP snooping 


querier. 
igmp-snooping querier 


By default, IGMP snooping 


querier is disabled. 


 


Command reference 


igmp-snooping querier 


Use igmp-snooping querier to enable the IGMP snooping querier. 


Use undo igmp-snooping querier to disable the IGMP snooping querier. 


Syntax 


igmp-snooping querier 


undo igmp-snooping querier 


Default 


The IGMP snooping querier is disabled. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Usage guidelines 


You must enable IGMP snooping for a VLAN before you execute this command. 


This command takes effect on a sub-VLAN only after you remove the sub-VLAN from the multicast VLAN. 


Examples 


# In VLAN 2, enable IGMP snooping, and enable the IGMP snooping querier. 


<Sysname> system-view 


[Sysname] igmp-snooping 


[Sysname-igmp-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] igmp-snooping enable 


[Sysname-vlan2] igmp-snooping querier 


Related commands 


 enable (IGMP-snooping view) 


 igmp-snooping enable 
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 subvlan (multicast VLAN view) 


New feature: IGMP general query interval in a VLAN 


Setting the IGMP general query interval for a VLAN 


In this release, you can set the IGMP general query interval for a VLAN. 


Command reference 


igmp-snooping query-interval 


Use igmp-snooping query-interval to set the IGMP general query interval for a VLAN. 


Use undo igmp-snooping query-interval to restore the default. 


Syntax 


igmp-snooping query-interval interval 


undo igmp-snooping query-interval 


Default 


The IGMP general query interval in a VLAN is 125 seconds. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


interval: Sets an IGMP general query interval in the range of 2 to 31744 seconds. 


Usage guidelines 


You must enable IGMP snooping for a VLAN before you execute this command. 


To avoid mistakenly deleting multicast group members, configure the IGMP general query interval to 


be greater than the maximum response time for IGMP general queries. 


Examples 


# In VLAN 2, enable IGMP snooping, and set the IGMP general query interval to 20 seconds. 


<Sysname> system-view 


[Sysname] igmp-snooping 


[Sysname-igmp-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] igmp-snooping enable 


[Sysname-vlan2] igmp-snooping query-interval 20 


Related commands 


 enable (IGMP-snooping view) 


 igmp-snooping enable 


 igmp-snooping max-response-time 
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 igmp-snooping querier 


 max-response-time 


New feature: Disabling a port from becoming a dynamic 


router port in IPv4 multicast 


Disabling a port from becoming a dynamic router port 


A receiver host might send IGMP general queries or PIM hello messages for testing purposes. On the 


Layer 2 device, the port that receives either of the messages becomes a dynamic router port. Before the 


aging timer for the port expires, the following problems might exist: 


 All multicast packets for the VLAN to which the port belongs flow to the port. Then, the port 


forwards the data to attached receiver hosts. The receiver hosts will receive unexpected multicast 


data. 


 The port forwards the IGMP general queries or PIM hello messages to its upstream multicast routers. 


These messages might affect the multicast routing protocol state (such as the IGMP querier or DR 


election) on the multicast routers. This might further cause network interruption. 


To solve these problems, you can disable the port from becoming a dynamic router port when receiving 


either of the messages. This also improves network security and the control over receiver hosts. 


To disable a port from becoming a dynamic router port: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view or Layer 2 


aggregate interface view. 


interface interface-type interface-


number 
N/A 


3. Disable the port from 


becoming a dynamic router 


port. 


igmp-snooping router-port-deny 


[ vlan vlan-list ] 


By default, a port can become a 


dynamic router port. 


This configuration does not affect 


the static router port configuration. 


 


Command reference 


igmp-snooping router-port-deny 


Use igmp-snooping router-port-deny to disable a port from becoming a dynamic router port. 


Use undo igmp-snooping router-port-deny to restore the default. 


Syntax 


igmp-snooping router-port-deny [ vlan vlan-list ] 


undo igmp-snooping router-port-deny [ vlan vlan-list ] 


Default 


A port can become a dynamic router port. 
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Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Parameters 


vlan vlan-list: Specifies a space-separated list of up to 10 VLAN items. Each item specifies a VLAN by 


its ID or a range of VLANs in the form of start-vlan-id to end-vlan-id. The VLAN ID is in the range of 1 


to 4094. If you specify VLANs, the command takes effect only when the port belongs to the specified 


VLANs. If you do not specify a VLAN, the command takes effect on all VLANs to which the port belongs. 


Examples 


# Disable Ten-GigabitEthernet 1/0/1 from becoming a dynamic router port in VLAN 2. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] igmp-snooping router-port-deny vlan 2 


New feature: 802.1p priority for MLD messages 


Setting the 802.1p priority for MLD messages 


When congestion occurs on outgoing ports of the Layer 2 device, it forwards MLD messages in their 


802.1p priority order, from highest to lowest. You can assign a higher 802.1p priority to MLD messages 


that are created or forwarded by the device. 


You can configure the 802.1p priority of MLD messages for all VLANs in MLD-snooping view or for the 


current VLAN in VLAN view. The configuration made in VLAN view takes priority over the configuration 


made in MLD-snooping view. 


Setting the 802.1p priority for MLD messages globally 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter MLD-snooping view. mld-snooping N/A 


3. Set the 802.1p priority for 


MLD messages. 
dot1p-priority priority-number 


By default, the 802.1p priority for 


MLD messages is not configured. 


 


Setting the 802.1p priority for MLD messages in a VLAN 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VLAN view. vlan vlan-id N/A 


3. Set the 802.1p priority for 


MLD messages in the VLAN. 


mld-snooping dot1p-priority 


priority-number 


By default, the 802.1p priority for 


MLD messages is not configured. 
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Command reference 


dot1p-priority (MLD-snooping view) 


Use dot1p-priority to set the 802.1p priority for MLD messages globally. 


Use undo dot1p-priority to restore the default. 


Syntax 


dot1p-priority priority-number 


undo dot1p-priority 


Default 


The 802.1p priority for MLD messages is not configured. 


Views 


MLD-snooping view 


Predefined user roles 


network-admin 


Parameters 


priority-number: Sets an 802.1p priority for MLD messages, in the range of 0 to 7. A higher value means 


a higher priority. 


Usage guidelines 


This command and the mld-snooping dot1p-priority command have the same function but different 


effective ranges: 


 The dot1p-priority command in MLD-snooping view takes effect on all VLANs. 


 The mld-snooping dot1p-priority command takes effect on the current VLAN. 


For a VLAN, the mld-snooping dot1p-priority command takes priority over the dot1p-priority command 


in MLD-snooping view. 


Examples 


# Set the 802.1p priority for MLD messages to 3 globally. 


<Sysname> system-view 


[Sysname] mld-snooping 


[Sysname-mld-snooping] dot1p-priority 3 


Related commands 


mld-snooping dot1p-priority 


mld-snooping dot1p-priority 


Use mld-snooping dot1p-priority to set the 802.1p priority for MLD messages in a VLAN. 


Use undo mld-snooping dot1p-priority to restore the default. 


Syntax 


mld-snooping dot1p-priority priority-number 


undo mld-snooping dot1p-priority 
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Default 


The 802.1p priority for MLD messages is not configured. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


priority-number: Sets an 802.1p priority for MLD messages, in the range of 0 to 7. A higher value means 


a higher priority. 


Usage guidelines 


You must enable MLD snooping for a VLAN before you execute this command. 


This command and the dot1p-priority command in MLD-snooping view have the same function but 


different effective ranges: 


 The dot1p-priority command in MLD-snooping view takes effect on all VLANs. 


 The mld-snooping dot1p-priority command takes effect on the current VLAN. 


For a VLAN, the mld-snooping dot1p-priority command takes priority over the dot1p-priority command 


in MLD-snooping view. 


Examples 


# In VLAN 2, enable MLD snooping, and set the 802.1p priority for MLD messages to 3. 


<Sysname> system-view 


[Sysname] mld-snooping 


[Sysname-mld-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] mld-snooping enable 


[Sysname-vlan2] mld-snooping dot1p-priority 3 


Related commands 


 dot1p-priority (MLD-snooping view) 


 enable (MLD-snooping view) 


 mld-snooping enable 


New feature: Source IPv6 addresses for MLD messages 


Configuring source IPv6 addresses for MLD messages 


You can change the source IPv6 address of MLD queries sent by an MLD snooping querier. This 


configuration might affect MLD querier election within the subnet. 


You can also change the source IPv6 address of MLD reports or leave messages sent by a simulated 


member host. 


To configure the source IP addresses for MLD messages in a VLAN: 
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Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VLAN view. vlan vlan-id N/A 


3. Configure the source IPv6 


address for MLD general 


queries. 


mld-snooping general-query 


source-ip { ipv6-address | current-


interface } 


The default setting is the IPv6 link-


local address of the current VLAN 


interface. If the current VLAN 


interface does not have an IPv6 


link-local address, the source IPv6 


address is 


FE80::02FF:FFFF:FE00:0001. 


4. Configure the source IPv6 


address for MLD multicast-


address-specific queries. 


mld-snooping special-query 


source-ip { ipv6-address | current-


interface } 


By default, if the MLD snooping 


querier has received MLD general 


queries, the source IPv6 address 


of MLD multicast-address-specific 


queries is the source IPv6 address 


of MLD general queries. 


Otherwise, it is the IPv6 link-local 


address of the current VLAN 


interface. If the current VLAN 


interface does not have an IPv6 


link-local address, the source IPv6 


address is 


FE80::02FF:FFFF:FE00:0001. 


5. Configure the source IPv6 


address for MLD reports. 


mld-snooping report source-ip 


ipv6-address 


The default setting is the IPv6 


address of the current VLAN 


interface. If the current VLAN 


interface does not have an IPv6 


address, the source IPv6 address 


is FE80::02FF:FFFF:FE00:0001. 


6. Configure the source IPv6 


address for MLD done 


messages. 


mld-snooping done source-ip 


ipv6-address 


The default setting is the IPv6 


address of the current VLAN 


interface. If the current VLAN 


interface does not have an IPv6 


address, the source IPv6 address 


is FE80::02FF:FFFF:FE00:0001. 


 


Command reference 


mld-snooping general-query source-ip 


Use mld-snooping general-query source-ip to configure the source IPv6 address for MLD general 


queries. 


Use undo mld-snooping general-query source-ip to restore the default. 


Syntax 


mld-snooping general-query source-ip ipv6-address 


undo mld-snooping general-query source-ip 
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Default 


The source IPv6 address for MLD general queries is the IPv6 link-local address of the current VLAN 


interface. If the current VLAN interface does not have an IPv6 link-local address, the source IPv6 address 


is FE80::02FF:FFFF:FE00:0001. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


ipv6-address: Specifies an IPv6 address. 


Usage guidelines 


You must enable MLD snooping for a VLAN before you execute this command for the VLAN. 


Examples 


# In VLAN 2, enable MLD snooping, and configure FE80:0:0:1::1 as the source IPv6 address of MLD 


general queries. 


<Sysname> system-view 


[Sysname] mld-snooping 


[Sysname-mld-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] mld-snooping enable 


[Sysname-vlan2] mld-snooping general-query source-ip fe80:0:0:1::1 


Related commands 


 enable (MLD-snooping view) 


 mld-snooping enable 


mld-snooping special-query source-ip 


Use mld-snooping special-query source-ip to configure the source IPv6 address for MLD multicast-


address-specific queries. 


Use undo mld-snooping special-query source-ip to restore the default. 


Syntax 


mld-snooping special-query source-ip ipv6-address 


undo mld-snooping special-query source-ip 


Default 


If the MLD snooping querier has received MLD general queries, the source IP address of MLD multicast-


address-specific queries is the IPv6 address of the MLD general queries. Otherwise, the source IP 


address is the IPv6 link-local address of the current VLAN interface. If the current VLAN interface does 


not have an IPv6 link-local address, the source IPv6 address is FE80::02FF:FFFF:FE00:0001. 


Views 


VLAN view 
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Predefined user roles 


network-admin 


Parameters 


ipv6-address: Specifies an IPv6 address. 


Usage guidelines 


You must enable MLD snooping for a VLAN before you execute this command for the VLAN. 


Examples 


# In VLAN 2, enable MLD snooping, and configure FE80:0:0:1::1 as the source IPv6 address of MLD 


multicast-address-specific queries. 


<Sysname> system-view 


[Sysname] mld-snooping 


[Sysname-mld-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] mld-snooping enable 


[Sysname-vlan2] mld-snooping special-query source-ip fe80:0:0:1::1 


Related commands 


 enable (MLD-snooping view) 


 mld-snooping enable 


mld-snooping report source-ip 


Use mld-snooping report source-ip to configure the source IPv6 address for MLD reports. 


Use undo mld-snooping report source-ip to restore the default. 


Syntax 


mld-snooping report source-ip ipv6-address 


undo mld-snooping report source-ip 


Default 


The source IPv6 address for MLD reports is the IPv6 link-local address of current VLAN interface. If the 


current VLAN interface does not have an IPv6 link-local address, the source IPv6 address is 


FE80::02FF:FFFF:FE00:0001. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


ipv6-address: Specifies an IPv6 address. 


Usage guidelines 


You must enable MLD snooping for a VLAN before you execute this command. 
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Examples 


# In VLAN 2, enable MLD snooping, and configure FE80:0:0:1::1 as the source IPv6 address of the 


MLD reports. 


<Sysname> system-view 


[Sysname] mld-snooping 


[Sysname-mld-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] mld-snooping enable 


[Sysname-vlan2] mld-snooping report source-ip fe80:0:0:1::1 


Related commands 


 enable (MLD-snooping view) 


 mld-snooping enable 


mld-snooping done source-ip 


Use mld-snooping done source-ip to configure the source IPv6 address for MLD done messages. 


Use undo mld-snooping done source-ip to restore the default. 


Syntax 


mld-snooping done source-ip ipv6-address 


undo mld-snooping done source-ip 


Default 


The source IPv6 address of the MLD done messages is the IPv6 link-local address of the current VLAN 


interface. If the current VLAN interface does not have an IPv6 link-local address, the source IPv6 address 


is FE80::02FF:FFFF:FE00:0001. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


ipv6-address: Specifies an IPv6 address. 


Usage guidelines 


You must enable MLD snooping for a VLAN before you execute this command. 


Examples 


# In VLAN 2, enable MLD snooping, and configure FE80:0:0:1::1 as the source IPv6 address of MLD 


done messages. 


<Sysname> system-view 


[Sysname] mld-snooping 


[Sysname-mld-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] mld-snooping enable 


[Sysname-vlan2] mld-snooping done source-ip fe80:0:0:1::1 
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Related commands 


 enable (MLD-snooping view) 


 mld-snooping enable 


New feature: Simulated member host in IPv6 multicast 


Configuring a port as a IPv6 simulated member host 


When a port is configured as a simulated member host, it is equivalent to an independent host in the 


following ways: 


 It sends an unsolicited MLD report when you complete the configuration. 


 It responds to MLD general queries with MLD reports. 


 It sends an MLD done message when you remove the configuration. 


When you perform this task, make sure the MLD version and MLD snooping version on the simulated 


host are the same. 


To configure a port as a simulated member host: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view or Layer 2 


aggregate interface view. 


interface interface-type interface-


number 
N/A 


3. Configure the port as a 


simulated member host. 


mld-snooping host-join ipv6-


group-address [ source-ip ipv6-


source-address ] vlan vlan-id 


By default, the port is not a 


simulated member host. 


 


 NOTE: 


Unlike a static member port, a port configured as a simulated member host ages out like a dynamic 


member port.  
 


Command reference 


mld-snooping host-join 


Use mld-snooping host-join to configure a port as a simulated member host for an IPv6 multicast group. 


Use undo mld-snooping host-join to restore the default. 


Syntax 


mld-snooping host-join ipv6-group-address [ source-ip ipv6-source-address ] vlan vlan-id 


undo mld-snooping host-join { ipv6-group-address [ source-ip ipv6-source-address ] vlan vlan-id | all } 


Default 


This function is disabled. 
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Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Parameters 


ipv6-group-address: Specifies an IPv6 multicast group address. The value range for this argument is 


FFxy::/16 (excluding FFx0::/16, FFx1::/16, FFx2::/16 and FF0y::), where "x" and "y" represent any 


hexadecimal numbers from 0 to F. 


source-ip ipv6-source-address: Specifies an IPv6 multicast source by its IPv6 address. If you specify an 


IPv6 multicast source, the command configures the port as a simulated member host for an IPv6 multicast 


source and group. If you do not specify an IPv6 multicast source, the command configures the port as 


a simulated member host for an IPv6 multicast group. This option takes effect on MLDv2 snooping 


devices. 


vlan vlan-id: Specifies a VLAN by its VLAN ID in the range of 1 to 4094.  


all: Specifies all IPv6 multicast groups. 


Usage guidelines 


Unlike a static member port, a port configured as a simulated member host ages out like a dynamic 


member port. 


The MLD version and the MLD snooping version that the simulated member host runs must be the same. 


Examples 


# Configure Ten-GigabitEthernet 1/0/1 as a simulated member host for the IPv6 multicast source and 


group (2002::22, FF3E::101) in VLAN 2. 


<Sysname> system-view 


[Sysname] mld-snooping 


[Sysname-mld-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] mld-snooping enable 


[Sysname-vlan2] mld-snooping version 2 


[Sysname-vlan2] quit 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] mld-snooping host-join ff3e::101 source-ip 2002::22 


vlan 2 


New feature: MLD snooping querier 


Enabling the MLD snooping querier 


This feature enables the switch to periodically send MLD general queries to establish and maintain 


multicast forwarding entries at the data link Layer. You can configure an MLD snooping querier on a 


network without Layer 3 multicast devices. 


When you enable the MLD snooping querier, follow these guidelines: 


 Do not enable the MLD snooping querier on an IPv6 multicast network that runs MLD. An MLD 


snooping querier does not participate in MLD querier elections. However, it might affect MLD 


querier elections if it sends MLD general queries with a low source IPv6 address.  
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 On a TRILL network, if an RB acts as both the MLD snooping querier and the AVF of a VLAN, HP 


recommends that you configure the designated port as a static router port. Otherwise, MLD 


snooping forwarding entries cannot be created. For more information about TRILL, RB, AVF, and 


designated ports, see TRILL Configuration Guide. 


To enable the MLD snooping querier for a VLAN: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VLAN view. vlan vlan-id N/A 


3. Enable the MLD snooping 


querier. 
mld-snooping querier 


By default, MLD snooping querier 


is disabled. 


 


Command reference 


mld-snooping querier 


Use mld-snooping querier to enable the MLD snooping querier for a VLAN. 


Use undo mld-snooping querier to disable the MLD snooping querier. 


Syntax 


mld-snooping querier 


undo mld-snooping querier 


Default 


The MLD snooping querier for a VLAN is disabled. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Usage guidelines 


You must enable MLD snooping for a VLAN before you execute this command for the VLAN. 


This command takes effect on a sub-VLAN only after you remove the sub-VLAN from the IPv6 multicast 


VLAN. 


Examples 


# In VLAN 2, enable MLD snooping, and enable the MLD snooping querier. 


<Sysname> system-view 


[Sysname] mld-snooping 


[Sysname-mld-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] mld-snooping enable 


[Sysname-vlan2] mld-snooping querier 


Related commands 


 enable (MLD-snooping view) 
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 mld-snooping enable 


 subvlan (IPv6 multicast VLAN view) 


New feature: MLD general query interval in a VLAN 


Setting the MLD general query interval for a VLAN 


In this document, you can set the MLD general query interval for a VLAN. 


Command reference 


mld-snooping query-interval 


Use mld-snooping query-interval to set the MLD general query interval in a VLAN. 


Use undo mld-snooping query-interval to restore the default. 


Syntax 


mld-snooping query-interval interval 


undo mld-snooping query-interval 


Default 


The MLD general query interval in a VLAN is 125 seconds. 


Views 


VLAN view 


Predefined user roles 


network-admin 


Parameters 


interval: Set an MLD general query interval, in the range of 2 to 31744 seconds. 


Usage guidelines 


You must enable MLD snooping for a VLAN before you execute this command for the VLAN. 


To avoid mistakenly deleting IPv6 multicast group members, configure the MLD general query interval 


to be greater than the maximum response time for MLD general queries. 


Examples 


# In VLAN 2, enable MLD snooping, and set the MLD general query interval to 20 seconds. 


<Sysname> system-view 


[Sysname] mld-snooping 


[Sysname-mld-snooping] quit 


[Sysname] vlan 2 


[Sysname-vlan2] mld-snooping enable 


[Sysname-vlan2] mld-snooping query-interval 20 


Related commands 


 enable (MLD-snooping view) 


 max-response-time 
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 mld-snooping enable 


 mld-snooping max-response-time 


 mld-snooping querier 


New feature: Disabling a port from becoming a dynamic 


router port in IPv6 multicast 


Disabling a port from becoming a dynamic router port 


A receiver host might send MLD general queries or IPv6 PIM hello messages for testing purposes. On 


the Layer 2 device, the port that receives either of the messages becomes a dynamic router port. Before 


the aging timer for the port expires, the following problems might exist: 


 All IPv6 multicast data for the VLAN to which the port belongs flows to the port. Then, the port 


forwards the data to attached receiver hosts. The receiver hosts will receive unexpected IPv6 


multicast data. 


 The port forwards the MLD general queries or PIM hello messages to its upstream multicast routers. 


These messages might affect the multicast routing protocol state (such as the MLD querier or DR 


election) on the multicast routers. This might further cause network interruption. 


To solve these problems, you can disable the port from becoming a dynamic router port when receiving 


either of the messages. This also improves network security and the control over receiver hosts. 


To disable a port from becoming a dynamic router port: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view or Layer 2 


aggregate interface view. 


interface interface-type interface-


number 
N/A 


3. Disable the port from 


becoming a dynamic router 


port. 


mld-snooping router-port-deny 


[ vlan vlan-list ] 


By default, a port can become a 


dynamic router port. 


This configuration does not affect 


the static router port 


configuration. 


 


Command reference 


mld-snooping router-port-deny 


Use mld-snooping router-port-deny to disable a port from becoming a dynamic router port. 


Use undo mld-snooping router-port-deny to restore the default. 


Syntax 


mld-snooping router-port-deny [ vlan vlan-list ] 


undo mld-snooping router-port-deny [ vlan vlan-list ] 
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Default 


A port can become a dynamic router port. 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Parameters 


vlan vlan-list: Specifies a space-separated list of up to 10 VLAN items. Each item specifies a VLAN by 


its ID or a range of VLANs in the form of start-vlan-id to end-vlan-id. The VLAN ID is in the range of 1 


to 4094. If you specify VLANs, the command takes effect only when the port belongs to the specified 


VLANs. If you do not specify a VLAN, the command takes effect on all VLANs. 


Examples 


# Disable Ten-GigabitEthernet 1/0/1 from becoming a dynamic router port in VLAN 2. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] mld-snooping router-port-deny vlan 2 


New feature: Displaying HTTP service configuration and 


status information 


This release supports displaying HTTP service configuration and status information. 


Command reference 


display ip http 


Use display ip http to display HTTP service configuration and status information. 


Syntax 


display ip http 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display HTTP service configuration and status information. 


<Sysname> display ip http 


HTTP port: 80 


Basic ACL: 2222 


HTTP status: Enabled 
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Table 15 Command output 


Field Description 


HTTP port HTTP service port number. 


Basic ACL 
ACL used to control HTTP access. If no ACL is associated with HTTP service, "Not 


configured" is displayed. 


HTTP status Whether HTTP service is enabled. 


 


New feature: Displaying HTTPS service configuration and 


status information 


This release supports displaying HTTPS service configuration and status information. 


Command reference 


display ip https 


Use display ip https to display HTTP service configuration and status information. 


Syntax 


display ip https 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display HTTPS service configuration and status information. 


<Sysname> display ip https 


HTTPS port: 443 


SSL server policy: test 


Certificate access control policy: Not configured 


Basic ACL: 2222 


HTTPS status: Enabled 


Table 16 Command output 


Field Description 


HTTPS port HTTPS service port number. 


SSL server policy 
SSL server policy associated with the HTTPS service. If no SSL server 


policy is associated with HTTPS service, "Not configured" is displayed. 


Certificate access-control-policy 


Certificate attribute-based access control policy used to control client 


access rights. If no certificate attribute-based access control policy is 


associated with HTTPS service, "Not configured" is displayed. 
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Field Description 


Basic ACL 
ACL used to control HTTPS access. If no ACL is associated with HTTPS 


service, "Not configured" is displayed. 


HTTPS status Whether HTTPS service is enabled. 


 


New feature: Warm reboot for software upgrade 


Upgrading software by performing a warm reboot 


You can perform a warm reboot only when the device is operating as a standalone device. 


You can perform a warm reboot in the following situations: 


 Upgrade Comware images without upgrading the Boot ROM. The warm-reboot method directly 


loads and executes Comware software images in the memory instead of booting the Comware 


images from the Boot ROM. Compared to upgrading software through the boot-loader command, 


warm reboot reduces the service downtime. 


 Upgrade only a specific image, for example, upgrade only the system image. When you upgrade 


feature images through warm reboot, you only need to specify upgrade images for features you 


are upgrading. The warm-reboot method replaces the old images for the specific features instead 


of overwriting the entire software list as does the boot-loader command. 


The system checks for software version incompatibility during the warm reboot. If any incompatibility 


exists, software upgrade fails. 


Perform this task in user view. 
 


Step Command Remarks 


1. Save the running 


configuration. 
save 


This step ensures that any configuration you 


have made can survive a reboot. 


2. Specify main startup 


image files for the 


device and perform 


a warm reboot.  


Method 1: 


warm-reboot file ipe ipe-


filename 


Method 2: 


warm-reboot file { boot boot-


package | system system-


package | feature feature-


package&<1-30> } 


Method 3: 


warm-reboot 


If method 1 or method 2 is used, make sure 


the following requirements are met: 


 Upgrade files must be saved in the root 


directory of the storage medium. 


 If the storage medium is partitioned, save 


the files to the root directory of the first 


partition. 


 If method 1 is used, the file name must use 


the storage-medium:/base-filename.ipe 


format, for example, flash:/startup.ipe.  


 If method 2 is used, all file names must 


use the storage-medium:/base-


filename.bin format, for example, 


flash:/startup-boot.bin. 


If method 3 is used, the command uses the 


main startup software images to perform a 


warm reboot. 


3. (Optional.) Verify the 


software image 


settings. 


display boot-loader [ slot slot-


number ] 


Verify that the current software images are 


the same as the startup software images. 
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Command reference 


warm-reboot 


Use warm-reboot to upgrade Comware software through a warm reboot. 


Syntax 


warm-reboot [ file { boot boot-package | system system-package | feature feature-package &<1-30> } ] 


warm-reboot [ file ipe ipe-filename ] 


Views 


User view 


Predefined user roles 


network-admin 


Parameters 


boot boot-package: Specifies a .bin boot image file, a case-insensitive string of up to 63 characters. 


The file path specified for the boot-package argument uses the storage-medium:/base-filename.bin 


format, for example, flash:/startup-boot.bin. 


system system-package: Specifies a .bin system image file, a case-insensitive string of up to 63 


characters. The file path specified for the system-package argument uses the storage-medium:/base-


filename.bin format, for example, flash:/startup-system.bin. 


feature feature-package: Specifies a space-separated list of up to 30 .bin feature image files. Each 


feature image file name must be a case-insensitive string of up to 63 characters. In addition, the file 


names must use the storage-medium:/base-filename.bin format, for example, flash:/startup-a.bin. 


ipe-filename: Specifies an .ipe Comware image file name, a case-insensitive of up to 63 characters. 


The file path must use the storage-medium:/base-filename.ipe format, for example, flash:/startup.ipe. 


Usage guidelines 


If you specify upgrade software images, this command adds the specified images to the main startup 


software image list and performs a warm reboot. 


If you do not specify upgrade software images, this command uses the existing main startup software 


images to perform a warm reboot. 


Use this command in the following situations: 


 Upgrade Comware images without upgrading the Boot ROM. The warm-reboot method directly 


loads and executes Comware software images in the memory instead of booting the Comware 


images from the Boot ROM. Compared to upgrading software through the boot-loader command, 


warm reboot reduces the service downtime. 


 Upgrade only a specific image, for example, upgrade only the system image. When you upgrade 


feature images through warm reboot, you only need to specify upgrade images for features you 


are upgrading. The warm-reboot method replaces the old images for the specific features instead 


of overwriting the entire software list as does the boot-loader command. 


Before you specify startup software image files, save the upgrade files to the root directory of the flash 


memory. If the flash memory is partitioned, save the files to the root directory of the first partition. 


This command can upgrade software only between compatible software versions. When the system 


executes the command, it verifies the compatibility between the current and upgrade software versions. 







95 


If the software versions are incompatible, you must use the reboot method to upgrade the software from 


the CLI. For more information about the reboot method for software upgrade, see Fundamental 


Configuration Guide for the switch. 


Examples 


# Perform a warm reboot to upgrade the feature image. 


<Sysname> warm-reboot file feature flash:/feature.bin 


This operation will delete the rollback point information for the previous upgrade and 


maybe get unsaved configuration lost. Continue? [Y/N]:Y 


Upgrade summary according to following table: 


 


flash:/feature.bin 


  Running Version             New Version 


  Alpha 7122                  Alpha 7123 


   


  Slot                        Upgrade Way  


  1                           Warm Reboot 


Upgrading software images to compatible versions. Continue? [Y/N]:y 


Table 17 Command output 


Field Description 


Running Version Version of the current software images. 


New Version Version of the upgrade software images. 


Slot Device ID. It is fixed at 1. 


 


New feature: Disabling static source check 


Disabling static source check 


By default, the static source check feature is enabled on an interface. The check identifies whether a 


received frame meets the following conditions: 


 The source MAC address of the frame matches a static MAC address entry. 


 The incoming interface of the frame is different from the outgoing interface in the entry. 


If the frame meets both conditions, the switch drops the frame. 


When this feature is disabled, the switch does not perform the check for a received frame. It can forward 


the frame whether or not the frame meets the conditions. 


To disable the static source check feature: 
 


Step Command Remarks 


1. Enter system view.  system-view N/A 
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Step Command Remarks 


2. Enter interface 


view. 


 Enter Layer 2 Ethernet interface view: 


interface interface-type interface-number 


 Enter Layer 2 aggregate interface view: 


interface bridge-aggregation interface-


number 


N/A 


3. Disable the static 


source check 


feature. 


undo mac-address static source-check 


enable 


By default, the static source 


check feature is enabled. 


 


Command reference 


mac-address static source-check enable 


Use mac-address static source-check enable to enable the static source check feature. 


Use undo mac-address static source-check enable to disable the static source check feature. 


Syntax 


mac-address static source-check enable 


undo mac-address static source-check enable 


Default 


The static source check feature is enabled. 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Examples 


# Disable the static source check feature. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] undo mac-address static source-check enable 


New feature: Forbidding an OpenFlow instance to report the 


specified types of ports to controllers 


Forbidding an OpenFlow instance to report the specified types of 


ports to controllers  


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter OpenFlow instance 


view. 
openflow instance instance-id N/A 
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Step Command Remarks 


3. Forbid the OpenFlow instance 


to report the specified types of 


ports to controllers. 


forbidden port { vlan-interface | 


vsi-interface } * 


By default, all ports that belong to 


an OpenFlow instance are 


reported to the controllers. 


 


Command reference 


New command: forbidden port 


Use forbidden port to forbid an OpenFlow instance to report ports of the specified types to controllers. 


Use undo forbidden port to restore the default.  


Syntax 


forbidden port { vlan-interface | vsi-interface } * 


undo forbidden port 


Default 


All ports that belong to an OpenFlow instance are reported to the controllers. 


Views 


OpenFlow instance view 


Predefined user roles 


network-admin 


Parameters 


vlan-interface: Forbids reporting VLAN interfaces that belong to an OpenFlow instance to controllers. 


vsi-interface: Forbids reporting VSI interfaces that belong to an OpenFlow instance to controllers. 


Examples 


# Forbid OpenFlow instance 1 to report VLAN interfaces that belong to the OpenFlow instance to 


controllers. 


<Sysname> system-view 


[Sysname] openflow instance 1 


[Sysname-of-inst-1] forbidden port vlan-interface 


New feature: Clearing statistical counts of sent and received 


packets of controllers 


Clearing statistical counts of sent and received packets of controllers 


This feature allows you to clear statistical counts of sent and received packets of controllers. 
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Command reference 


New command: reset openflow instance controller statistics 


Use reset openflow instance controller statistics to clear statistical counts of sent and received packets 


of controllers. 


Syntax 


reset openflow instance instance-id controller [ controller-id ] statistics 


Views 


User view 


Predefined user roles 


network-admin 


mdc-admin 


Parameters 


instance-id: Specifies an OpenFlow instance by its ID in the range of 1 to 4094 


controller-id: Specifies a controller by its ID in the range of 0 to 63. If you do not specify a controller 


ID, this command clear statistical counts of sent and received packets for all controllers. 


Examples 


# Clear statistical counts of sent and received packets of all controllers for OpenFlow instance 1. 


<Sysname> reset openflow instance 1 controller statistics 


New feature: Configuring a queue scheduling profile 


Configuring a queue scheduling profile 


This feature is available on both Layer 2 and Layer 3 Ethernet interfaces. The term "interface" in this 


chapter collectively refers to these two types of interfaces. You can use the port link-mode command to 


configure an Ethernet port as a Layer 2 or Layer 3 interface (see Layer 2—LAN Switching Configuration 


Guide). 


In a queue scheduling profile, you can configure scheduling parameters for each queue. By applying 


the queue scheduling profile to an interface, you can implement congestion management on the 


interface.  


Queue scheduling profiles support three queue scheduling methods: SP, WRR, and WFQ. In a queue 


scheduling profile, you can configure SP+WRR or SP+WFQ. When SP+WRR or SP+WFQ is configured, 


the scheduling priority is as follows: 


 The SP group has higher priority than WRR groups and WFQ groups. 


 Queues in the SP group are scheduled in descending order of queue IDs. 


 WRR or WFQ groups are scheduled in the 1:1 ratio. 


 In a WRR or WFQ group, queues are scheduled based on their weights.  


When SP and WRR groups are configured in a queue scheduling profile, Figure 3 shows the scheduling 


order. 
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Figure 3 Queue scheduling profile configured with both SP and WRR 


 
 


 Queue 7 has the highest priority. Its packets are sent preferentially. 


 Queue 6 has the second highest priority. Packets in queue 6 are sent when queue 7 is empty. 


 Queue 0 has the third highest priority, and it is scheduled when queue 7 and queue 6 are empty. 


 Queues 3 through 5 in WRR group 1 are scheduled according to their weights when queue 7, 


queue 6, and queue 0 are empty. 


 Queues 1 and 2 in WRR group 2 are scheduled according to their weights when all other queues 


are empty. 


Configuration procedure 


You can modify the scheduling parameters in a queue scheduling profile already applied to an interface. 


The modification takes effect immediately. 


To configure a queue scheduling profile: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create a queue scheduling 


profile and enter queue 


scheduling profile view. 
qos qmprofile profile-name 


By default, no queue 


scheduling profile exists. 


3. Configure queue scheduling 


parameters. 


 Configure a queue to use SP: 


queue queue-id sp 


 Configure a queue to use WRR: 


queue queue-id wrr group 


group-id { byte-count | weight } 


schedule-value 


 Configure a queue to use WFQ: 


queue queue-id wfq group 


group-id { byte-count | weight } 


schedule-value 


bandwidth queue queue-id min 


bandwidth-value 


By default, all queues use SP. 


You can configure all queues 


to use one queuing method or 


different queuing methods 


(WRR+WFQ is not allowed). 


4. Return to system view. quit N/A 


5. Enter interface view. 
interface interface-type interface-


number 
N/A 


6. Apply the queue scheduling 


profile to the interface. 
qos apply qmprofile profile-name 


Only one queue scheduling 


profile can be applied an 


interface. 


 


Q7 Q6 Q5 Q4 Q3 Q2 Q1 Q0


SP group WRR group 1 WRR group 2
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Displaying and maintaining queue scheduling profiles 


Execute display commands in any view.  
 


Task Command 


Display the configuration of queue scheduling 


profiles. 


display qos qmprofile configuration [ profile-name ] [ slot 


slot-number ] 


Display the queue scheduling profiles applied 


to interfaces. 


display qos qmprofile interface [ interface-type interface-


number ] 


 


Queue scheduling profile configuration example 


Network requirements 


Configure a queue scheduling profile on interface Ten-GigabitEthernet 1/0/1 to meet the following 


requirements: 


 Queue 7 has the highest priority, and its packets are sent preferentially. 


 Queue 4, queue 5, and queue 6 in WRR group 1 are scheduled according to their weights, which 


are 1, 5, and 10, respectively. When queue 7 is empty, WRR group 1 is scheduled. 


 Queue 1, queue 2, and queue 3 in WRR group 2 are scheduled according to their weights, which 


are 1, 10, and 15, respectively. When queue 4, queue 5, queue 6, and queue 7 are all empty, 


WRR group 2 is scheduled. 


 Queue 0 has the lowest priority and is scheduled when all other queues are empty. 


Configuration procedure 


# Enter system view. 


<Sysname> system-view 


# Create a queue scheduling profile named qm1. 


[Sysname] qos qmprofile qm1 


[Sysname-qmprofile-qm1] 


# Configure queue 7 to use SP queuing. 


[Sysname-qmprofile-qm1] queue 7 sp 


# Assign queue 4, queue 5, and queue 6 to WRR group 1, with the weights of 1, 5, and 10, respectively. 


[Sysname-qmprofile-qm1] queue 4 wrr group 1 weight 1 


[Sysname-qmprofile-qm1] queue 5 wrr group 1 weight 5 


[Sysname-qmprofile-qm1] queue 6 wrr group 1 weight 10 


# Assign queue 1, queue 2, and queue 3 to WRR group 2, with the weights of 1, 10, and 15, respectively. 


[Sysname-qmprofile-qm1] queue 1 wrr group 2 weight 1 


[Sysname-qmprofile-qm1] queue 2 wrr group 2 weight 10 


[Sysname-qmprofile-qm1] queue 3 wrr group 2 weight 15 


# Configure queue 0 to use SP queuing. 


[Sysname-qmprofile-qm1] queue 0 sp 


[Sysname-qmprofile-qm1] quit 


# Apply the queue scheduling profile qm1 to interface Ten-GigabitEthernet 1/0/1. 


[Sysname] interface Ten-GigabitEthernet 1/0/1 
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[Sysname-Ten-GigabitEthernet1/0/1] qos apply qmprofile qm1 


Command reference 


bandwidth 


Use bandwidth to configure the minimum guaranteed bandwidth for a WFQ queue. 


Use undo bandwidth to restore the default. 


Syntax 


bandwidth queue queue-id min bandwidth-value 


undo bandwidth queue queue-id 


Default 


The minimum guaranteed bandwidth of a WFQ queue is 64 kbps. 


Views 


Queue scheduling profile view 


Predefined user roles 


network-admin 


Parameters 


queue-id: Specifies a queue by its ID. The value can be an integer in the range of 0 to 7 or a keyword 


listed in Table 18. 


Table 18 The number-keyword map for the queue-id argument 


Number Keyword 


0 be 


1 af1 


2 af2 


3 af3 


4 af4 


5 ef 


6 cs6 


7 cs7 


 


min bandwidth-value: Specifies the minimum guaranteed bandwidth in the range of 8 to 100000000 


kbps. 


Usage guidelines 


You must configure a queue as a WFQ queue before you can configure the minimum guaranteed 


bandwidth for the queue. 


The minimum guaranteed bandwidth is the minimum bandwidth guaranteed for a WFQ queue when 


the interface is congested. 
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Examples 


# Configure the minimum guaranteed bandwidth as 100 kbps for queue 0 in the queue scheduling 


profile myprofile. 


<Sysname> system-view 


[Sysname] qos qmprofile myprofile 


[Sysname-qmprofile-myprofile] queue 0 wfq group 1 weight 1 


[Sysname-qmprofile-myprofile] bandwidth queue 0 min 100 


Related commands 


 display qos qmprofile interface 


 qos qmprofile 


 queue 


display qos qmprofile configuration 


Use display qos qmprofile configuration to display the configuration of queue scheduling profiles. 


Syntax 


display qos qmprofile configuration [ profile-name ] [ slot slot-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


profile-name: Specifies a queue scheduling profile by its name, a case-sensitive string of 1 to 31 


characters. If you do not specify a queue scheduling profile, this command displays the configuration 


of all queue scheduling profiles. 


slot slot-number: Specifies an IRF 2 member device by its member ID or a PEX by its virtual slot number. 


If you do not specify this option, the command displays the configuration of queue scheduling profiles 


on the master device. 


Examples 


# Display the configuration of the queue scheduling profile myprofile. 


<Sysname> display qos qmprofile configuration myprofile 


Queue management profile: myprofile (ID 1)                                            


Queue ID    Type    Group    Schedule-unit    Schedule-value    Bandwidth       


 ---------------------------------------------------------------------------     


 be          WFQ     1        weight           1                  64             


 af1         WFQ     1        weight           1                  64                    


 af2         WFQ     1        weight           1                  1000           


 af3         SP      N/A      N/A              N/A                N/A            


 af4         SP      N/A      N/A              N/A                N/A            


 ef          SP      N/A      N/A              N/A                N/A            


 cs6         SP      N/A      N/A              N/A                N/A            


 cs7         SP      N/A      N/A              N/A                N/A 
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Table 19 Command output 


Field Description 


Queue management profile Queue scheduling profile name. 


Type 


Queue scheduling type: 


 SP. 


 WRR. 


 WFQ. 


Group 
Priority group to which the queue belongs.  


N/A indicates that this field is ignored. 


Schedule unit 


Scheduling unit: 


 weight or byte-count for WRR and WFQ. 


 N/A for SP. 


N/A indicates that this field is ignored. 


Schedule value 


This field indicates: 


 Number of packets for the weight scheduling unit. 


 Number of bytes for the byte-count scheduling unit. 


N/A indicates that this field is ignored. 


Bandwidth Minimum guaranteed bandwidth for the queue. 


 


display qos qmprofile interface 


Use display qos qmprofile interface to display queue scheduling profiles applied to interfaces. 


Syntax 


display qos qmprofile interface [ interface-type interface-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


interface-type interface-number: Specifies an interface by its type and number. If you do not specify an 


interface, this command displays the queue scheduling profiles applied to all interfaces. 


Examples 


# Display the queue scheduling profile applied to Ten-GigabitEthernet 1/0/1. 


<Sysname> display qos qmprofile interface Ten-GigabitEthernet 1/0/1 


Interface: Ten-GigabitEthernet1/0/1 


 Queue management profile: myprofile 
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Table 20 Command output 


Field Description 


Interface Interface name. 


Queue management profile Name of the queue scheduling profile applied to the interface. 


 


qos apply qmprofile 


Use qos apply qmprofile to apply a queue scheduling profile to an interface. 


Use undo qos apply qmprofile to remove an applied queue scheduling profile from an interface. 


Syntax 


qos apply qmprofile profile-name 


undo qos apply qmprofile 


Default 


No queue scheduling profile is applied to an interface. 


Views 


Layer 2 Ethernet interface view, Layer 3 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


profile-name: Specifies a queue scheduling profile by its name, a case-sensitive string of 1 to 31 


characters. 


Usage guidelines 


You can apply only one queue scheduling profile to each interface. 


Examples 


# Apply the queue scheduling profile myprofile to Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface Ten-GigabitEthernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] qos apply qmprofile myprofile 


Related commands 


display qos qmprofile interface 


qos qmprofile 


Use qos qmprofile to create a queue scheduling profile and enter queue scheduling profile view. 


Use undo qos qmprofile to delete a user-defined queue scheduling profile. 


Syntax 


qos qmprofile profile-name 


undo qos qmprofile profile-name 
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Default 


No user-defined queue scheduling profile exists. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


profile-name: Specifies the name of the queue scheduling profile, a case-sensitive string of 1 to 31 


characters. 


Usage guidelines 


To delete a queue scheduling profile already applied to an interface, first remove it from the interface. 


Examples 


# Create a queue scheduling profile named myprofile and enter queue scheduling profile view. 


<Sysname> system-view 


[Sysname] qos qmprofile myprofile 


[Sysname-qmprofile-myprofile] 


Related commands 


 display qos qmprofile interface 


 queue 


queue 


Use queue to configure scheduling parameters for a queue. 


Use undo queue to restore the default. 


Syntax 


queue queue-id { sp | wfq group group-id { byte-count | weight } schedule-value | wrr group group-


id { byte-count | weight } schedule-value } 


undo queue queue-id 


Default 


A queue uses SP queuing. 


Views 


Queue scheduling profile view 


Predefined user roles 


network-admin 


Parameters 


queue-id: Specifies a queue by its ID in the range of 0 to 7. 


sp: Enables SP for the queue.  


wfq: Enables WFQ for the queue.  


wrr: Enables WRR for the queue.  
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group group-id: Specifies a WFQ or WRR group by its ID. The value range is 1 and 2. 


byte-count: Allocates bandwidth to queues in terms of bytes. 


weight: Allocates bandwidth to queues in terms of packets. 


schedule-value: Specifies the number of bytes or packets sent each time, in the range of 1 to 127. 


Usage guidelines 


The queue-id argument can be either a number or a keyword. Table 21 shows the number-keyword 


map. 


Table 21 The number-keyword map for the queue-id argument 


Number Keyword 


0 be 


1 af1 


2 af2 


3 af3 


4 af4 


5 ef 


6 cs6 


7 cs7 


 


Examples 


# Create a queue scheduling profile named myprofile, and configure queue 0 to use SP. 


<Sysname> system-view 


[Sysname] qos qmprofile myprofile 


[Sysname-qmprofile-myprofile] queue 0 sp 


# Create a queue scheduling profile named myprofile. Configure queue 1 to meet the following 


requirements: 


 The WRR queuing is used. 


 The WRR group is group 1. 


 The number of packets sent each time is 10. 


<Sysname> system-view 


[Sysname] qos qmprofile myprofile 


[Sysname-qmprofile-myprofile] queue 1 wrr group 1 weight 10 


Related commands 


 display qos qmprofile interface 


 qos qmprofile 
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New feature: Applying the QoS policy to a user profile 


Applying the QoS policy to a user profile 


You can apply a QoS policy to multiple user profiles. In one direction of each user profile, only one 


policy can be applied. To modify a QoS policy already applied to a user profile, first remove the 


applied QoS policy. 


When you apply a QoS policy to a user profile, follow these restrictions and guidelines: 


 The QoS policy supports only the car and accounting actions in its behaviors. 


 The QoS policy cannot be empty, because a user profile configured with an empty QoS policy 


cannot be activated. 


 The switch supports two authentication methods (802.1X and MAC) for online users. 


To apply a QoS policy to a user profile: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter user profile view. user-profile profile-name 


The configuration made in user profile view 


takes effect only after it is successfully issued 


to the driver. 


3. Apply the QoS policy. 


qos apply policy policy-


name { inbound | 


outbound } 


By default, no QoS policy is applied to a 


user profile. 


Use the inbound keyword to apply the QoS 


policy to the incoming traffic of the device 


(traffic sent by the online users). Use the 


outbound keyword to apply the QoS policy 


to the outgoing traffic of the device (traffic 


received by the online users). 


 


Command reference 


qos apply policy (user profile view) 


Use qos apply policy to apply a QoS policy to a user profile. 


Use undo qos apply policy to remove an applied QoS policy. 


Syntax 


qos apply policy policy-name { inbound | outbound } 


undo qos apply policy policy-name { inbound | outbound } 


Default 


No QoS policy is applied to a user profile.  


Views 


User profile view 
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Predefined user roles 


network-admin 


Parameters 


inbound: Applies the QoS policy to the incoming traffic (traffic sent by online users) of a user profile. 


outbound: Applies the QoS policy to the outgoing traffic (traffic received by online users) of a user 


profile. 


policy-name: Specifies a QoS policy by its name, a case-sensitive string of 1 to 31 characters. 


Usage guidelines 


Deleting a user profile also removes QoS policies applied to it. 


The QoS policy applied to a user profile takes effect only after the QoS policy is successfully issued to 


the driver. 


Examples 


# Apply QoS policy test to the outgoing traffic of user profile user. 


<Sysname> system-view 


[Sysname] user-profile user 


[Sysname-user-profile-user] qos apply policy test outbound 


New feature: Configuring QCN 


Quantized Congestion Notification (QCN) is an end-to-end congestion notification mechanism that can 


reduce packet loss and delay in Layer 2 networks by actively sending reverse notifications. As part of 


data center standards, QCN is primarily used in data center networks. 


Basic concepts 


 Reaction point (RP)—A source end host that supports QCN. 


 Congestion point (CP)—A congestion detection device that is enabled with QCN. 


 Congestion notification message (CNM)—A message transmitted by a CP to an RP when a queue 


on the CP is congested. 


 Congestion controlled flow (CCF)—A flow of frames with the same priority value. A CP assigns 


frames of the same CCF to one queue before forwarding them. 


 Congestion notification tag (CN tag)—Identifies a CCF. Devices in a CND must be able to process 


packets with a CN tag. 


 Congestion notification priority (CNP)—An 802.1p priority that is enabled with QCN. The value 


of that 802.1p priority is called a Congestion Notification Priority Value (CNPV). 


 Congestion notification domain (CND)—A set of RPs and CPs with QCN enabled for a CNPV. 


 Congestion point identifier (CPID)—An 8-byte unique identifier for a CP in the network. 


 Quantized feedback (QntzFb)—A 6-bit quantized feedback value indicating the extent of 


congestion. 
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QCN message format 


Data flow format 


An RP can add CN tags to outgoing Ethernet frames to distinguish between CCFs. A CN tag defines a 


CCF. 


As shown in Figure 9, the CN tag contains the following fields: 


 EtherType—Indicates the Ethernet type of the data packet, 2 bytes in length and assigned a value 


of 0x22E9. 


 RPID—Locally assigned and 2 bytes in length. When receiving a CNM, the RP uses this field to 


identify the CCF that causes congestion and then rate limits that CCF. 


When only one CCF exists, the RP may not add a CN tag to packets. In this case, the triggered CNM 


carries a CN tag with the RPID as 0. 


A CN tag is confined within its CND. When a packet leaves a CND, the CN tag is stripped off. 


Figure 9 Data flow format 


 
 


CNM format 


When a CP detects the congestion state by sampling frames, it sends CNMs to the RPs.  


The CP constructs a CNM as follows: 


 Uses the source MAC address of the sampled frame as the destination MAC address. 


 Uses the destination MAC address of the sampled frame as the source MAC addresses. 


 Copies the VLAN tag and CN tag of the sampled frame. 


 Places the data as shown in Figure 10. 


 PDU EtherType—2 bytes in length. It indicates the Ethernet type of the PDU and has a value 


of 0x22E7. 


 CNM PDU—24 to 88 bytes of payload of the PDU.  


Figure 10 CNM PDU format 


 
 


As shown in Figure 11, a payload contains the following fields: 
 


Field Length Description 


Version 4 bits Its value is fixed at 0. 


ReserverV 6 bits Its value is fixed at 0. 


VLAN 


Tag
SA EtherType RPID FCSDataDA


CN-TAG


PDU EtherType (0x22E7)


CNM PDU


Octet Length


1 2


3 24–88
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Field Length Description 


Quantized Feedback 6 bits Quantized value indicating the extent of congestion. 


CPID 8 bytes Identifies the CP where congestion occurs. 


cnmQoffset 2 bytes 
Indicates the difference between instantaneous queue 


size at the sampling point and desired queue length. 


cnmQdelta 2 bytes 


Indicates the difference between instantaneous queue 


sizes at the current sampling point and at the previous 


sampling point. 


Encapsulated priority 2 bytes Priority of the sampled frame that triggered the CNM. 


Encapsulated destination MAC 


address 
6 bytes 


Destination MAC address of the sampled frame that 


triggered the CNM. 


Encapsulated MSDU length 2 bytes 
Number of bytes in the Encapsulated MSDU field of 


the sampled frame that triggered the CNM. 


Encapsulated MSDU 0 to 64 bytes 
Initial bytes of the Encapsulated MSDU field of the 


sampled frame that triggered the CNM. 


 


Figure 11 CNM PDU format 


 
 


How QCN works 


Figure 12 shows how QCN works. 


 The CP periodically samples frames from queues that are enabled with QCN and sends CNMs to 


the RPs when congestion occurs. 


 The RPs reduce their transmission rates when receiving CNMs. The RPs also periodically probe the 


bandwidth and increase their transmission rates if they fail to receive CNMs for a specific period 


of time. 


Version


Encapsulated priority


cnmQDelta


cnmQOffset


Congestion Point Identifier (CPID)


Quantized Feedback


ReservedV


Encapsulated MSDU


Encapsulated MSDU length


Encapsulated destination MAC address


Octet Length


1 4 bits


1, 2 6 bits


2 6 bits


3 8


11 2


13 2


15 2


17 6


23 2


25 0–64
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Figure 12 How QCN works 


 
 


QCN algorithm 


The QCN algorithm includes the CP algorithm and the RP algorithm. 


CP algorithm 


The CP measures the queue size by periodically sampling frames and computes the congestion state 


based on the sampling result. 


As shown in Figure 13, the CP algorithm includes the following parameters: 


 Q—Indicates the instantaneous queue size at the sampling point. 


 Qeq—Indicates the desired queue size. 


 Qold—Indicates the queue size at the previous sampling point. 


 Fb—Indicates the extent of congestion in the form of a quantized value. 


The following formulas apply: 


 Qoff = Q – Qeq 


 Qδ = Q – Qold 


 Fb = – (Qoff + wQδ) 


where w is a constant to control the weight of Qδ in determining the value of Fb. 


The CP determines whether to generate CNMs based on the Fb value. 


 When Fb ≥ 0, no congestion occurs, and the CP does not generate a CNM.  


 When Fb < 0, congestion occurs, and the CP generates an CNM containing the QntzFb. QntzFb 


is the quantized value of |Fb| and is calculated according to the following rules: 


 If Fb < – Qeq x (2 x w + 1), QntzFb takes the maximum value of 63. 


RP


RP


CongestionCNMData frame


RP


CP


CND


CP CP CP







112 


 Otherwise, QntzFb = – Fb x 63/(Qeq x (2 x w + 1)). 


Figure 13 Congestion detection 


 
 


RP algorithm 


An RP decreases its transmission rate based on the value of |Fb| in the received CNM. The greater 


the Fb value, the lower the RP reduces its transmission rate. After the RP reduces its transmission rate, 


the RP gradually increases the transmission rate to the original level. 


CND 


A CND is a set of RPs and CPs enabled with QCN for a CNPV. CNDs are identified based on CNPVs. 


Devices enabled with QCN for a CNPV are assigned to the corresponding CND. A CNPV-based CND 


prevents traffic from outside the CND from entering the CND. If a frame from outside the CND includes 


the CNPV, the 802.1p priority value of the frame is mapped to a configured alternate priority value. 


CND defense mode 


Each interface on a device in a CND has a defense mode, which is statically configured or negotiated 


through LLDP. 


The following defense modes are available: 


 disabled—Disables congestion notification and performs priority mapping according to the 


priority mapping table. 


 edge—Maps the priority of incoming frames with a CNPV to an alternate priority and removes 


CN tags before sending out the frames. 


 interior—Does not alter the priority of incoming frames with a CNPV and removes CN tags before 


sending out the frames. 


 interiorReady—Does not alter the priority of incoming frames with a CNPV and retains CN tags 


when sending out the frames. 


Priority mapping 


Incoming frames with a CNPV are assigned to the corresponding output queue enabled with QCN. 


Traffic with other priority values cannot enter that output queue. Priority-to-queue mappings are 


determined by the QoS priority mapping table (see "Configuring priority mapping"). 


Modifying the priority mapping table for traffic with specific CNPVs might cause the system to fail to 


detect congestion. 


Sample incoming frames


Q


Qoff


Qeq
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When you map multiple 802.1p priorities to one queue, all packets with these 802.1p priorities will be 


included when determining congestion conditions. Therefore, do not map 802.1p priorities not enabled 


with QCN to a queue enabled with QCN. 


Marking actions configured in QoS policies affect priority mapping. For information about marking 


actions, see "Configuring priority marking." 


The priority trust mode must be configured as the 802.1p priority. For information about configuring 


trust modes, see "Configuring priority mapping." 


The default port priority cannot be the same as the CNPV. For information about port priority, see 


"Configuring priority mapping." 


Protocols and standards 


IEEE 802.1Qau, Congestion notification 


QCN configuration task list 


Tasks at a glance 


(Required.) Enabling QCN globally 


Configuring CND settings 


 (Required.) Configuring global CND settings 


 (Optional.) Configuring CND settings for an interface 


(Optional.) Configuring congestion detection parameters 


 


Enabling QCN globally 


QCN settings take effect only after you enable QCN globally. 


Configuration prerequisites 


Before you enable QCN globally, enable LLDP. For more information about LLDP, see Layer 2—LAN 


Switching Configuration Guide. 


Configuration procedure 


To enable QCN globally: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 
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Step Command Remarks 


2. Enable QCN globally. qcn-enable 


By default, QCN is disabled 


globally. 


When QCN is disabled globally, 


the following events occur:  


 All QCN settings become 


invalid but still exist. 


 The device stops LLDP 


negotiation and does not 


process or carry CN TLVs in 


LLDP packets. 
 


Configuring CND settings 


You can configure CND settings both globally or for a specific interface. The interface-level CND 


settings take precedence over global settings. 


Configuring global CND settings 


Perform this task to assign a device to a CND identified by the specified CNPV. 


After you assign a device to a CND, the device can detect congestion for packets within the CND. 


You can assign a device to multiple CNDs by specifying multiple CNPVs for the device. For example, 


a device can be assigned to CND 1, CND 2, and CND 3 and have an alternate priority of 0 in all 


three CNDs. The following table shows priority mappings: 
 


dot1p CNPV Alternate priority 


0 N/A N/A 


1 1 0 


2 2 0 


3 3 0 


4 N/A N/A 


5 N/A N/A 


6 N/A N/A 


7 N/A N/A 


 


To configure global CND settings: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Configure global CND 


settings. 


qcn priority priority-value { admin 


[ defense-mode { disabled | edge | 


interior | interior-ready } alternate 


alternate-value ] | auto } 


By default, a device does not 


belong to any CND. 
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Configuring CND settings for an interface 


You can configure interface CND settings to meet your granular requirements. 


You must assign a device to a CND before you configure CND settings for individual interfaces. 


To configure CND settings for an interface: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter interface view. interface interface-type interface-number  N/A 


3. Configure CND settings for 


the interface. 


qcn port priority priority-value { admin 


[ defense-mode { disabled | edge | 


interior | interior-ready } alternate 


alternate-value ] | auto } 


By default, the global 


CND settings apply. 


 


Configuring congestion detection parameters 


Perform this task to detect congestion for packets in a CND. You configure congestion detection 


parameters in a profile. 


Before you configure congestion detection parameters, you must assign the device to the CND. 


To configure congestion detection parameters: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create a profile. 
qcn profile profile-id set-point length-


value weight weight-value 


By default, no user-created profiles 


exist. 


The system automatically creates the 


default profile (profile 0), which has a 


desired queue length of 26000 bytes 


and a weight value of 1. You cannot 


modify the default profile. 


3. Bind the profile to a 


CND. 


qcn priority priority-value profile 


profile-id 


By default, the default profile is bound 


to a CND. 


 


Displaying and maintaining QCN 


Execute display commands in any view and reset commands in user view. 
 


Task Command 


Display global CND settings. display qcn global [ slot slot-number ] 


Display the CND settings for an interface. display qcn global [ interface-type interface-number ] 


Display profile settings. 
display qcn profile [ profile-id | default ] [ slot slot-


number ] 


Display CP statistics for an interface. 
display qcn cp interface [ interface-type interface-


number ] [ priority priority-value ] 
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Task Command 


Clear CP statistics for an interface. 
reset qcn cp interface [ interface-type interface-


number ] [ priority priority-value ] 


 


QCN configuration examples 


Basic QCN configuration example 


Network requirements 


As shown in Figure 14, RP 1 and RP 2 are in the same VLAN and both support QCN.  


Configure QCN for CNPV 1 to meet the following requirements: 


 Switch A, Switch B, and Switch C detect congestion for traffic with 802.1p priority 1. 


 Switch A, Switch B, and Switch C do not detect congestion for all other traffic. 


Figure 14 Network diagram 


 
 


Configuration procedure 


1. Configure Switch A: 


# Create VLAN 100, and assign Ten-GigabitEthernet 1/0/1 to the VLAN. 


<SwitchA> system-view 


[SwitchA] vlan 100 


[SwitchA-vlan100] port ten-gigabitethernet 1/0/1 


[SwitchA-vlan100] quit 


# Configure Ten-GigabitEthernet 1/0/2 as a trunk port, and assign it to VLAN 100. 


[SwitchA] interface ten-gigabitethernet 1/0/2 


[SwitchA-Ten-GigabitEthernet1/0/2] port link-type trunk 


[SwitchA-Ten-GigabitEthernet1/0/2] port trunk permit vlan 100 


[SwitchA-Ten-GigabitEthernet1/0/2] quit 


IP network


RP 1 RP 2
Switch A


Switch B


Switch C


CND 1


XGE1/0/1 XGE1/0/1


XGE1/0/3


XGE1/0/2 XGE1/0/2


XGE1/0/1


XGE1/0/2
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# Enable LLDP globally. 


[SwitchA] lldp global enable 


# Enable CN TLV advertising on Ten-GigabitEthernet 1/0/1. 


[SwitchA] interface ten-gigabitethernet 1/0/1 


[SwitchA-Ten-GigabitEthernet1/0/1] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchA-Ten-GigabitEthernet1/0/1] quit 


# Enable CN TLV advertising on Ten-GigabitEthernet 1/0/2. 


[SwitchA] interface ten-gigabitethernet 1/0/2 


[SwitchA-Ten-GigabitEthernet1/0/2] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchA-Ten-GigabitEthernet1/0/2] quit 


# Enable QCN globally. 


[SwitchA] qcn enable 


# Assign the switch to the CND with CNPV 1, and configure all interfaces to negotiate the 


defense mode and alternate priority by using LLDP. 


[SwitchA] qcn priority 1 auto 


2. Configure Switch B: 


# Create VLAN 100. 


<SwitchB> system-view 


[SwitchB] vlan 100 


[SwitchB-vlan100] quit 


# Configure the following interfaces as trunk ports, and assign all of them to VLAN 100: 


 Ten-GigabitEthernet 1/0/1. 


 Ten-GigabitEthernet 1/0/2. 


 Ten-GigabitEthernet 1/0/3. 


[SwitchB] interface ten-gigabitethernet 1/0/1 


[SwitchB-Ten-GigabitEthernet1/0/1] port link-type trunk 


[SwitchB-Ten-GigabitEthernet1/0/1] port trunk permit vlan 100 


[SwitchB-Ten-GigabitEthernet1/0/1] quit 


[SwitchB] interface ten-gigabitethernet 1/0/2 


[SwitchB-Ten-GigabitEthernet1/0/2] port link-type trunk 


[SwitchB-Ten-GigabitEthernet1/0/2] port trunk permit vlan 100 


[SwitchB-Ten-GigabitEthernet1/0/2] quit 


[SwitchB] interface ten-gigabitethernet 1/0/3 


[SwitchB-Ten-GigabitEthernet1/0/3] port link-type trunk 


[SwitchB-Ten-GigabitEthernet1/0/3] port trunk permit vlan 100 


[SwitchB-Ten-GigabitEthernet1/0/3] quit 


# Enable LLDP globally. 


[SwitchB] lldp global enable 


# Enable CN TLV advertising on Ten-GigabitEthernet 1/0/1 and Ten-GigabitEthernet 1/0/2. 


[SwitchB] interface ten-gigabitethernet 1/0/1 


[SwitchB-Ten-GigabitEthernet1/0/1] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchB-Ten-GigabitEthernet1/0/1] quit 


[SwitchB] interface ten-gigabitethernet 1/0/3 
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[SwitchB-Ten-GigabitEthernet1/0/3] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchB-Ten-GigabitEthernet1/0/3] quit 


# Enable QCN globally. 


[SwitchB] qcn enable 


# Assign the switch to the CND with CNPV 1. 


[SwitchB] qcn priority 1 auto 


# Configure the CND defense mode edge and alternate value 0 for interface Ten-


GigabitEthernet 1/0/2. 


[SwitchB-Ten-GigabitEthernet1/0/2] qcn port priority 1 admin defense-mode edge 


alternate 0 


[SwitchB-Ten-GigabitEthernet1/0/2] quit 


# Assign the switch to the CND with CNPV 1, and configure all interfaces to negotiate the 


defense mode and alternate priority by using LLDP. 


[SwitchB] qcn priority 1 auto 


3. Configure Switch C in the same way Switch A is configured. (Details not shown.) 


Verifying the configuration 


# Display the CND settings for interfaces on Switch A. 


[SwitchA] display qcn interface 


Interface: Ten-GigabitEthernet1/0/1 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


# Display the CND settings for interfaces on Switch B. 


[SwitchB] display qcn interface 


Interface: Ten-GigabitEthernet1/0/1 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   edge             0 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     admin  edge             0 


 


Interface: Ten-GigabitEthernet1/0/3 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   edge             0 


# Display the CND settings for interfaces on Switch C. 


[SwitchC] display qcn interface 
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Interface: Ten-GigabitEthernet1/0/1 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


MultiCND QCN configuration example 


Network requirements 


As shown in Figure 15:  


 RP 1 and RP 2 are in the same VLAN.  


 RP 3 and RP 4 are in the same VLAN. 


 RP 1, RP 2, Switch A, Switch B, and Switch C form a CND with CNPV 1. 


 RP 3, RP 4, Switch C, Switch D, and Switch E form a CND with CNPV 5. 


Configure QCN for CNPV 1 to meet the following requirements: 


 Switch A, Switch B, and Switch C detect congestion for traffic with 802.1p priority 1. 


 Switch A and Switch B do not detect congestion for traffic with 802.1p priority 5. 


Configure QCN for CNPV 5 to meet the following requirements: 


 Switch C, Switch D, and Switch E detect congestion for traffic with 802.1p priority 5. 


 Switch D and Switch E do not detect congestion for traffic with 802.1p priority 1. 


Figure 15 Network diagram 


 
 


Configuration procedure 


1. Configure Switch A: 
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# Create VLAN 100, and assign Ten-GigabitEthernet 1/0/1 to the VLAN. 


<SwitchA> system-view 


[SwitchA] vlan 100 


[SwitchA-vlan100] port ten-gigabitethernet 1/0/1 


[SwitchA-vlan100] quit 


# Configure Ten-GigabitEthernet 1/0/2 as a trunk port, and assign it to VLAN 100. 


[SwitchA] interface ten-gigabitethernet 1/0/2 


[SwitchA-Ten-GigabitEthernet1/0/2] port link-type trunk 


[SwitchA-Ten-GigabitEthernet1/0/2] port trunk permit vlan 100 


[SwitchA-Ten-GigabitEthernet1/0/2] quit 


# Enable LLDP globally. 


[SwitchA] lldp global enable 


# Enable CN TLV advertising on Ten-GigabitEthernet 1/0/1. 


[SwitchA] interface ten-gigabitethernet 1/0/1 


[SwitchA-Ten-GigabitEthernet1/0/1] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchA-Ten-GigabitEthernet1/0/1] quit 


# Enable CN TLV advertising on Ten-GigabitEthernet 1/0/2. 


[SwitchA] interface ten-gigabitethernet 1/0/2 


[SwitchA-Ten-GigabitEthernet1/0/2] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchA-Ten-GigabitEthernet1/0/2] quit 


# Enable QCN globally. 


[SwitchA] qcn enable 


# Assign the switch to the CND with CNPV 1, and configure all interfaces to negotiate the 


defense mode and alternate priority by using LLDP. 


[SwitchA] qcn priority 1 auto 


2. Configure Switch B in the same way Switch A is configured. (Details not shown.) 


3. Configure Switch C: 


# Create VLAN 100 and VLAN 200. 


<SwitchC> system-view 


[SwitchC] vlan 100 


[SwitchC-vlan100] quit 


[SwitchC] vlan 200 


[SwitchC-vlan200] quit 


# Configure the following interfaces as trunk ports, and assign all of them to VLAN 100 and 


VLAN 200: 


 Ten-GigabitEthernet 1/0/1. 


 Ten-GigabitEthernet 1/0/2. 


 Ten-GigabitEthernet 1/0/3. 


 Ten-GigabitEthernet 1/0/4. 


[SwitchC] interface ten-gigabitethernet 1/0/1 


[SwitchC-Ten-GigabitEthernet1/0/1] port link-type trunk 


[SwitchC-Ten-GigabitEthernet1/0/1] port trunk permit vlan 100 200 


[SwitchC-Ten-GigabitEthernet1/0/1] quit 


[SwitchC] interface ten-gigabitethernet 1/0/2 
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[SwitchC-Ten-GigabitEthernet1/0/2] port link-type trunk 


[SwitchC-Ten-GigabitEthernet1/0/2] port trunk permit vlan 100 200 


[SwitchC-Ten-GigabitEthernet1/0/2] quit 


[SwitchC] interface ten-gigabitethernet 1/0/3 


[SwitchC-Ten-GigabitEthernet1/0/3] port link-type trunk 


[SwitchC-Ten-GigabitEthernet1/0/3] port trunk permit vlan 100 200 


[SwitchC-Ten-GigabitEthernet1/0/3] quit 


[SwitchC] interface ten-gigabitethernet 1/0/4 


[SwitchC-Ten-GigabitEthernet1/0/4] port link-type trunk 


[SwitchC-Ten-GigabitEthernet1/0/4] port trunk permit vlan 100 200 


[SwitchC-Ten-GigabitEthernet1/0/4] quit 


# Enable LLDP globally. 


[SwitchC] lldp global enable 


# Enable CN TLV advertising on the following interfaces: 


 Ten-GigabitEthernet 1/0/1. 


 Ten-GigabitEthernet 1/0/2. 


 Ten-GigabitEthernet 1/0/3. 


 Ten-GigabitEthernet 1/0/4. 


[SwitchC] interface ten-gigabitethernet 1/0/1 


[SwitchC-Ten-GigabitEthernet1/0/1] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchC-Ten-GigabitEthernet1/0/1] quit 


[SwitchC] interface ten-gigabitethernet 1/0/2 


[SwitchC-Ten-GigabitEthernet1/0/2] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchC-Ten-GigabitEthernet1/0/2] quit 


[SwitchC] interface ten-gigabitethernet 1/0/3 


[SwitchC-Ten-GigabitEthernet1/0/3] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchC-Ten-GigabitEthernet1/0/3] quit 


[SwitchC] interface ten-gigabitethernet 1/0/4 


[SwitchC-Ten-GigabitEthernet1/0/4] lldp tlv-enable dot1-tlv congestion-


notification 


[SwitchC-Ten-GigabitEthernet1/0/4] quit 


# Enable QCN globally. 


[SwitchC] qcn enable 


# Assign the switch to the CNDs with CNPV 1 and CNPV 5. 


[SwitchC] qcn priority 1 auto 


[SwitchC] qcn priority 5 admin defense-mode interior-ready alternate 4 


# Configure the CND defense mode edge and alternate value 4 for Ten-GigabitEthernet 1/0/1 


and Ten-GigabitEthernet 1/0/2. 


[SwitchC] interface ten-gigabitethernet 1/0/1 


[SwitchC-Ten-GigabitEthernet1/0/1] qcn port priority 5 admin defense-mode edge 


alternate 4 


[SwitchC-Ten-GigabitEthernet1/0/1] quit 


[SwitchC] interface ten-gigabitethernet 1/0/2 
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[SwitchC-Ten-GigabitEthernet1/0/2] qcn port priority 5 admin defense-mode edge 


alternate 4 


[SwitchC-Ten-GigabitEthernet1/0/2] quit 


# Assign the switch to the CND with CNPV 1, and configure all interfaces to negotiate the 


defense mode and alternate priority by using LLDP. 


[SwitchC] qcn priority 1 auto 


4. Configure Switch D: 


# Create VLAN 200, and assign Ten-GigabitEthernet 1/0/1 to the VLAN. 


<SwitchD> system-view 


[SwitchD] vlan 200 


[SwitchD-vlan200] port ten-gigabitethernet 1/0/1 


[SwitchD-vlan200] quit 


# Configure Ten-GigabitEthernet 1/0/2 as a trunk port, and assign it to VLAN 200. 


[SwitchD] interface ten-gigabitethernet 1/0/2 


[SwitchD-Ten-GigabitEthernet1/0/2] port link-type trunk 


[SwitchD-Ten-GigabitEthernet1/0/2] port trunk permit vlan 200 


[SwitchD-Ten-GigabitEthernet1/0/2] quit 


# Enable QCN globally. 


[SwitchD] qcn enable 


# Assign the switch to the CND with CNPV 5. 


[SwitchD] qcn priority 5 admin defense-mode interior-ready alternate 4 


5. Configure Switch E in the same way Switch D is configured. (Details not shown.) 


Verifying the configuration 


# Display the CND settings for interfaces on Switch A. 


Interface: Ten-GigabitEthernet1/0/1 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


# Display the CND settings for interfaces on Switch B. 


[SwitchB] display qcn interface 


Interface: Ten-GigabitEthernet1/0/1 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


# Display the CND settings for interfaces on Switch C. 
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[SwitchC] display qcn interface 


Interface: Ten-GigabitEthernet1/0/1 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


 5     admin  edge             4 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


 5     admin  edge             4 


 


Interface: Ten-GigabitEthernet1/0/3 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


 5     comp   disabled         4 


 


Interface: Ten-GigabitEthernet1/0/4 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   disabled         0 


 5     comp   disabled         4 


# Display the CND settings for interfaces on Switch D. 


[SwitchD] display qcn interface 


Interface: Ten-GigabitEthernet1/0/1 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 5     comp   interior-ready   4 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 5     comp   interior-ready   4 


# Display the CND settings for interfaces on Switch E. 


[SwitchE] display qcn interface 


Interface: Ten-GigabitEthernet1/0/1 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 5     comp   interior-ready   4 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 5     comp   interior-ready   4 
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QCN commands 


display qcn cp interface 


Use display qcn cp interface to display congestion point statistics. 


Syntax 


display qcn cp interface [ interface-type interface-number ] [ priority priority-value ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


interface-type interface-number: Specifies an interface by its type and number. If you do not specify an 


interface, the command displays CP statistics for all Layer 2 Ethernet interfaces. 


priority priority-value: Specifies a CND by a CNPV. If you do not specify a CND, the command displays 


CP statistics for all CNDs. 


Usage guidelines 


CP statistics for a Layer 2 Ethernet interface include the following information: 


 Profiles bound to CNDs specified by CNPVs. 


 Number of packets allowed to pass through. 


 Number of packets discarded. 


 Number of CNMs sent. 


Examples 


# Display CP statistics for all Layer 2 Ethernet interfaces. 


<Sysname> display qcn cp interface 


Interface: Ten-GigabitEthernet1/0/1 


 CNPV 1: CP profile 1 


  Passed   : 100000 (Packets) 


  Discarded: 10 (Packets) 


  CNM count: 3000 (Packets) 


CNPV 2: CP profile default 


  Passed   : 200000 (Packets) 


  Discarded: 20 (Packets) 


  CNM count: 3000 (Packets) 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV 1: CP profile 1 


  Passed   : 100000 (Packets) 


  Discarded: 10 (Packets) 


  CNM count: 3000 (Packets) 


 CNPV 2: CP profile default 
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  Passed   : 200000 (Packets) 


  Discarded: 20 (Packets) 


  CNM count: 3000 (Packets) 


Table 22 Command output 


Field Description 


Passed Number of packets allowed to pass through. 


Discarded Number of packets discarded. 


CNM count Number of CNMs sent. 


 


Related commands 


reset qcn cp interface 


display qcn global 


Use display qcn global to display the global CND settings. 


Syntax 


display qcn global [ slot slot-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


slot slot-number: Specifies an IRF member device by its ID. If you do not specify an IRF member device, 


the command displays the global CND settings of the master device.  


Examples 


# Display the global CND settings of the card in slot 1 in IRF member device 1. 


<Sysname> display qcn global slot 1 


Slot 1: 


QCN global status: Enabled 


 CNPV  Mode   Defense-mode    Alternate  CP-profile 


--------------------------------------------------- 


 1     admin  interior-ready  4          default 


 2     auto   -               0          1 


 3     auto   -               0          1 


Table 23 Command output 


Field Description 


Mode 


Indicates the way how the interface selects the defense mode: 


 auto—The interface negotiates the defense mode by using LLDP. 


 admin—The interface uses a user-configured defense mode. 
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Field Description 


Defense-mode 


Defense mode of the interface: 


 disabled—Disables congestion notification and performs priority mapping 


according to the priority mapping table. 


 edge—Maps the priority of incoming frames with a specific CNPV to an 


alternate value and removes CN tags before sending out the frames. 


 interior—Does not alter the priority of incoming frames with a specific CNPV 


and removes CN tags before sending out the frames. 


 interior-ready—Does not alter the priority of incoming frames with a specific 


CNPV and retains CN tags when sending out the frames. 


When auto is configured, this field display a hyphen (-). Each interface on the 


device negotiates the defense mode by using LLDP. 


Alternate Alternate value. 


 


display qcn interface 


Use display qcn interface to display the CND settings of an interface. 


Syntax 


display qcn interface [ interface-type interface-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


interface-type interface-number: Specifies an interface by its type and number. If you do not specify an 


interface, the command displays the CND settings of all Layer 2 Ethernet interfaces. 


Examples 


# Display the CND settings of all Layer 2 Ethernet interfaces. 


<Sysname> display qcn interface 


Interface: Ten-GigabitEthernet1/0/1 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   interior-ready   4 


 2     admin  edge             0 


 3     auto   edge             0 


 


Interface: Ten-GigabitEthernet1/0/2 


 CNPV  Mode   Defense-mode     Alternate 


--------------------------------------------------- 


 1     comp   interior-ready   4 


 2     admin  edge             0 


 3     auto   edge             0 
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Table 24 Command output 


Field Description 


Mode 


Indicates the way how the interface selects the defense mode: 


 auto—The interface negotiates the defense mode by using LLDP. 


 admin—The interface uses a user-configured defense mode. 


 comp—The interface uses the global defense mode. 


Alternate Alternate value. 


 


display qcn profile 


Use display qcn profile to display the settings of a QCN profile. 


Syntax 


display qcn profile [ profile-id | default ] [ slot slot-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


profile-id: Specifies a QCN profile by its ID in the range of 1 to 128. 


default: Specifies the default profile (profile 0). 


slot slot-number: Specifies an IRF member device by its member ID (slot number). If you do not specify 


an IRF member device, the command displays the settings of QCN profiles on the master device.  


Usage guidelines 


If neither profile-id nor default is specified, the command displays the settings of all QCN profiles. 


Examples 


# Display the settings of QCN profiles on the card in slot 1 in IRF member device 2. 


<Sysname> display qcn profile slot 1 


Slot 1: 


 Profile  Set-point   Weight 


--------------------------------------------------- 


 default  26000       1 


 1        30000       2 


Table 25 Command output 


Field Description 


Set-point Desired queue length in bytes. 
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qcn enable 


Use qcn enable to enable QCN globally. 


Use undo qcn enable to disable QCN globally. 


Syntax 


qcn enable 


undo qcn enable 


Default 


QCN is disabled globally. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


To make QCN configurations take effect, you must enable QCN globally. 


Examples 


# Enable QCN globally. 


<Sysname> system-view 


[Sysname] qcn enable 


qcn port priority 


Use qcn port priority to configure CND settings for an interface. 


Use undo qcn port priority to restore the default. 


Syntax 


qcn port priority priority-value { admin [ defense-mode { disabled | edge | interior | interior-ready } 


alternate alternate-value ] | auto } 


undo qcn port priority priority-value 


Default 


The global CND settings apply. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


priority-value: Assigns the interface to a CND specified by a priority value (CNPV) in the range of 0 to 


7. 


admin: Configures the interface to use a user-configured defense mode. 


defense-mode: Configures a defense mode. By default, the disabled defense mode is used. 
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disabled: Specifies the disabled defense mode. This mode disables congestion notification and performs 


priority mapping according to the priority mapping table. 


edge: Specifies the edge defense mode. This mode maps the priority of frames with the specified CNPV 


to an alternate value. 


interior: Specifies the interior defense mode. This mode does not alter the priority of incoming frames 


with a specific CNPV and removes CN tags before sending out the frames. 


interior-ready: Specifies the interior-ready defense mode. This mode does not alter the priority of 


incoming frames with a specific CNPV and retains CN tags when sending out the frames. 


alternate alternate-value: Specifies an alternate value in the range of 0 to 7. The default value for 


alternate-value is 0. The alternate value cannot be equal to any CNPVs. 


auto: Configures the interface to negotiate the defense mode by using LLDP. 


Usage guidelines 


When a device is not assigned to a CND, you cannot configure this command on its interfaces. 


The CND settings for an interface take precedence over the global CND settings. 


Examples 


# Configure the defense mode disabled and alternate value 0 for interface Ten-GigabitEthernet 1/0/1 


in the CND with CNPV 1. 


<Sysname> system-view 


[Sysname] qcn priority 1 auto 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] qcn port priority 1 admin defense-mode disabled 


alternate 0 


# Configure interface Ten-GigabitEthernet 1/0/2 to negotiate a defense mode by using LLDP. 


<Sysname> system-view 


[Sysname] qcn priority 2 admin 


[Sysname] interface ten-gigabitethernet 1/0/2 


[Sysname-Ten-GigabitEthernet1/0/2] qcn port priority 2 auto 


Related commands 


qcn priority 


qcn priority 


Use qcn priority to configure global CND settings. 


Use undo qcn priority to remove a device from a CND and delete all settings in that CND. 


Syntax 


qcn priority priority-value { admin [ defense-mode { disabled | edge | interior | interior-ready } 


alternate alternate-value ] | auto } 


undo qcn priority priority-value 


Default 


The device does not belong to any CND. 


Views 


System view 







130 


Predefined user roles 


network-admin 


Parameters 


priority-value: Specifies a priority value as the CNPV, in the range of 0 to 7. The CNPV cannot be equal 


to the alternate value configured globally or for interfaces. 


admin: Configures the device to use a user-configured defense mode. 


defense-mode: Configures a defense mode. By default, the interior defense mode is used. 


disabled: Specifies the disabled defense mode. This mode disables congestion notification and performs 


priority mapping according to the priority mapping table. 


edge: Specifies the edge defense mode. This mode maps the specified CNPV of frames to an alternate 


value. 


interior: Specifies the interior defense mode. This mode does not alter the priority of incoming frames 


with a specific CNPV and removes CN tags before sending out the frames. 


interior-ready: Specifies the interior-ready defense mode. This mode does not alter the priority of 


incoming frames with a specific CNPV and retains CN tags when sending out the frames. 


alternate alternate-value: Specifies an alternate value in the range of 0 to 7. The default value for 


alternate-value is 0. The alternate value cannot be equal to any CNPVs. 


auto: Configures the device to negotiate the defense mode by using LLDP. 


Usage guidelines 


When you configure the auto keyword, the alternate value is the priority value that is closest to but 


smaller than the CNPV. For example, if you set the CNPV to 5, the alternative value is 4. If all priority 


values smaller than the CNPV are used as CNPVs, the alternate value is the priority value that is closest 


to but greater than the CNPV. 


Examples 


# Assign a device to the CND with CNPV 2. 


<Sysname> system-view 


[Sysname] qcn priority 2 auto 


# Assign a device to the CND with CNPV 1. 


<Sysname> system-view 


[Sysname] qcn priority 1 admin defense-mode disabled alternate 0 


Related commands 


qcn port priority 


qcn priority profile 


Use qcn priority profile to bind a profile to a CND. 


Use undo qcn priority profile to restore the default. 


Syntax 


qcn priority priority-value profile profile-id 


undo qcn priority priority-value profile 







131 


Default 


The default profile (profile 0) is bound to a CND. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


priority-value: Specifies a priority value (CNPV) in the range of 0 to 7. 


profile-id: Specifies a profile by its ID. 


Usage guidelines 


If the device has not been assigned to the CND or the specified profile does not exist, the binding fails. 


Examples 


# Bind profile 2 to the CND with CNPV 2. 


<Sysname> system-view 


[Sysname] qcn priority 2 profile 2 


qcn profile 


Use qcn profile to create a profile. 


Use undo qcn profile to delete a profile. 


Syntax 


qcn profile profile-id set-point length-value weight weight-value 


undo qcn profile profile-id 


Default 


No user-created profiles exist. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


profile-id: Specifies the ID of the profile to be created, in the range of 1 to 128. The system automatically 


creates the default profile (profile 0), which cannot be modified. 


set-point length-value: Specifies the desired queue length in the range of 16644 to 8320000 bytes. 


weight weight-value: Specifies a weight value in the range of –2 to 5. 


Examples 


# Create profile 1, with a desired queue length of 28000 bytes and a weight value of 1. 


<Sysname> system-view 


[Sysname] qcn profile 1 set-point 28000 weight 1 
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reset qcn cp interface 


Use reset qcn cp interface to clear CP statistics. 


Syntax 


reset qcn cp interface [ interface-type interface-number ] [ priority priority-value ] 


Views 


User view 


Predefined user roles 


network-admin 


Parameters 


interface-type interface-number: Specifies an interface by its type and number. If you do not specify an 


interface, the command clears CP statistics for all Layer 2 Ethernet interfaces. 


priority priority-value: Specifies a CND by a priority value (CNPV). If you do not specify a CND, the 


command clears CP statistics for all CNDs. 


Examples 


# Clear CP statistics for Layer 2 Ethernet interfaces in all CNDs. 


<Sysname> reset qcn cp interface 


New feature: Enabling bridging on an Ethernet interface 


Enabling bridging on an Ethernet interface 


When a packet arrives at an interface, the switch looks up the destination MAC address of the packet 


in the MAC address table. If an entry is found and the outgoing interface is the same as the incoming 


interface, the switch drops the packet.  


To enable the switch to forward such packets rather than drop them, enable the bridging function on 


the Ethernet interface. 


To enable bridging on an Ethernet interface: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Ethernet interface 


view. 
interface interface-type interface-number N/A 


3. Enable bridging on the 


Ethernet interface. 
port bridge enable By default, bridging is disabled. 


 


Command reference 


port bridge enable 


Use port bridge enable to enable bridging on a Layer 2 Ethernet interface. 


Use undo port bridge enable to disable bridging on a Layer 2 Ethernet interface. 
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Syntax 


port bridge enable 


undo port bridge enable 


Default 


Bridging is disabled on Layer 2 Ethernet interfaces. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


When a packet arrives at an interface, the device looks up the destination MAC address of the packet 


in the MAC address table. If an entry is found and the outgoing interface is the same as the incoming 


interface, the device drops the packet.  


After you configure this command on the Ethernet interface, the device forwards such packets rather 


than drop them. 


Examples 


# Enable bridging on Layer 2 Ethernet interface Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] port bridge enable 


New feature: 802.1X guest VLAN 


Configuring an 802.1X guest VLAN 


Configuration guidelines 


When you configure an 802.1X guest VLAN, follow these guidelines: 


 You can configure only one 802.1X guest VLAN on a port. The 802.1X guest VLANs on different 


ports can be different. 


 Assign different IDs to the voice VLAN, the port VLAN, and the 802.1X guest VLAN on a port. The 


assignment makes sure the port can correctly process incoming VLAN-tagged traffic. 


 When you configure multiple security features on a port, follow the guidelines in Table 26 


Table 26 Relationships of the 802.1X guest VLAN and other security features 


Feature Relationship description Reference 


MAC authentication 


guest VLAN on a port 


that performs MAC-


based access control 


Only the 802.1X guest VLAN takes effect. A 


user that fails MAC authentication will not be 


assigned to the MAC authentication guest 


VLAN. 


See Security 


Configuration Guide. 
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Feature Relationship description Reference 


802.1X Auth-Fail VLAN 


on a port that performs 


MAC-based access 


control 


The 802.1X Auth-Fail VLAN has a higher 


priority than the 802.1X guest VLAN. 


See Security 


Configuration Guide. 


Port intrusion protection 


actions on a port that 


performs MAC-based 


access control 


The 802.1X guest VLAN feature has higher 


priority than the block MAC action. 


The 802.1X guest VLAN feature has lower 


priority than the shutdown port action of the 


port intrusion protection feature. 


See Security 


Configuration Guide. 


 


Configuration prerequisites 


Before you configure an 802.1X guest VLAN, complete the following tasks: 


 Create the VLAN to be specified as the 802.1X guest VLAN. 


 If the 802.1X-enabled port performs MAC-based access control, perform the following operations 


for the port: 


 Configure the port as a hybrid port. 


 Enable MAC-based VLAN on the port. For more information about the MAC-based VLAN 


feature, see Layer 2—LAN Switching Configuration Guide. 


 Assign the port to the 802.1X guest VLAN as an untagged member.  


Configuration procedure 


To configure an 802.1X guest VLAN: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number 
N/A 


3. Configure the 802.1X guest 


VLAN on the port. 
dot1x guest-vlan guest-vlan-id 


By default, no 802.1X guest 


VLAN is configured on any port. 


4. Return to user view. return N/A 


5. (Optional.) Remove users from 


the 802.1X guest VLAN on a 


port. 


reset dot1x guest-vlan interface 


interface-type interface-number 


[ mac-address mac-address ] 


N/A 


 


Command reference 


dot1x guest-vlan 


Use dot1x guest-vlan to configure an 802.1X guest VLAN on a port. 


Use undo dot1x guest-vlan to restore the default. 
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Syntax 


dot1x guest-vlan guest-vlan-id 


undo dot1x guest-vlan 


Default 


No 802.1X guest VLAN is configured on a port. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


guest-vlan-id: Specifies the ID of the 802.1X guest VLAN. The value range for the VLAN ID is 1 to 4094.  


Usage guidelines 


An 802.1X guest VLAN accommodates users who have not performed 802.1X authentication. In the 


guest VLAN, users can access a limited set of network resources, such as a software server, to download 


antivirus software and system patches. 


To delete a VLAN that has been configured as a guest VLAN, you must use the undo dot1x guest-vlan 


command first. 


Examples 


# Specify VLAN 100 as the 802.1X guest VLAN on port Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] dot1x guest-vlan 100 


Related commands 


display dot1x 


reset dot1x guest-vlan 


Use reset dot1x guest-vlan to remove users from the 802.1X guest VLAN on a port. 


Syntax 


reset dot1x guest-vlan interface interface-type interface-number [ mac-address mac-address ] 


Views 


User view 


Predefined user roles 


network-admin 


Parameters 


interface interface-type interface-number: Specifies a port by its type and number. 


mac-address mac-address: Specifies the MAC address of an 802.1X user in the guest VLAN. 
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Examples 


# Remove the 802.1X user with MAC address 1-1-1 from the 802.1X guest VLAN on port Ten-


GigabitEthernet 1/0/1. 


<Sysname> reset dot1x guest-vlan interface ten-gigabitethernet 1/0/1 mac-address 1-1-1 


Related commands 


dot1x guest-vlan 


New feature: 802.1X Auth-Fail VLAN 


Configuring an 802.1X Auth-Fail VLAN 


Configuration guidelines 


When you configure an 802.1X Auth-Fail VLAN, follow these restrictions and guidelines: 


 Assign different IDs to the voice VLAN, the port VLAN, and the 802.1X Auth-Fail VLAN on a port. 


The assignment ensures that the port can correctly process VLAN-tagged incoming traffic. 


 You can configure only one 802.1X Auth-Fail VLAN on a port. The 802.1X Auth-Fail VLANs on 


different ports can be different. 


 When you configure multiple security features on a port, follow the guidelines in Table 27 


Table 27 Relationships of the 802.1X Auth-Fail VLAN with other features 


Feature Relationship description Reference 


MAC authentication guest VLAN 


on a port that performs MAC-


based access control 


The 802.1X Auth-Fail VLAN has 


a high priority. 


See Security Configuration 


Guide. 


Port intrusion protection actions 


on a port that performs MAC-


based access control 


The 802.1X Auth-Fail VLAN 


feature has higher priority than 


the block MAC action. 


The 802.1X Auth-Fail VLAN 


feature has lower priority than 


the shutdown port action of the 


port intrusion protection feature. 


See Security Configuration 


Guide. 


 


Configuration prerequisites 


Before you configure an 802.1X Auth-Fail VLAN, complete the following tasks: 


 Create the VLAN to be specified as the 802.1X Auth-Fail VLAN. 


 If the 802.1X-enabled port performs MAC-based access control, perform the following operations 


for the port: 


 Configure the port as a hybrid port. 


 Enable MAC-based VLAN on the port. For more information about the MAC-based VLAN 


feature, see Layer 2—LAN Switching Configuration Guide. 


 Assign the port to the Auth-Fail VLAN as an untagged member. 
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Configuration procedure 


To configure an 802.1X Auth-Fail VLAN: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number 
N/A 


3. Configure the 802.1X Auth-


Fail VLAN on the port. 


dot1x auth-fail vlan authfail-vlan-


id 


By default, no 802.1X Auth-Fail 


VLAN is configured. 


 


Command reference 


dot1x auth-fail vlan 


Use dot1x auth-fail vlan to configure an 802.1X Auth-Fail VLAN on a port. 


Use undo dot1x auth-fail vlan to restore the default. 


Syntax 


dot1x auth-fail vlan authfail-vlan-id 


undo dot1x auth-fail vlan 


Default 


No 802.1X Auth-Fail VLAN is configured on a port. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


authfail-vlan-id: Specifies the ID of the 802.1X Auth-Fail VLAN on the port. The value range for the VLAN 


ID is 1 to 4094.  


Usage guidelines 


An 802.1X Auth-Fail VLAN accommodates users who have failed 802.1X authentication for any other 


reason than unreachable servers. 


To delete a VLAN that has been configured as an 802.1X Auth-Fail VLAN, you must first use the undo 


dot1x auth-fail vlan command. 


Examples 


# Configure VLAN 100 as the Auth-Fail VLAN on port Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] dot1x auth-fail vlan 100 
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Related commands 


display dot1x 


New feature: 802.1X critical VLAN 


Configuring an 802.1X critical VLAN 


Configuration guidelines 


When you configure an 802.1X critical VLAN, follow these restrictions and guidelines: 


 Assign different IDs to the voice VLAN, the PVID, and the 802.1X critical VLAN on a port. The 


assignment makes sure the port can correctly process VLAN-tagged incoming traffic. 


 You can configure only one 802.1X critical VLAN on a port. The 802.1X critical VLANs on different 


ports can be different. 


Configuration prerequisites 


Before you configure an 802.1X critical VLAN, complete the following tasks: 


 Create the VLAN to be specified as a critical VLAN. 


 If the 802.1X-enabled port performs MAC-based access control, perform the following operations 


for the port: 


 Configure the port as a hybrid port. 


 Enable MAC-based VLAN on the port. For more information about the MAC-based VLAN 


feature, see Layer 2—LAN Switching Configuration Guide. 


 Assign the port to the 802.1X critical VLAN as an untagged member. 


Configuration procedure 


To configure an 802.1X critical VLAN: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number 
N/A 


3. Configure the 802.1X critical 


VLAN on the port. 
dot1x critical vlan vlan-id 


By default, no 802.1X critical 


VLAN is configured. 


 


Command reference 


dot1x critical vlan 


Use dot1x critical vlan to configure an 802.1X critical VLAN on a port. 


Use undo dot1x critical vlan to restore the default. 
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Syntax 


dot1x critical vlan vlan-id  


undo dot1x critical vlan 


Default  


No 802.1X critical VLAN is configured on any port.  


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


vlan-id: Specifies the ID of the 802.1X critical VLAN on the port. The value range for the VLAN ID is 1 


to 4094.  


Usage guidelines 


An 802.1X critical VLAN accommodates users who fail 802.1X authentication because all the RADIUS 


servers in their ISP domains are unreachable. 


To delete a VLAN that has been configured as an 802.1X critical VLAN, you must first use the undo 


dot1x critical vlan command. 


Examples 


# Specify VLAN 100 as the 802.1X critical VLAN on port Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] dot1x critical vlan 100 


Related commands 


display dot1x 


New feature: 802.1X keep-online feature 


Enabling the keep-online feature for 802.1X users 


The keep-online feature keeps authenticated 802.1X users online when no server is reachable for 


802.1X reauthentication. This feature works together with periodic online user reauthentication. 


To configure the keep-online feature for 802.1X users: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 
interface interface-type interface-number N/A 
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Step Command Remarks 


3. Enable the keep-online 


feature for 802.1X users. 


dot1x re-authenticate server-


unreachable keep-online 


By default, this feature is 


disabled, and the device logs off 


online 802.1X users if no 


authentication server is 


reachable for 802.1X 


reauthentication. 


 


Command reference 


dot1x re-authenticate server-unreachable keep-online 


Use dot1x re-authenticate server-unreachable keep-online to enable the keep-online feature on a port. 


This feature keeps authenticated 802.1X users online when no server is reachable for 802.1X 


reauthentication. 


Use undo dot1x re-authenticate server-unreachable to restore the default. 


Syntax 


dot1x re-authenticate server-unreachable keep-online 


undo dot1x re-authenticate server-unreachable 


Default 


The keep-online feature is disabled. The device logs off online 802.1X authenticated users if no server 


is reachable for 802.1X reauthentication. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Examples 


# Enable the keep-online feature on Ten-GigabitEthernet 1/0/1 for 802.1X reauthentication. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] dot1x re-authenticate server-unreachable keep-


online 


Related commands 


 display dot1x 


 dot1x re-authenticate 
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New feature: Configurable supported domain name 


delimiters 


Specifying supported domain name delimiters 


By default, the access device supports the at sign (@) as the delimiter. You can also configure the access 


device to accommodate 802.1X users who use other domain name delimiters. The configurable 


delimiters include the at sign (@), backslash (\), dot (.), and forward slash (/). 


Usernames that include domain names typically use the username+domain-delimiter+domain-name 


format (for example, 123@abc). However, if the domain delimiter is the backslash (\), usernames that 


include domain names use the domain-name\username format. 


If an 802.1X username string contains multiple configured delimiters, the rightmost delimiter is the 


domain name delimiter. For example, if you configure the backslash (\), dot (.), and forward slash (/) 


as delimiters, the domain name delimiter for the username string 121.123/22\@abc is the backslash 


(\). The username is @abc and the domain name is 121.123/22. 


If a username string contains none of the delimiters, the access device authenticates the user in the 


mandatory or default ISP domain. 


To specify a set of domain name delimiters: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Specify a set of domain name 


delimiters for 802.1X users. 
dot1x domain-delimiter string 


By default, only the at sign (@) 


delimiter is supported.  


 


 NOTE: 


If you configure the access device to send usernames with domain names to the RADIUS server, make 


sure the domain delimiter can be recognized by the RADIUS server. For username format 


configuration, see the user-name-format command in Security Command Reference. 
 


Command reference 


dot1x domain-delimiter 


Use dot1x domain-delimiter to specify a set of domain name delimiters supported by the device. 


Use undo dot1x domain-delimiter to restore the default. 


Syntax 


dot1x domain-delimiter string 


undo dot1x domain-delimiter 


Default 


The device supports only the at sign (@) delimiter for 802.1X users.  
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Views 


System view 


Predefined user roles 


network-admin 


Parameters 


string: Specifies a set of 1 to 16 domain name delimiters for 802.1X users. No space is required between 


delimiters. Available delimiters include the at sign (@),backslash (\), dot (.), and forward slash (/). If 


you want to use backslash (\) as the domain name delimiter, you must enter the escape character (\) 


along with the backslash (\) sign. 


Usage guidelines 


Any character in the configured set can be used as the domain name delimiter for 802.1X authentication 


users.  


Usernames that include domain names typically use the username+domain-delimiter+domain-name 


format (for example, 123@abc). However, if the domain delimiter is the backslash (\), usernames that 


include domain names use the domain-name\username format. 


The delimiter set you configured overrides the default setting. If the at sign (@) is not included in the 


delimiter set, the device does not support the 802.1X users who use this sign as the domain name 


delimiter. 


If a username string contains multiple configured delimiters, the device takes the rightmost delimiter in 


the username string as the domain name delimiter. For example, if you configure the forward slash (/), 


dot (.), and backslash (\) as delimiters, the domain name delimiter for the username string 


121.123/22\@abc is the backslash (\). The username is @abc and the domain name is 121.123/22. 


Examples 


# Specify the at sign (@) and forward slash (/) as domain name delimiters. 


<Sysname> system-view 


[Sysname] dot1x domain-delimiter @/ 


Related commands 


display dot1x 


New feature: Online user handshake security 


Enabling the online user handshake security feature 


This feature works with the online user handshake feature to prevent 802.1X users who use illegal client 


software from bypassing iNode security check, such as dual network interface cards (NICs) detection. 


With this feature, the switch checks authentication information in the handshake packets from clients. If 


a user fails the handshake security checking, the switch sets the user to the offline state. 


To enable the online user handshake security feature: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 
interface interface-type interface-number N/A 
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Step Command Remarks 


3. Enable the online user 


handshake security 


feature. 


dot1x handshake secure 
By default, the feature is 


disabled. 


 


Command reference 


dot1x handshake secure 


Use dot1x handshake secure to enable the online user handshake security feature. 


Use undo dot1x handshake secure to restore the default. 


Syntax 


dot1x handshake secure 


undo dot1x handshake secure 


Default 


The online user handshake security feature is disabled. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


The online user handshake security feature enables the switch to prevent users from using illegal client 


software. 


The switch implements the feature based on the online user handshake feature. To bring the security 


feature into effect, make sure the online user handshake feature is enabled. 


The online user handshake security feature takes effect only on the network where the iNode client and 


IMC server are used. 


Examples 


# Enable the online user handshake security feature on port Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] dot1x handshake secure 


Related commands 


 display dot1x 


 dot1x handshake 
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New feature: EAD assistant 


Configuring the EAD assistant feature 


The EAD assistant feature enables the access device to redirect a user who is seeking to access the 


network to download and install an EAD client. This feature eliminates the administrative task to deploy 


EAD clients. 


EAD assistant is implemented by the following functionality: 


 Free IP. 


A free IP is a freely accessible network segment, which has a limited set of network resources 


such as software and DHCP servers. To ensure security strategy compliance, an unauthenticated 


user can access only this segment to perform operations. For example, the user can download 


EAD client from a software server or obtain a dynamic IP address from a DHCP server. 


 Redirect URL. 


If an unauthenticated 802.1X user is using a Web browser to access the network, the EAD 


assistant feature redirects the user to a specific URL. For example, you can use this feature to 


redirect the user to the EAD client software download page. 


The EAD assistant feature creates an ACL-based EAD rule automatically to open access to the redirect 


URL for each redirected user. 


EAD rules are implemented by using ACL resources. When the EAD rule timer expires or the user passes 


authentication, the rule is removed. If users fail to download EAD client or fail to pass authentication 


before the timer expires, they must reconnect to the network to access the free IP. 


Configuration guidelines 


When you configure the EAD assistant feature, follow these restrictions and guidelines: 


 You must disable MAC authentication and port security globally before you enable the EAD 


assistant feature. 


 To make the EAD assistant feature take effect on an 802.1X-enabled port, you must set the port 


authorization mode to auto. 


 When global MAC authentication or port security is enabled, the free IP does not take effect. 


 If you use free IP, guest VLAN, and Auth-Fail VLAN features together, make sure the free IP 


segments are in both guest VLAN and Auth-Fail VLAN. 


 To allow a user to obtain a dynamic IP address before it passes 802.1X authentication, make sure 


the DHCP server is on the free IP segment. 


 The server that provides the redirect URL must be on the free IP accessible to unauthenticated users. 


 To avoid using up ACL resources when a large number of EAD users exist, you can shorten the 


EAD rule timer. 


Configuration procedure 


To configure the EAD assistant feature: 
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Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable EAD assistant. dot1x ead-assistant enable By default, this feature is disabled. 


3. Configure a free IP. 


dot1x ead-assistant free-ip ip-


address { mask-length | mask-


address } 


By default, no free IP is configured. 


4. (Optional.) Configure the 


redirect URL. 


dot1x ead-assistant url url-


string 


By default, no redirect URL is 


configured. 


Configure the redirect URL if users will 


use Web browsers to access the 


network. 


5. (Optional.) Set the EAD 


rule timer. 


dot1x timer ead-timeout ead-


timeout-value 
The default setting is 30 minutes. 


 


Command reference 


dot1x ead-assistant enable 


Use dot1x ead-assistant enable to enable the EAD assistant feature. 


Use undo dot1x ead-assistant enable to disable the EAD assistant feature. 


Syntax 


dot1x ead-assistant enable 


undo dot1x ead-assistant enable 


Default 


The EAD assistant feature is disabled. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


The EAD assistant feature enables the access device to redirect a user seeking to access the network to 


download and install EAD client. This feature eliminates the tedious job of the administrator to deploy 


EAD clients. 


The feature is mutually exclusive with MAC authentication and port security. You must disable MAC 


authentication and port security globally before you enable the EAD assistant feature. 


To make the EAD assistant feature take effect on a port, you must enable 802.1X on the port and set 


the port authorization mode to auto. 


Examples 


# Enable the EAD assistant feature. 


<Sysname> system-view 


[Sysname] dot1x ead-assistant enable 
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Related commands 


 display dot1x 


 dot1x ead-assistant free-ip 


 dot1x ead-assistant url 


dot1x ead-assistant free-ip 


Use dot1x ead-assistant free-ip to configure a free IP. 


Use undo dot1x ead-assistant free-ip to restore the default. 


Syntax 


dot1x ead-assistant free-ip ip-address { mask-address | mask-length } 


undo dot1x ead-assistant free-ip { ip-address { mask-address | mask-length } | all } 


Default 


No free IP is configured. Users cannot access any segments before they pass 802.1X authentication. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


ip-address: Specifies a freely accessible IP address segment, also called a free IP. 


mask: Specifies an IP address mask. 


mask-length: Specifies IP address mask length in the range of 1 to 32. 


all: Removes all free IP addresses. 


Usage guidelines 


Execute this command multiple times to configure multiple free IPs. 


With EAD assistant enabled on the device, unauthenticated 802.1X users can access the network 


resources in the free IP segments before they pass 802.1X authentication. 


Examples 


# Configure 192.168.1.1/16 as a free IP. 


<Sysname> system-view 


[Sysname] dot1x ead-assistant free-ip 192.168.1.1 255.255.0.0 


Related commands 


 display dot1x 


 dot1x ead-assistant enable 


 dot1x ead-assistant url 


dot1x ead-assistant url 


Use dot1x ead-assistant url to configure a redirect URL. 
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Use undo dot1x ead-assistant url to restore the default. 


Syntax 


dot1x ead-assistant url url-string 


undo dot1x ead-assistant url 


Default 


No redirect URL is configured. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


url-string: Specifies a redirect URL, a case-insensitive string of 1 to 64 characters in the format 


http://string. 


Usage guidelines 


When an unauthenticated user uses a Web browser to access networks other than the free IP, the device 


redirects the user to the redirect URL. 


The redirect URL must be on the free IP subnet. 


If you execute the dot1x ead-assistant url command multiple times, the most recent configuration takes 


effect. 


Examples 


# Configure the redirect URL as http://test.com. 


<Sysname> system-view 


[Sysname] dot1x ead-assistant url http://test.com 


Related commands 


 display dot1x 


 dot1x ead-assistant enable 


 dot1x ead-assistant free-ip 


dot1x timer ead-timeout 


Use dot1x timer ead-timeout to set 802.1X EAD rule timers. 


Use undo dot1x timer ead-timeout to restore the defaults. 


Syntax 


dot1x timer ead-timeout ead-timeout-value  


undo dot1x timer ead-timeout  


Default 


EAD rule timer is 30 minutes. 


Views 


System view 
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Predefined user roles 


network-admin 


Parameters 


ead-timeout-value: Sets the EAD rule timer in minutes. The value range for the ead-timeout-value 


argument is 1 to 1440. 


Examples 


# Set the EAD rule timer to 10 minutes for 802.1X users. 


<Sysname> system-view 


[Sysname] dot1x timer ead-timeout 10 


Related commands 


 display dot1x 


 dot1x ead-assistant enable 


 dot1x ead-assistant free-ip 


New feature: MAC authentication guest VLAN 


Configuring a MAC authentication guest VLAN 


You must configure the MAC authentication guest VLAN on a hybrid port. Before you configure the 


MAC authentication guest VLAN on a hybrid port, complete the following tasks: 


 Enable MAC authentication globally and on the port. 


 Enable MAC-based VLAN on the port. 


 Create the VLAN to be specified as the MAC authentication guest VLAN. 


 Configure the VLAN as an untagged member on the port. 


When you configure the MAC authentication guest VLAN on a port, follow the guidelines in Table 28 


Table 28 Relationships of the MAC authentication guest VLAN with other security features 


Feature Relationship description Reference 


Quiet feature of MAC 


authentication 


The MAC authentication guest VLAN feature 


has higher priority.  


When a user fails MAC authentication, the 


user can access the resources in the guest 


VLAN. The user's MAC address is not marked 


as a silent MAC address. 


See Security Configuration 


Guide. 


Port intrusion protection 


The guest VLAN feature has higher priority 


than the block MAC action but lower priority 


than the shutdown port action of the port 


intrusion protection feature. 


See Security Configuration 


Guide. 


802.1X guest VLAN on a 


port that performs MAC-


based access control 


The MAC authentication guest VLAN does not 


take effect. A user who fails MAC 


authentication is not assigned to the MAC 


authentication guest VLAN. 


See Security Configuration 


Guide. 


 


To configure the MAC authentication guest VLAN on a port: 
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Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 


interface interface-type 


interface-number 
N/A 


3. Specify the MAC 


authentication guest 


VLAN on the port. 


mac-authentication guest-vlan 


guest-vlan-id 


By default, no MAC authentication guest 


VLAN is configured. 


You can configure only one MAC 


authentication guest VLAN on a port. 


 


Command reference 


mac-authentication guest-vlan 


Use mac-authentication guest-vlan to specify the MAC authentication guest VLAN on a port. 


Use undo mac-authentication guest-vlan to restore the default. 


Syntax 


mac-authentication guest-vlan guest-vlan-id 


undo mac-authentication guest-vlan 


Default 


No MAC authentication guest VLAN is configured on a port. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


guest-vlan-id: Specifies a VLAN as the MAC authentication guest VLAN. The value range for the VLAN 


ID is 1 to 4094. 


Usage guidelines 


The MAC authentication guest VLAN accommodates MAC authentication users who have failed MAC 


authentication on the port. Users in the VLAN can access a limited set of network resources, such as a 


software server, to download antivirus software and system patches. If no MAC authentication guest 


VLAN is configured, the user who fails MAC authentication cannot access any network resources. 


Before you delete a VLAN that has been set as a MAC authentication guest VLAN, use the undo mac-


authentication guest-vlan command to remove the guest VLAN configuration. 


Examples 


# Configure VLAN 100 as the MAC authentication guest VLAN on port Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] mac-authentication guest-vlan 100 
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Related commands  


 display mac-authentication 


 reset mac-authentication guest-vlan 


New feature: MAC authentication critical VLAN 


Configuring a MAC authentication critical VLAN 


You must configure the MAC authentication critical VLAN on a hybrid port. Before you configure the 


MAC authentication critical VLAN on a hybrid port, complete the following tasks: 


 Enable MAC authentication globally and on the port. 


 Enable MAC-based VLAN on the port. 


 Create the VLAN to be specified as the MAC authentication critical VLAN. 


 Configure the VLAN as an untagged member on the port. 


When you configure the MAC authentication critical VLAN on a port, follow the guidelines in Table 4 


Table 4 Relationships of the MAC authentication critical VLAN with other security features 


Feature Relationship description Reference 


Quiet feature of MAC 


authentication 


The MAC authentication critical VLAN feature has 


higher priority. 


When a user fails MAC authentication because 


no RADIUS authentication server is reachable, the 


user can access the resources in the critical 


VLAN. The user's MAC address is not marked as 


a silent MAC address. 


See Security Configuration 


Guide. 


Port intrusion protection 


The critical VLAN feature has higher priority than 


the block MAC action but lower priority than the 


shutdown port action of the port intrusion 


protection feature. 


See Security Configuration 


Guide. 


 


To configure the MAC authentication critical VLAN on a port: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number 
N/A 


3. Specify the MAC 


authentication critical 


VLAN on the port. 


mac-authentication critical vlan critical-


vlan-id 


By default, no MAC authentication 


critical VLAN is configured. 


You can configure only one MAC 


authentication critical VLAN on a 


port.  
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Command reference 


mac-authentication critical vlan 


Use mac-authentication critical vlan to specify the MAC authentication critical VLAN on a port. 


Use undo mac-authentication critical vlan to restore the default. 


Syntax 


mac-authentication critical vlan critical-vlan-id 


undo mac-authentication critical vlan 


Default 


No MAC authentication critical VLAN is configured on a port. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


critical-vlan-id: Specifies a VLAN as the MAC authentication critical VLAN. The value range for the 


VLAN ID is 1 to 4094.  


Usage guidelines 


The MAC authentication critical VLAN accommodates users who fail MAC authentication because all 


the servers in their ISP domains are unreachable. Users in this critical VLAN can access a limited set of 


network resources. 


The critical VLAN feature takes effect when MAC authentication is performed only through RADIUS 


servers. If a MAC authentication user fails local authentication after RADIUS authentication, the user is 


not assigned to the critical VLAN. 


Before you delete a VLAN that has been set as a MAC authentication critical VLAN, use the undo mac-


authentication critical vlan command to remove the critical VLAN configuration. 


Examples 


# Configure VLAN 100 as the MAC authentication critical VLAN on Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] mac-authentication critical vlan 100 


Related commands 


 display mac-authentication 


 reset mac-authentication critical-vlan 
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New feature: MAC authentication keep-online feature 


Configuring the MAC authentication keep-online feature 


By default, the device logs off online MAC authentication users if no server is reachable for MAC 


reauthentication. The keep-online feature keeps authenticated MAC authentication users online when 


no server is reachable for MAC reauthentication. 


In a fast-recovery network, you can use the keep-online feature to prevent MAC authentication users 


from coming online and going offline frequently. 


To configure the MAC authentication keep-online feature: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet interface 


view. 


interface interface-type interface-


number 
N/A 


3. Enable the keep-online feature 


for authenticated MAC 


authentication users on the port. 


mac-authentication re-authenticate 


server-unreachable keep-online 


By default, the keep-online 


feature is disabled. 


This command takes effect only 


when the authentication server 


assigns reauthentication 


attributes to the device. 


 


Command reference 


mac-authentication re-authenticate server-unreachable keep-online 


Use mac-authentication re-authenticate server-unreachable keep-online to enable the keep-online 


feature on a port. This feature keeps authenticated MAC authentication users online when no server is 


reachable for MAC reauthentication. 


Use undo mac-authentication re-authenticate server-unreachable to restore the default. 


Syntax 


mac-authentication re-authenticate server-unreachable keep-online 


undo mac-authentication re-authenticate server-unreachable 


Default 


The keep-online feature is disabled. The device logs off online MAC authentication users if no server is 


reachable for MAC reauthentication. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 
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Usage guidelines 


This command takes effect only after the server assigns the Radius-request action attribute to the 


authenticated MAC authentication user. The access device will reauthenticate the user when the session 


timeout timer expires. 


Examples 


# Enable the keep-online feature for authenticated MAC authentication users on Ten-GigabitEthernet 


1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] mac-authentication re-authenticate server-


unreachable keep-online 


Related commands 


display mac-authentication 


New feature: MAC authentication multi-VLAN mode on a port 


Enabling MAC authentication multi-VLAN mode on a port 


The MAC authentication multi-VLAN mode prevents an authenticated online user from service 


interruption caused by VLAN changes on a port. When the port receives a packet sourced from the 


user in a VLAN not matching the existing MAC-VLAN mapping, the device neither logs off the user nor 


reauthenticates the user. The device creates a new MAC-VLAN mapping for the user, and traffic 


transmission is not interrupted. The original MAC-VLAN mapping for the user remains on the device 


until it dynamically ages out. HP recommends that you configure this feature on hybrid or trunk ports. 


This feature improves transmission of data that is vulnerable to delay and interference. It is typically 


applicable to IP phone users. 


To enable MAC authentication multi-VLAN mode on a port: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 


interface interface-type interface-


number 
N/A 


3. Enable MAC authentication 


multi-VLAN mode. 


mac-authentication host-mode 


multi-vlan 


By default, this feature is disabled 


on a port. When the port receives 


a packet sourced from an 


authenticated user in a VLAN not 


matching the existing MAC-VLAN 


mapping, the device logs off and 


reauthenticates the user. 
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Command reference 


mac-authentication host-mode 


Use mac-authentication host-mode multi-vlan to enable MAC authentication multi-VLAN mode on a 


port. 


Use undo mac-authentication host-mode to restore the default. 


Syntax 


mac-authentication host-mode multi-vlan 


undo mac-authentication host-mode 


Default 


MAC authentication multi-VLAN mode is disabled on a port. When the port receives a packet sourced 


from an authenticated MAC address in a VLAN not matching the existing MAC-VLAN mapping, the 


device logs off and reauthenticates the user. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


The MAC authentication multi-VLAN mode prevents an authenticated online user from service 


interruption caused by VLAN changes on a port. When the port receives a packet sourced from the 


user in a VLAN not matching the existing MAC-VLAN mapping, the device neither logs off the user nor 


reauthenticates the user. The device creates a new MAC-VLAN mapping for the user, and traffic 


transmission is not interrupted. The original MAC-VLAN mapping for the user remains on the device 


until it dynamically ages out. HP recommends that you configure this feature on hybrid or trunk ports. 


This feature improves transmission of data that is vulnerable to delay and interference. It is typically 


applicable to IP phone users. 


Examples 


# Enable MAC authentication multi-VLAN mode on Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] mac-authentication host-mode multi-vlan 


Related commands 


display mac-authentication 


New feature: NAS-ID profile configuration for portal 


Applying a NAS-ID profile to a portal-enabled interface 


By default, the device sends its device name in the NAS-Identifier attribute of any RADIUS requests. 
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A NAS-ID profile enables you to send different NAS-Identifier attribute strings in RADIUS requests from 


different VLANs. The strings can be organization names, service names, or any user categorization 


criteria, depending on the administrative requirements. 


For example, map the NAS-ID companyA to all VLANs of company A. The device will send companyA 


in the NAS-Identifier attribute for the RADIUS server to identify requests from any Company A users. 


You can apply a NAS-ID profile to a portal-enabled interface. If no NAS-ID profile is specified on the 


interface or no matching NAS-ID is found in the specified profile, the device uses the device name as 


the interface NAS-ID. 


To apply a NAS-ID profile to a portal-enabled interface: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create a NAS-ID profile and 


enter NAS-ID profile view. 
aaa nas-id profile profile-name 


For more information about this 


command, see Security 


Commands Reference. 


3. Configure a NAS ID and 


VLAN binding in the profile. 


nas-id nas-identifier bind vlan 


vlan-id 


By default, no NAS ID and VLAN 


binding exists. 


For more information about this 


command, see Security 


Commands Reference. 


4. Return to system view. quit N/A 


5. Enter Layer 3 interface view. 
interface interface-type interface-


number 
N/A 


6. Specify the NAS-ID profile on 


the interface. 
portal nas-id-profile profile-name 


By default, no NAS-ID profile is 


specified on the portal-enabled 


interface. 


This feature is supported only by 


Layer 3 portal authentication. 


 


Command reference 


portal nas-id profile 


Use portal nas-id-profile to specify a NAS-ID profile for a portal-enabled interface. 


Use undo portal nas-id-profile to remove the NAS-ID profile from the interface. 


Syntax 


portal nas-id-profile profile-name 


undo portal nas-id-profile 


Default 


A portal-enabled interface is not specified with any NAS-ID profile. 


Views 


Layer 3 interface view 
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Parameters 


profile-name: Specifies the name of a NAS-ID profile, a case-insensitive string of 1 to 31 characters. 


Usage guidelines 


A NAS-ID profile defines the binding relationship between VLANs and NAS-IDs. To configure a NAS-


ID profile, use the aaa nas-id profile command. For more information, see Security Commands 


Reference. 


If a portal-enabled interface is specified with a NAS-ID profile, the interface prefers to use the bindings 


defined in the profile. 


If no NAS-ID profile is specified for a portal-enabled interface or no matching binding is found in the 


specified profile, the device uses the device name as the interface NAS-ID. 


Examples 


# Specify NAS-ID profile aaa for VLAN-interface 2. 


<Sysname> system-view 


[Sysname] interface vlan-interface 2 


[Sysname-Vlan-interface2] portal nas-id-profile aaa 


New feature: Authorization-fail-offline feature for port 


security users 


Enabling the authorization-fail-offline feature 


The authorization-fail-offline feature logs off port security users who fail ACL or user profile authorization. 


A user fails ACL or user profile authorization in the following situations: 


 The device fails to authorize the specified ACL or user profile to the user. 


 The server assigns a nonexistent ACL or user profile to the user. 


This feature does not apply to VLAN authorization failure. The device logs off these users directly. 


To enable the authorization-fail-offline feature: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable the authorization-fail-


offline feature. 


port-security authorization-fail 


offline 


By default, this feature is 


disabled, and the device does not 


log off users who fail ACL or user 


profile authorization. 


 


Command reference 


port-security authorization-fail offline 


Use port-security authorization-fail offline to enable the authorization-fail-offline feature. 


Use undo port-security authorization-fail offline to restore the default. 
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Syntax 


port-security authorization-fail offline 


undo port-security authorization-fail offline 


Default 


The authorization-fail-offline feature is disabled. The device does not log off users who fail ACL or user 


profile authorization. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


The authorization-fail-offline feature logs off port security users who fail ACL or user profile authorization. 


A user fails ACL or user profile authorization in the following situations: 


 The device fails to authorize the specified ACL or user profile to the user. 


 The server assigns a nonexistent ACL or user profile to the user. 


When this feature is disabled, the device does not log off users who fail ACL or user profile authorization. 


However, the device outputs messages to report the failure. 


Examples 


# Enable the authorization-fail-offline feature. 


<Sysname> system-view 


[Sysname] port-security authorization-fail offline 


Related commands 


display port-security 


New feature: Inactivity aging for secure MAC addresses of 


port security 


Enabling inactivity aging for secure MAC addresses 


This feature works with the secure MAC aging timer. When the aging timer expires for a secure MAC 


address, the switch detects whether traffic is sent from the secure MAC address. 


 If traffic is detected, the switch restarts the aging timer for the MAC address. 


 If traffic is not detected, the switch ages out the MAC address. 


This feature prevents the unauthorized use of a secure MAC address when the authorized user is offline. 


To enable inactivity aging for secure MAC addresses: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 
interface interface-type interface-number N/A 
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Step Command Remarks 


3. Enable inactivity aging 


for secure MAC 


addresses. 


port-security mac-address aging-type 


inactivity 


By default, the inactivity aging 


feature is disabled. 


 


Command reference 


port-security mac-address aging-type inactivity 


Use port-security mac-address aging-type inactivity to enable inactivity aging for secure MAC 


addresses (sticky or dynamic). 


Use undo port-security mac-address aging-type inactivity to restore the default. 


Syntax 


port-security mac-address aging-type inactivity 


undo port-security mac-address aging-type inactivity 


Default 


The inactivity aging feature is disabled. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


If only the aging timer is configured, the aging timer counts up regardless of whether traffic data has 


been sent from the sticky MAC address. When you use the aging timer together with the inactivity 


aging feature, the aging timer restarts once traffic data is detected from the sticky MAC address. The 


inactivity aging feature prevents the unauthorized use of a secure MAC address when the authorized 


user is offline. The feature also removes outdated secure MAC addresses so that new secure MAC 


addresses can be learned or configured. 


Examples 


# Enable inactivity aging for secure MAC addresses on Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] port-security mac-address aging-type inactivity 


Related commands 


display port-security 
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New feature: Dynamic secure MAC feature for port security 


Enabling the dynamic secure MAC feature for port security 


The dynamic secure MAC feature converts sticky MAC addresses to dynamic and disables saving them 


to the configuration file. All dynamic MAC addresses are lost at reboot. Use this feature when you 


want to clear all sticky MAC addresses after a device reboot. 


You can display dynamic secure MAC addresses by using the display port-security mac-address 


security command. 


To enable the dynamic secure MAC feature: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view. 
interface interface-type interface-number N/A 


3. Enable the dynamic 


secure MAC feature. 
port-security mac-address dynamic 


By default, the dynamic secure 


MAC feature is disabled. Sticky 


MAC addresses can be saved to 


the configuration file. Once 


saved, they can survive a device 


reboot. 


 


Command reference 


port-security mac-address dynamic 


Use port-security mac-address dynamic to enable the dynamic secure MAC feature. 


Use undo port-security mac-address dynamic to disable the dynamic secure MAC feature. 


Syntax 


port-security mac-address dynamic 


undo port-security mac-address dynamic 


Default 


The dynamic secure MAC feature is disabled. Sticky MAC addresses can be saved to the configuration 


file. Once saved, they survive a device reboot. 


Views 


Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Usage guidelines 


The dynamic secure MAC feature converts sticky MAC addresses to dynamic and disables saving them 


to the configuration file. 
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After you execute this command, you cannot manually configure sticky MAC addresses, and secure 


MAC addresses automatically learned by a port in autoLearn mode are also dynamic. All dynamic 


MAC addresses are lost at reboot. Use this command when you want to clear all sticky MAC addresses 


after a device reboot. 


You can display dynamic secure MAC addresses by using the display port-security mac-address 


security command. 


The undo port-security mac-address dynamic command converts all dynamic secure MAC addresses 


on the port to sticky MAC addresses. You can manually configure sticky MAC addresses. 


Examples 


# Enable the dynamic secure MAC feature on Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] port-security mac-address dynamic 


Related commands 


 display port-security 


 display port-security mac-address security 


New feature: NAS-ID profile configuration for port security 


Applying NAS-ID profile to port security 


By default, the switch sends its device name in the NAS-Identifier attribute of any RADIUS requests. 


A NAS-ID profile enables you to send different NAS-Identifier attribute strings in RADIUS requests from 


different VLANs. The strings can be organization names, service names, or any user categorization 


criteria, depending on the administrative requirements. 


For example, map the NAS-ID companyA to all VLANs of company A. The device will send companyA 


in the NAS-Identifier attribute for the RADIUS server to identify requests from any Company A users. 


You can apply a NAS-ID profile to port security globally or on a port. On a port, the port-specific NAS-


ID profile takes precedence over the NAS-ID profile specified globally. 


 If a port-specific NAS-ID profile is specified and a match binding is found in the profile, the device 


uses the binding defined in the profile. 


 If no port-specific NAS-ID profile is specified, the device searches for the NAS-ID profile specified 


in system view. 


 If no NAS-ID profile is specified or no matching binding is found in the specified profile, the device 


uses the device name as the NAS-ID. 


For more information about the NAS-ID profile configuration, see "Configuring AAA." 


To specify a NAS-ID profile for port security: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 
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Step Command Remarks 


2. Specify a NAS-ID profile by 


its name. 


 In system view: 


port-security nas-id-profile 


profile-name 


 In Layer 2 Ethernet interface 


view: 


a. interface interface-type 


interface-number 


b. port-security nas-id-


profile profile-name 


By default, no NAS-ID profile is 


specified in system view or in 


Layer 2 Ethernet interface view. 


 


Command reference 


port-security nas-id profile 


Use port-security nas-id profile to apply a NAS-ID profile to global or port-based port security. 


Use undo port-security nas-id profile to remove the NAS-ID profile for port security globally or on a 


port. 


Syntax 


port-security nas-id profile profile-name 


undo port-security nas-id profile 


Default 


No NAS-ID profile is applied to port security globally or on any port. 


Views 


System view, Layer 2 Ethernet interface view 


Predefined user roles 


network-admin 


Parameters 


profile-name: Specifies a NAS-ID profile by its name. The argument is a case-insensitive string of 1 to 


31 characters. A NAS-ID profile defines NAS-ID and VLAN bindings. You can create a NAS-ID profile 


by using the aaa nas-id profile command (see Security Command Reference). 


Usage guidelines 


On a port, the port-specific NAS-ID profile takes precedence over the NAS-ID profile specified in system 


view. 


 If a port-specific NAS-ID profile is specified and a match binding is found in the profile, the device 


uses the binding defined in the profile. 


 If no port-specific NAS-ID profile is specified, the device searches for the NAS-ID profile specified 


in system view. 


 If no NAS-ID profile is specified or no matching binding is found in the specified profile, the device 


uses the device name as the NAS-ID. 


Examples 


# Apply NAS-ID profile aaa to Ten-GigabitEthernet 1/0/1 for port security. 
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<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] port-security nas-id-profile aaa 


Related commands 


aaa nas-id profile (Security Command Reference) 


New feature: Default target user role for temporary user role 


authorization 


Specifying the default target user role for temporary user role 


authorization 


The default target user role is applied to the super or super password command when you do not 


specify a user role for the command. 


To specify the default target user role for temporary user role authorization: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Specify the default target 


user role for temporary 


user role authorization. 


super default role rolename 
By default, the default target user 


role is network-admin. 


 


Command reference 


super default role 


Use super default role to specify the default target user role for temporary user role authorization. 


Use undo super default role to restore the default. 


Syntax 


super default role rolename 


undo super default role 


Default 


The default target user role is network-admin. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


rolename: Specifies the name of the default target user role, a case-sensitive string of 1 to 63 characters. 


The user role must exist in the system. 
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Usage guidelines 


The default target user role is applied to the super or super password command when you do not 


specify a user role for the command. 


Examples 


# Specify the default target user role as network-operator for temporary user role authorization. 


<Sysname> system-view 


[Sysname] super default role network-operator 


Related commands 


 super 


 super password 


New feature: NAS-ID profile configuration 


Configuring a NAS-ID profile 


By default, the device sends its device name in the NAS-Identifier attribute of any RADIUS requests. 


A NAS-ID profile enables you to send different NAS-Identifier attribute strings in RADIUS requests from 


different VLANs. The strings can be organization names, service names, or any user categorization 


criteria, depending on the administrative requirements. 


For example, map the NAS-ID companyA to all VLANs of company A. The device will send companyA 


in the NAS-Identifier attribute for the RADIUS server to identify requests from any Company A users. 


You can apply a NAS-ID profile to portal- or port security-enabled interfaces. For more information, see 


"Configuring portal" and "Configuring port security." 


A NAS-ID can be bound with more than one VLAN, but a VLAN can be bound with only one NAS-ID. 


To configure a NAS-ID profile: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create a NAS-ID profile 


and enter NAS-ID profile 


view. 


aaa nas-id profile profile-name N/A 


3. Configure a NAS-ID and 


VLAN binding in the 


profile. 


nas-id nas-identifier bind vlan vlan-id 
By default, no NAS-ID and VLAN 


binding exists. 


 


Command reference 


aaa nas-id profile 


Use aaa nas-id profile to create a NAS-ID profile and enter NAS-ID profile view. 


Use undo aaa nas-id profile to remove a NAS-ID profile. 


Syntax 


aaa nas-id profile profile-name 







164 


undo aaa nas-id profile profile-name 


Default 


No NAS-ID profile exists. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


profile-name: Specifies the NAS-ID profile name, a case-insensitive string of 1 to 31 characters. 


Usage guidelines 


Configure a NAS-ID profile to maintain NAS-ID and VLAN bindings on the device. 


Examples 


# Create a NAS-ID profile named aaa. 


<Sysname> system-view 


[Sysname] aaa nas-id profile aaa 


[Sysname-nas-id-prof-aaa] 


nas-id bind vlan 


Use nas-id bind vlan to bind a NAS-ID with a VLAN. 


Use undo nas-id bind vlan to remove a NAS-ID and VLAN binding. 


Syntax 


nas-id nas-identifier bind vlan vlan-id 


undo nas-id nas-identifier bind vlan vlan-id 


Default 


No NAS-ID and VLAN binding exists. 


Views 


NAS-ID profile view 


Predefined user roles 


network-admin 


Parameters 


nas-identifier: Specifies a NAS-ID, a case-sensitive string of 1 to 31 characters. 


vlan-id: Specifies a VLAN ID in the range of 1 to 4094. 


Usage guidelines 


You can configure multiple NAS-ID and VLAN bindings in a NAS-ID profile. 


A NAS-ID can be bound with more than one VLAN, but a VLAN can be bound with only one NAS-ID. 


If you configure multiple bindings for the same VLAN, the most recent configuration takes effect. 
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Examples 


# Bind NAS-ID 222 with VLAN 2 in NAS-ID profile aaa. 


<Sysname> system-view 


[Sysname] aaa nas-id profile aaa 


[Sysname-nas-id-prof-aaa] nas-id 222 bind vlan 2 


New feature: IPsec anti-replay redundancy 


Configuring IPsec anti-replay redundancy 


This feature synchronizes the following information from the master device to all subordinate devices in 


an IRF fabric at configurable packet-based intervals: 


 Lower bound values of the IPsec anti-replay window for inbound packets. 


 IPsec anti-replay sequence numbers for outbound packets. 


This feature, used together with IPsec redundancy, ensures uninterrupted IPsec traffic forwarding and 


anti-replay protection when the master device in an IRF fabric fails. 


To configure IPsec anti-replay redundancy: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable IPsec redundancy. ipsec redundancy enable 
By default, IPsec redundancy is 


disabled. 


3. Enter IPsec policy view or 


IPsec policy template view. 


 Enter IPsec policy view: 


ipsec { policy | ipv6-policy } 


policy-name seq-number [ 


isakmp | manual ] 


 Enter IPsec policy template 


view: 


ipsec { policy-template | ipv6-


policy-template } template-


name seq-number 


N/A 


4. Set the anti-replay window 


synchronization interval for 


inbound packets and the 


sequence number 


synchronization interval for 


outbound packets. 


redundancy replay-interval 


inbound inbound-interval 


outbound outbound-interval 


By default, the master device 


synchronizes the anti-replay 


window every time it receives 


1000 packets and the sequence 


number every time it sends 


100000 packets. 


 


Command reference 


ipsec redundancy enable 


Use ipsec redundancy enable to enable IPsec redundancy. 


Use undo ipsec redundancy enable to disable IPsec redundancy. 
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Syntax 


ipsec redundancy enable 


undo ipsec redundancy enable 


Default 


IPsec redundancy is disabled. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


With IPsec redundancy enabled, the system synchronizes the following information from the master 


device to all subordinate devices in an IRF fabric at configurable intervals: 


 Lower bound values of the IPsec anti-replay window for inbound packets. 


 IPsec anti-replay sequence numbers for outbound packets. 


The synchronization ensures uninterrupted IPsec traffic forwarding and anti-replay protection when the 


master device in an IRF fabric fails. 


To configure synchronization intervals, use the redundancy replay-interval command. 


Examples 


# Enable IPsec redundancy. 


<Sysname> system-view 


[Sysname] ipsec redundancy enable 


redundancy replay-interval 


Use redundancy replay-interval to set the anti-replay window lower bound value synchronization 


interval for inbound packets and the sequence number synchronization interval for outbound packets. 


Use undo redundancy replay-interval to restore the default. 


Syntax 


redundancy replay-interval inbound inbound-interval outbound outbound-interval 


undo redundancy replay-interval 


Default 


The master device synchronizes the anti-replay window lower bound value every time it receives 1000 


packets and synchronizes the sequence number every time it sends 100000 packets. 


Views 


IPsec policy view, IPsec policy template view 


Predefined user roles 


network-admin 


Parameters 


inbound inbound-interval: Sets the interval at which the master device synchronizes the lower bound 


value of the IPsec anti-replay window to subordinate devices. This interval is expressed in the number 
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of received packets, in the range of 0 to 1000. If you set the value to 0, the lower bound value of the 


anti-replay window will not be synchronized. 


outbound outbound-interval: Sets the interval at which the master device synchronizes the IPsec anti-


replay sequence number to subordinate devices. This interval is expressed in the number of sent packets, 


in the range of 1000 to 100000. 


Usage guidelines 


The intervals take effect only after you enable IPsec redundancy by using the ipsec redundancy enable 


command. 


A short interval improves the anti-replay information consistency between the master device and the 


subordinate devices in an IRF fabric, but it sacrifices the forwarding performance of the devices. 


Examples 


# Set the anti-replay window lower bound value synchronization interval for inbound packets to 800. 


Set the sequence number synchronization interval for outbound packets to 50000. 


<Sysname> system-view 


[Sysname] ipsec policy test 1 


[sysname-ipsec-policy-test-1] redundancy relay-interval inbound 800 outbound 50000 


New feature: User profiles 


Overview 


A user profile saves a set of predefined parameters, such as a QoS policy. 


The user profile application allows flexible traffic policing on a per-user basis. Each time a user passes 


authentication, the device automatically applies the parameters in the user profile to this user. 


The user profile restricts authenticated user behaviors as follows: 


1. After the authentication server verifies a user, the server sends the device the name of the user 


profile specified for the user. 


2. The device applies the parameters in the user profile to the user. 


3. When the user logs out, the device automatically removes the user profile parameters. 


Configuration task list 


Tasks at a glance 


(Required.) Creating a user profile 


(Required.) Configuring parameters for a user profile 


 


Configuration restrictions and guidelines 


Before creating a user profile, perform the following tasks: 


4. Plan the authentication method for your network. The user profile supports working with 802.1X 


and MAC authentication. 
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 In remote authentication, specify a user profile for each user account on the authentication 


server. 


 In local authentication, specify a user profile for each user account in the local user view. For 


more information, see "Configuring AAA." 


5. Configure the authentication parameters on the client, the device, and the authentication server. 


The parameters include username, password, authentication scheme, and authentication 


domain. 


Creating a user profile 


To create a user profile: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create a user profile and 


enter user profile view. 
user-profile profile-name 


You can use the command to 


enter the view of an existing user 


profile.  


 


Configuring parameters for a user profile 


Configurations in user profile view take effect only after the device applies the user profile to the user. 


Configuring QoS parameters for traffic management 


To configure QoS parameters: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter user profile view. user-profile profile-name N/A 


3. Apply a QoS policy 
qos apply policy policy-name 


{ inbound | outbound } 


The QoS policy must already 


exist. 


For information about QoS policy 


configuration, see ACL and QoS 


Configuration Guide. 


 


Displaying and maintaining user profiles 


Execute display commands in any view. 
 


Task Command 


Display configuration and online user information 


for the specified user profile or all user profiles. 


display user-profile [ name profile-name ] [ slot slot-


number ] 
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User profile configuration examples 


Local 802.1X authentication/authorization with QoS policy configuration 


example 


Network requirements 


As shown in Figure 16, the access switch performs local 802.1X authentication and authorization for 


User A, User B, and User C. 


Configure user profiles for the users and apply a QoS policy to each user to implement the following 


functions: 


 Deny User A's access to the network from 8:30 to 12:00 daily. 


 Limit the outgoing traffic rate to 2000 kbps for User B. 


 Limit the incoming traffic rate to 4000 kbps for User C. 


Figure 16 Network diagram 


 
 


Configuration procedure 


1. Configure a QoS policy to control the access time for User A: 


# Create periodic time range for_usera, setting it to be active from 8:30 to 12:00 daily. 


[Switch] time-range for_usera 8:30 to 12:00 daily 


# Configure IPv4 basic ACL 2000 to identify packets in time range for_usera. 


[Switch] acl number 2000 


[Switch-acl-basic-2000] rule permit time-range for_usera 


[Switch-acl-basic-2000] quit 


# Create traffic class for_usera, and define a match criterion to match ACL 2000. 


[Switch] traffic classifier for_usera 


[Switch-classifier-for_usera] if-match acl 2000 


[Switch-classifier-for_usera] quit 


# Create traffic behavior for_usera, and configure a traffic filtering action as deny. 


[Switch] traffic behavior for_usera 


[Switch-behavior-for_usera] filter deny 


[Switch-behavior-for_usera] quit 


User A


Internet


Switch


User B


User C
Domain: user


XGE1/0/1
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# Create QoS policy for_usera, and associate traffic class for_usera with traffic behavior 


for_usera. 


[Switch] qos policy for_usera 


[Switch-qospolicy-for_usera] classifier for_usera behavior for_usera 


[Switch-qospolicy-for_usera] quit 


2. Configure a user profile for User A, and apply the QoS policy: 


# Create user profile usera. 


[Switch] user-profile usera 


# Apply the QoS policy to the incoming traffic of the switch. 


[Switch-user-profile-usera] qos apply policy for_usera inbound 


[Switch-user-profile-usera] quit 


3. Configure a QoS policy to limit the outgoing traffic rate of User B: 


# Create traffic class class, and define a match criterion to match all packets. 


[Switch] traffic classifier class 


[Switch-classifier-class] if-match any 


[Switch-classifier-class] quit 


# Create traffic behavior for_userb, and configure a CAR action in traffic behavior database. 


Set the CIR to 2000 kbps. 


[Switch] traffic behavior for_userb 


[Switch-behavior-for_userb] car cir 2000 


[Switch-behavior-for_userb] quit 


# Create QoS policy for_userb, and associate traffic class class with traffic behavior for_userb. 


[Switch] qos policy for_userb 


[Switch-qospolicy-for_userb] classifier class behavior for_userb 


[Switch-qospolicy-for_userb] quit 


4. Configure a user profile for User B, and apply the QoS policy: 


# Create user profile userb. 


[Switch] user-profile userb 


# Apply the QoS policy to the incoming traffic of the switch. 


[Switch-user-profile-userb] qos apply policy for_userb inbound 


[Switch-user-profile-userb] quit 


5. Configure a QoS policy to limit the incoming traffic rate on User C: 


# Create traffic behavior for_userc, and configure a CAR action in traffic behavior database. 


Set the CIR to 4000 kbps. 


[Switch] traffic behavior for_userc 


[Switch-behavior-for_userc] car cir 4000 


[Switch-behavior-for_userc] quit 


# Create QoS policy for_userc, and associate traffic class class with traffic behavior for_userc. 


[Switch] qos policy for_userc 


[Switch-qospolicy-for_userc] classifier class behavior for_userc 


[Switch-qospolicy-for_userc] quit 


6. Configure a user profile for User C, and apply the QoS policy: 


# Create user profile userc. 


[Switch] user-profile userc 


# Apply the QoS policy to the outgoing traffic of the switch. 
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[Switch-user-profile-userc] qos apply policy for_userc outbound 


[Switch-user-profile-userc] quit 


7. Add local users: 


# Add local user usera. 


[Switch] local-user usera class network 


New local user added.  


# Set the password of local user usera to a12345 in plain text. 


[Switch-luser-network-usera] password simple a12345 


# Specify the service type as lan-access for usera. 


[Switch-luser-network-usera] service-type lan-access 


# Configure the authorization user profile as usera. 


[Switch-luser-network-usera] authorization-attribute user-profile usera 


[Switch-luser-network-usera] quit 


# Add local user userb. 


[Switch] local-user userb class network 


New local user added.  


# Set the password of local user userb to b12345 in plain text. 


[Switch-luser-network-userb] password simple b12345 


# Specify the service type as lan-access for userb. 


[Switch-luser-network-userb] service-type lan-access 


# Configure the authorization user profile as userb. 


[Switch -luser-network-userb] authorization-attribute user-profile userb 


[Switch -luser-network-userb] quit 


# Add local user userc. 


[Switch] local-user userc class network 


New local user added.  


# Set the password of local user userc to c12345 in plain text. 


[Switch-luser-network-userc] password simple c12345 


# Specify the service type as lan-access for userc. 


[Switch-luser-network-userc] service-type lan-access 


# Configure the authorization user profile as userc. 


[Switch-luser-network-userc] authorization-attribute user-profile userc 


[Switch-luser-network-userc] quit 


8. Configure the authentication, authorization, and accounting method for local users: 


# Configure ISP domain user to use local authentication and authorization without accounting 


for local users. 


[Switch] domain user 


[Switch-isp-user] authentication lan-access local 


[Switch-isp-user] authorization lan-access local 


[Switch-isp-user] accounting login none 


[Switch-isp-user] quit 


9. Configure 802.1X: 


# Enable 802.1X on Ten-GigabitEthernet 1/0/1. 


[Switch] interface ten-gigabitethernet 1/0/1 


[SwitchA-Ten-GigabitEthernet1/0/1] dot1x 
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# Configure Ten-GigabitEthernet 1/0/1 to implement MAC-based access control (the default). 


[Switch-Ten-GigabitEthernet1/0/1] dot1x port-method macbased 


[Switch-Ten-GigabitEthernet1/0/1] quit 


# Enable 802.1X globally. 


[Switch] dot1x 


Verifying the configuration 


# Use the correct usernames and passwords to access the network from User A, User B, and User C. A 


username must include the ISP domain name. For example, enter username usera@user and password 


a12345 for User A. 


# Verify that the user profiles are active for User A, User B, and User C. 


<Switch> display user-profile 


  User-Profile: usera 


    Inbound: 


      Policy: for_usera 


 


    slot 1: 


      User -: 


        Authentication type: 802.1X 


        Network attributes: 


          Interface    : Ten-GigabitEthernet1/0/1 


          MAC address  : 6805-ca06-557b 


          Service VLAN : 1 


 


  User-Profile: userb 


    Inbound: 


      Policy: for_userb 


 


    slot 1: 


      User -: 


        Authentication type: 802.1X 


        Network attributes: 


          Interface    : Ten-GigabitEthernet1/0/1 


          MAC address  : 80c1-6ee0-2664 


          Service VLAN : 1 


 


  User-Profile: userc 


    Outbound: 


      Policy: for_userc 


 


    slot 1: 


      User -: 


        Authentication type: 802.1X 


        Network attributes: 


          Interface    : Ten-GigabitEthernet1/0/1 


          MAC address  : 6805-ca05-3efa 


          Service VLAN : 1 







173 


Command reference 


display user-profile 


Use display user-profile to display configuration and online user information for a user profile or all 


user profiles. 


Syntax 


display user-profile [ name profile-name ] [ slot slot-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


name profile-name: Specifies a user profile by its name, a case-sensitive string of 1 to 31 characters. 


Valid characters include English letters, digits, and underscores (_). The name must start with an English 


letter. If you do not specify this option, the command displays configuration and online user information 


for all user profiles. 


slot slot-number: Specifies an IRF 2 member device by its member ID or a PEX by its virtual slot number. 


If you do not specify this option on an IRF 2 fabric, the command displays user profile configuration 


and online user information on all member devices. If you do not specify this option on an Enhanced 


IRF system, the command displays user profile configuration and online user information on all parent 


devices and PEXs. 


Examples 


# Display configuration and online user information for all user profiles. 


<Sysname> display user-profile 


  User-Profile: abc 


    Inbound: 


      Policy: abc 


    Outbound: 


      Policy: abc 


 


    slot 1: 


      User -: 


        Authentication type: 802.1X 


        Network attributes: 


          Interface    : Ten-GigabitEthernet1/0/1 


          MAC address  : 6805-ca06-557b 


          Service VLAN : 1   


Table 29 Command output 


Field Description 


User-Profile  User profile name. 
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Field Description 


Policy Policy name. 


Authentication type 


Authentication type: 


 802.1X—802.1X authentication. 


 MACA—MAC authentication. 


Network attributes Online user information. 


 


user-profile 


Use user-profile to create a user profile and enter user profile view. 


Use undo user-profile to remove a user profile. 


Syntax 


user-profile profile-name 


undo user-profile profile-name 


Default 


No user profile exists. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


profile-name: Specifies a user profile by its name, a case-sensitive string of 1 to 31 characters. A user 


profile name can only contain English letters, digits, and underscores (_), and it must start with an 


English letter. 


Usage guidelines 


You can use the command to enter the view of an existing user profile. 


Examples 


# Create user profile a123 and enter the view of user profile a123. 


<Sysname> system-view 


[Sysname] user-profile a123 


[Sysname-user-profile-a123] 


New feature: User validity check rules for ARP detection 


Configuring user validity check rules for ARP detection 


ARP detection does not check ARP packets received from ARP trusted ports.  


The device checks user validity upon receiving an ARP packet from an ARP untrusted interface as follows: 


1. Uses the user validity check rules to matches the sender IP and MAC addresses of the ARP 


packet. 
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 If a match is found, the device processes the ARP packet according to the rule. 


 If no match is found, proceeds to step 2. 


2. Uses static IPSG bindings and DHCP snooping entries to match the sender IP and MAC 


addresses of the ARP packet. 


 If a match is found, the device forwards the ARP packet. 


 If no match is found, proceeds to step 3. 


3. Discards the ARP packet. 


To configure user validity check rules for ARP detection: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Configure a user validity 


check rule. 


arp detection rule rule-id { deny | permit } 


ip { any | ip-address [ ip-address-mask ] } 


mac { any | mac-address [ mac-address-


mask ] } [ vlan vlan-id ] 


By default, no user validity 


check rule is configured. 


 


Command reference 


arp detection rule 


Use arp detection rule to configure a user validity check rule. 


Use undo arp detection rule to restore the default. 


Syntax 


arp detection rule rule-id { deny | permit } ip { any | ip-address [ ip-address-mask ] } mac { any | mac-


address [ mac-address-mask ] } [ vlan vlan-id ] 


undo arp detection rule [ rule-id ] 


Default 


No user validity check rule is configured. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


rule-id: Assigns an ID to the user validity check rule. The ID value range is 0 to 511. A smaller value 


represents a higher priority. 


deny: Denies matching ARP packets. 


permit: Permits matching ARP packets. 


ip { any | ip-address [ ip-address-mask ] }: Specifies the sender IP address as the match criterion. 


 any: Matches any sender IP address. 


 ip-address: Specifies a sender IP address. 
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 ip-address-mask: Specifies the mask for the sender IP address. 


mac { any | mac-address [ mac-address-mask ] }: Specifies the sender MAC address as the match 


criterion. 


 any: Matches any sender MAC address. 


 mac-address: Specifies a sender MAC address in the H-H-H format. 


 mac-address-mask: Specifies the MAC address mask in the H-H-H format. 


vlan vlan-id: Specifies the ID of a VLAN to which the specified rule applies. The value range for the 


VLAN ID is 1 to 4094. 


Examples 


# Configure a user validity check rule. 


<Sysname> system-view 


[Sysname] arp detection rule 0 permit ip 10.1.1.1 255.255.0.0 mac 0001-0203-0607 ffff-


ffff-0000 


New feature: Configuring AIS 


Configuring AIS 


The AIS function suppresses the number of error alarms reported by MEPs.  


For a MEP in the service instance to send AIS frames, set the AIS frame transmission level to be higher 


than the MD level of the MEP.  


Enable AIS and configure a correct AIS frame transmission level on the target MEP, so the target MEP 


can perform the following tasks: 


 Suppress the error alarms.  


 Send the AIS frame to the MD of a higher level.  


If you enable AIS but do not configure a correct AIS frame transmission level, the target MEP can 


suppress the error alarms, but cannot send the AIS frames.  


To configure AIS: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable AIS. cfd ais enable By default, AIS is disabled. 


3. Configure the AIS frame 


transmission level. 


cfd ais level level-value service-


instance instance-id 


By default, the AIS frame 


transmission level is not 


configured. 


4. Configure the AIS frame 


transmission interval. 


cfd ais period period-value 


service-instance instance-id 


By default, the AIS frame 


transmission interval is 1 second. 
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Command reference 


cfd ais enable 


Use cfd ais enable to enable AIS.  


Use undo cfd ais enable to disable AIS.  


Syntax 


cfd ais enable 


undo cfd ais enable 


Default 


AIS is disabled.  


Views 


System view 


Predefined user roles 


network-admin 


Examples 


# Enable AIS.  


<Sysname> system-view 


[Sysname] cfd ais enable 


Related commands 


 cfd ais level 


 cfd ais period 


cfd ais level 


Use cfd ais level to configure the AIS frame transmission level.  


Use undo cfd ais level to restore the default.  


Syntax 


cfd ais level level-value service-instance instance-id 


undo cfd ais level level-value service-instance instance-id 


Default 


The AIS frame transmission level is not configured.  


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


level level-value: Specifies the AIS frame transmission level in the range of 1 to 7.  


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767.  
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Usage guidelines 


If no AIS frame transmission level is configured for a service instance, the MEPs in the service instance 


cannot send AIS frames.  


Examples 


# Configure the AIS frame transmission level as 3 in service instance 1.  


<Sysname> system-view 


[Sysname] cfd ais level 3 service-instance 1 


Related commands 


 cfd ais enable 


 cfd ais period 


cfd ais period 


Use cfd ais period to configure the AIS frame transmission period.  


Use undo cfd ais period to restore the default.  


Syntax 


cfd ais period period-value service-instance instance-id 


undo cfd ais period period-value service-instance instance-id 


Default 


The AIS frame transmission period is 1 second.  


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


period period-value: Specifies the AIS frame transmission period in the range of 1 to 60 seconds.  


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767.  


Examples 


# Configure the AIS frame transmission period as 60 seconds in service instance 1.  


<Sysname> system-view 


[Sysname] cfd ais period 60 service-instance 1 


Related commands 


 cfd ais enable 


 cfd ais level 
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New feature: Configuring LM 


Configuring LM 


The LM function measures frame loss between MEPs. Frame loss statistics include the number of lost 


frames, the frame loss ratio, and the average number of lost frames for the source and target MEPs.  


To configure LM: 
 


Task Command Remarks 


Configure LM. 


cfd slm service-instance instance-id mep mep-id 


{ target-mac mac-address | target-mep target-


mep-id } [ number number ] 


Available in any view. 


 


Command reference 


cfd slm 


Use cfd slm to enable loss measurement (LM). The LM function measures the frame loss between the 


source and target MEPs by using LMM frames and LMR frames.  


Syntax 


cfd slm service-instance instance-id mep mep-id { target-mac mac-address | target-mep target-mep-id } 


[ number number ] 


Views 


Any view 


Predefined user roles 


network-admin 


Parameters 


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767.  


mep mep-id: Specifies the source MEP by its ID in the range of 1 to 8191.  


target-mac mac-address: Specifies the target MEP by its MAC address, which is in the format of H-H-H.  


target-mep target-mep-id: Specifies the target MEP by its ID in the range of 1 to 8191.  


number number: Specifies the number of LMM frames sent. The value range for the number argument 


is 2 to 10, and the default is 5.  


Examples 


# Enable the LM function to measure the frame loss between source MEP 1101 and target MEP 2001 


in service instance 1.  


<Sysname> cfd slm service-instance 1 mep 1101 target-mep 2001 


Reply from 0010-fc00-6512 


Far-end frame loss: 10    Near-end frame loss: 20 


Reply from 0010-fc00-6512 


Far-end frame loss: 40    Near-end frame loss: 40 


Reply from 0010-fc00-6512 
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Far-end frame loss: 0     Near-end frame loss: 10 


Reply from 0010-fc00-6512 


Far-end frame loss: 30    Near-end frame loss: 30 


 


Average 


Far-end frame loss: 20    Near-end frame loss: 25 


Far-end frame loss rate: 25.00%      Near-end frame loss rate: 32.00% 


Sent LMMs: 5    Received: 5    Lost: 0 


Table 30 Command output 


Field Description 


Reply from 0010-fc00-6512 
LMR frames returned from the target MEP with MAC 


address 0010-FC00-6512. 


Far-end frame loss Number of lost frames on the target MEP. 


Near-end frame loss Number of lost frames on the source MEP. 


Far-end frame loss rate Frame loss ratio on the target MEP. 


Near-end frame loss rate Frame loss ratio on the source MEP. 


Average Average number of lost frames. 


Sent LMMs Number of sent LMM frames. 


Received Number of received LMR frames. 


Lost Number of lost LMR frames. 


 


New feature: Configuring one-way DM 


Configuring one-way DM 


The one-way DM function measures the one-way frame delay between two MEPs, and monitors and 


manages the link transmission performance.  


One-way DM requires that the clocks at the transmitting MEP and the receiving MEP be synchronized. 


For the purpose of frame delay variation measurement, the requirement for clock synchronization can 


be relaxed.  


To view the test result, use the display cfd dm one-way history command on the target MEP. 


To configure one-way DM: 
 


Task Command Remarks 


Configure one-way DM. 


cfd dm one-way service-instance 


instance-id mep mep-id { target-


mac mac-address | target-mep 


target-mep-id } [ number number ] 


Available in any view. 
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Command reference 


cfd dm one-way 


Use cfd dm one-way to enable one-way delay measurement (DM). The one-way DM function measures 


the one-way frame delay between the source and target MEPs by using 1DM frames.  


Syntax 


cfd dm one-way service-instance instance-id mep mep-id { target-mac mac-address | target-mep target-


mep-id } [ number number ] 


Views 


Any view 


Predefined user roles 


network-admin 


Parameters 


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767.  


mep mep-id: Specifies the source MEP by its ID in the range of 1 to 8191.  


target-mac mac-address: Specifies the target MEP by its MAC address in the format of H-H-H.  


target-mep target-mep-id: Specifies the target MEP by its ID in the range of 1 to 8191.  


number number: Specifies the number of 1DM frames sent. The value range for the number argument 


is 2 to 10, and the default is 5.  


Usage guidelines 


To view the one-way delay test result, use the display cfd dm one-way history command on the target 


MEP.  


Examples 


# Enable the one-way DM function to test the one-way frame delay from source MEP 1101 to target 


MEP 1003 in service instance 1.  


<Sysname> cfd dm one-way service-instance 1 mep 1101 target-mep 1003 


5 1DMs have been sent. Please check the result on the remote device. 


Related commands  


 display cfd dm one-way history 


 reset cfd dm one-way history 


New feature: Configuring two-way DM 


Configuring two-way DM 


The two-way DM function measures the two-way frame delay, average two-way frame delay, and two-


way frame delay variation between two MEPs. It also monitors and manages the link transmission 


performance.  


To configure two-way DM: 
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Task Command Remarks 


Configure two-way DM. 


cfd dm two-way service-instance 


instance-id mep mep-id { target-


mac mac-address | target-mep 


target-mep-id } [ number number ] 


Available in any view. 


 


Command reference 


cfd dm two-way 


Use cfd dm two-way to enable two-way DM. The two-way DM function measures the two-way frame 


delay between the source and target MEPs by using DMM frames and DMR frames.  


Syntax 


cfd dm two-way service-instance instance-id mep mep-id { target-mac mac-address | target-mep target-


mep-id } [ number number ] 


Views 


Any view 


Predefined user roles 


network-admin 


Parameters 


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767.  


mep mep-id: Specifies the source MEP by its ID in the range of 1 to 8191.  


target-mac mac-address: Specifies the target MEP by its MAC address, which is in the format of H-H-H.  


target-mep target-mep-id: Specifies the target MEP by its ID in the range of 1 to 8191.  


number number: Specifies the number of DMM frames sent. The value range for the number argument 


is 2 to 10, and the default is 5.  


Examples 


# Enable the two-way DM function to test the two-way frame delay between source MEP 1101 and 


target MEP 2001 in service instance 1.  


<Sysname> cfd dm two-way service-instance 1 mep 1101 target-mep 2001 


Frame delay: 


Reply from 0010-fc00-6512: 10ms 


Reply from 0010-fc00-6512: 9ms 


Reply from 0010-fc00-6512: 11ms 


Reply from 0010-fc00-6512: 5ms 


Reply from 0010-fc00-6512: 5ms 


Average: 8ms 


Sent DMMs: 5        Received: 5        Lost: 0 


 


Frame delay variation: 5ms 4ms 6ms 0ms 0ms 


Average: 3ms 
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Table 31 Command output 


Field Description 


Reply from 0010-fc00-6512 
Delay of the DMR frames returned from the MEP with MAC 


address 0010-FC00-6512. 


Average Average frame delay or average frame delay variation. 


Sent DMMs Number of sent DMM frames . 


Received Number of received DMR frames. 


Lost Number of lost DMM frames. 


 


New feature: Configuring TST 


Configuring TST 


The TST function detects bit errors on a link, and monitors and manages the link transmission 


performance.  


To view the test result, use the display cfd tst command on the target MEP.  


To configure TST: 
 


Task Command Remarks 


Configure TST. 


cfd tst service-instance instance-id 


mep mep-id { target-mac mac-


address | target-mep target-mep-


id } [ number number ] [ length-


of-test length ] [ pattern-of-test 


{ all-zero | prbs } [ with-crc ] ] 


Available in any view. 


 


Command reference 


cfd tst 


Use cfd tst to enable test (TST). The TST function detects bit errors between the source and target MEPs 


by using TST frames.  


Syntax 


cfd tst service-instance instance-id mep mep-id { target-mac mac-address | target-mep target-mep-id } 


[ number number ] [ length-of-test length ] [ pattern-of-test { all-zero | prbs } [ with-crc ] ] 


Views 


Any view 


Predefined user roles 


network-admin 


Parameters 


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767.  
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mep mep-id: Specifies the source MEP by its ID in the range of 1 to 8191.  


target-mac mac-address: Specifies the target MEP by its MAC address, which is in the format of H-H-H.  


target-mep target-mep-id: Specifies the target MEP by its ID in the range of 1 to 8191.  


number number: Specifies the number of sent TST frames. The value range for the number argument is 


1 to 10, and the default is 5.  


length-of-test length: Specifies the length of the Test TLV (Type/Length/Value) in the TST frame. The 


value range for the length argument is 4 to 1400, and the default is 64.  


pattern-of-test { all-zero | prbs } [ with-crc ]: Specifies the pattern of the Test TLV in the TST frame:  


 all-zero (all-zero value without CRC-32), which is the default pattern.  


 prbs (pseudo random bit sequence without CRC-32). 


 all-zero with-crc (all-zero value with CRC-32). 


 prbs with-crc (pseudo random bit sequence with CRC-32).  


Usage guidelines 


To view the TST test result, use the display cfd tst command on the target MEP.  


Examples 


# Enable the TST function to test the bit errors between source MEP 1101 and target MEP 1003 in service 


instance 1.  


<Sysname> cfd tst service-instance 1 mep 1101 target-mep 1003 


5 TSTs have been sent. Please check the result on the remote device. 


Related commands  


 display cfd tst 


 reset cfd tst 


New feature: Configuring EAIS 


Configuring EAIS 


You can configure EAIS on a device that does not support or is not configured with CFD. However, 


EAIS must collaborate with the CFD function in the network, so you must configure CFD in the network.  


For a port to send the EAIS frames, configure port status-AIS collaboration, and configure the correct 


EAIS frame transmission level and interval. If you only enable port status-EAIS collaboration, but do not 


configure the EAIS frame transmission level and interval, the port cannot send EAIS frames.  


If you do not specify the VLANs where the EAIS frames can be transmitted, the EAIS frames will be 


transmitted in the default VLAN of the current port. Otherwise, the EAIS frames will be transmitted in 


the intersection of the following VLANs:  


 Specified VLANs where the EAIS frames can be transmitted.  


 VLANs to which the port belongs.  


You can configure EAIS on the member port of an aggregation group, but the configuration does not 


take effect. If you configure EAIS on the port and then add it to an aggregation group, the EAIS 


configuration immediately fails to take effect. After the port leaves the aggregation group, the EAIS 


configuration takes effect.  
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If the intersection of the configured VLANs where the EAIS frames can be transmitted and the VLANs 


to which the port belongs is empty, no EAIS frame is sent. If the intersection contains more than 70 


VLANs and the EAIS frame transmission interval is 1 second, the CPU usage will be too high. In this 


case, HP recommends that you set the EAIS frame transmission interval to 60 seconds.  


To configure EAIS: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable port status-AIS 


collaboration. 
cfd ais-track link-status global 


By default, port status-AIS 


collaboration is disabled. 


3. Enter Layer 2 Ethernet 


interface view or Layer 2 


aggregate interface view. 


interface interface-type interface-


number 
N/A 


4. Configure the EAIS frame 


transmission level. 


cfd ais-track link-status level level-


value 


By default, the EAIS frame 


transmission level is not 


configured. 


5. Configure the EAIS frame 


transmission interval. 


cfd ais-track link-status period 


period-value 


By default, the EAIS frame 


transmission interval is not 


configured. 


6. Specify the VLANs where the 


EAIS frames can be 


transmitted. 


cfd ais-track link-status vlan vlan-


list 


By default, the EAIS frames can 


be transmitted within only the 


default VLAN of the port. 


 


Command reference 


cfd ais-track link-status global 


Use cfd ais-track link-status global to enable port status-AIS collaboration.  


Use undo cfd ais-track link-status global to disable port status-AIS collaboration.  


Syntax 


cfd ais-track link-status global 


undo cfd ais-track link-status global 


Default 


Port status-AIS collaboration is disabled.  


Views 


System view 


Predefined user roles 


network-admin 


Examples 


# Enable port status-AIS collaboration.  


<Sysname> system-view 


[Sysname] cfd ais-track link-status global 
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Related commands 


 cfd ais-track link-status level 


 cfd ais-track link-status period 


 cfd ais-track link-status vlan 


cfd ais-track link-status level 


Use cfd ais-track link-status level to configure the EAIS frame transmission level.  


Use undo cfd ais-track link-status level to restore the default.  


Syntax 


cfd ais-track link-status level level-value 


undo cfd ais-track link-status level 


Default 


The EAIS frame transmission level is not configured.  


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Parameters 


level level-value: Specifies the EAIS frame transmission level in the range of 0 to 7.  


Usage guidelines 


If no EAIS frame transmission level is configured on a port, the port cannot send EAIS frames.  


Follow these guidelines when you use this command: 


 Configurations in Ethernet interface view take effect only on the current interface.  


 Configurations in aggregate interface view take effect on the aggregate interface and all its 


member ports.  


 Configurations on a member port take effect only when the member port leaves the aggregation 


group. 


Examples 


# Configure the EAIS frame transmission level as 3 on Ten-GigabitEthernet 1/0/1.  


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] cfd ais-track link-status level 3 


Related commands 


 cfd ais-track link-status global 


 cfd ais-track link-status period 


 cfd ais-track link-status vlan 
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cfd ais-track link-status period 


Use cfd ais-track link-status period to configure the EAIS frame transmission period.  


Use undo cfd ais-track link-status period to restore the default.  


Syntax 


cfd ais-track link-status period period-value 


undo cfd ais-track link-status period 


Default 


The EAIS frame transmission period is not configured.  


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Parameters 


period period-value: Specifies the EAIS frame transmission period in the range of 1 to 60 seconds.  


Usage guidelines 


If no EAIS frame transmission period is configured on a port, the port cannot send EAIS frames.  


Follow these guidelines when you use this command: 


 Configurations in Ethernet interface view take effect only on the current interface.  


 Configurations in aggregate interface view take effect on the aggregate interface and all its 


member ports.  


 Configurations on a member port take effect only when the member port leaves the aggregation 


group. 


Examples 


# Configure the EAIS frame transmission period as 60 seconds on Ten-GigabitEthernet 1/0/1.  


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] cfd ais-track link-status period 60 


Related commands 


 cfd ais-track link-status global 


 cfd ais-track link-status level 


 cfd ais-track link-status vlan 


cfd ais-track link-status vlan 


Use cfd ais-track link-status vlan to specify the VLANs where the EAIS frames can be transmitted.  


Use undo cfd ais-track link-status vlan to remove the specified VLANs.  


Syntax 


cfd ais-track link-status vlan vlan-list 
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undo cfd ais-track link-status vlan vlan-list 


Default 


The EAIS frames can be transmitted only within the default VLAN of the port.  


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Parameters 


vlan vlan-list: Specifies the VLANs where the EAIS frames can be transmitted. The vlan-list argument 


specifies a space-separated list of up to 10 VLAN items. Each item specifies a VLAN ID or a range of 


VLAN IDs in the form of vlan-id [ to vlan-id ]. The value range for VLAN IDs is 1 to 4094.  


Usage guidelines 


The EAIS frames are transmitted within the intersection of the VLANs specified with this command and 


the existing VLANs on the device.  


If the command is executed multiple times, the combination of the VLANs specified in each command 


takes effect.  


Follow these guidelines when you use this command: 


 Configurations in Ethernet interface view take effect only on the current interface.  


 Configurations in aggregate interface view take effect on the aggregate interface and all its 


member ports.  


 Configurations on a member port take effect only when the member port leaves the aggregation 


group. 


Examples 


# On port Ten-GigabitEthernet 1/0/1, specify VLANs 100 through 200 as the VLANs where the EAIS 


frames can be transmitted.  


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] cfd ais-track link-status vlan 100 to 200 


Related commands 


 cfd ais-track link-status global 


 cfd ais-track link-status level 


 cfd ais-track link-status period 


New feature: Displaying the CFD implementation status 


Displaying the CFD implementation status 


Use display commands in any view to display the CFD implementation status after the configuration is 


complete. 
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Command reference 


display cfd ais 


Use display cfd ais to display the AIS configuration and information on the specified MEP.  


Syntax 


display cfd ais [ service-instance instance-id [ mep mep-id ] ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767. If you do 


not specify this option, the command displays the AIS configuration and information for all service 


instances.  


mep mep-id: Specifies a MEP by its ID in the range of 1 to 8191. If you do not specify this option, the 


command displays the AIS configuration and information for all MEPs.  


Examples 


# Display the AIS configuration and information for all the MEPs in all service instances.  


<Sysname> display cfd ais 


Service instance: 5 


AIS level: 4    AIS period: 1s 


MEP ID: 1 


AIS condition: yes   Time to enter the condition: 2013/01/22 10:43:57 


AIS state machine: Previous state: NO_RECEIVE 


                   Current state: RECEIVE 


MEP ID: 2 


AIS condition: yes   Time to enter the condition: 2013/01/22 10:43:57 


AIS state machine: Previous state: NO_RECEIVE 


                   Current state: RECEIVE 


 


Service instance: 20 


AIS level: 3    AIS period: 60s 


MEP ID: 10 


AIS condition: yes   Time to enter the condition: 2013/01/22 10:43:57 


AIS state machine: Previous state: NO_RECEIVE 


                   Current state: RECEIVE 


 


Service instance: 100 


AIS level: 6    AIS period: 1s 


MEP ID: 20 


AIS condition: no    Time to enter the condition: 2013/01/22 11:40:01 


AIS state machine: Previous state: IDLE 







190 


                   Current state: NO_RECEIVE 


 


MEP ID: 50 


AIS condition: no    Time to enter the condition: - 


AIS state machine: Previous state: IDLE 


                   Current state: NO_RECEIVE 


Table 32 Command output 


Field Description 


Service instance Service instance of the MEP. 


AIS level AIS frame transmission level. 


AIS period AIS frame transmission period. 


AIS condition 


AIS status: 


 yes—AIS is running. 


 no—AIS is not running. 


Time to enter the condition 
Time when the AIS status began. (- means AIS is enabled but the 


MEP does not receive any AIS frame.) 


AIS state machine AIS frame receiving state machine. 


Previous state 


Previous state: 


 IDLE—Not activated. 


 NO_RECEIVE—Activated. 


 RECEIVE—AIS frames are received. 


Current state 


Current state: 


 IDLE—Not activated. 


 NO_RECEIVE—Activated. 


 RECEIVE—AIS frames are received. 
 


display cfd ais-track link-status 


Use display cfd ais-track link-status to display the configuration and information for the AIS associated 


with the port status.  


Syntax 


display cfd ais-track link-status [ interface interface-type interface-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


interface interface-type interface-number: Specifies a port by its type and number. If you do not specify 


this option, this command displays the configuration and information for the AIS associated with the 


status of all ports.  
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Examples 


# Display the configuration and information for the AIS associated with the status of all ports.  


<Sysname> display cfd ais-track link-status 


AIS tracking link-status is enabled. 


 


Interface Ten-GigabitEthernet1/0/1: 


AIS level: 5          AIS period: 1s 


Configured VLANs: 1, 10-100, 103 


Send VLANs: 1, 10-100, 103 


AIS condition: yes     Time to enter the condition: 2013/02/26 10:43:57 


 


Interface Ten-GigabitEthernet1/0/2: 


AIS level: 5          AIS period: 1s 


Configured VLANs: 1-4094 


Send VLANs: 1-2000 


AIS condition: yes     Time to enter the condition: 2013/02/26 10:44:57 


Table 33 Command output 


Field Description 


AIS tracking link-status is enabled Port status-AIS collaboration is enabled. 


AIS tracking link-status is disabled Port status-AIS collaboration is disabled. 


Interface Port that collaborates with AIS. 


AIS level EAIS frame transmission level on the port. 


AIS period EAIS frame transmission period on the port. 


Configured VLANs VLANs where the EAIS frames can be transmitted. 


Send VLANs Actual VLANs where the EAIS frames can be transmitted. 


AIS condition 


EAIS frame sending status: 


 yes—EAIS frames are being sent. 


 no—No EAIS frame is being sent. 


Time to enter the condition Time when the EAIS frame sending started. 


 


display cfd dm one-way history 


Use display cfd dm one-way history to display the one-way DM result.  


Syntax 


display cfd dm one-way history [ service-instance instance-id [ mep mep-id ] ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 
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Parameters 


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767. If you do 


not specify this option, this command displays the one-way DM results for all service instances.  


mep mep-id: Specifies a MEP by its ID in the range of 1 to 8191. If you do not specify this option, this 


command displays the one-way DM results for all MEPs.  


Usage guidelines 


The one-way DM results for all inward-facing MEPs in a service instance are the same.  


Examples 


# Display the one-way DM results for all the MEPs in all service instances.  


<Sysname> display cfd dm one-way history 


Service instance: 1 


MEP ID: 1003 


Sent 1DM total number: 0 


Received 1DM total number: 5 


Frame delay: 10ms  9ms  11ms  5ms  5ms 


Delay average: 8ms 


Frame delay variation: 5ms  4ms  6ms  0ms  0ms 


Variation average: 3ms 


MEP ID: 1004 


Sent 1DM total number: 0 


Received 1DM total number: 5 


Frame delay: 10ms  9ms  11ms  5ms  5ms 


Delay average: 8ms 


Delay variation: 5ms  4ms  6ms  0ms  0ms 


Variation average: 3ms 


 


Service instance: 2 


No MEP exists in the service instance. 


 


Service instance: 3 


MEP ID: 1023 


Sent 1DM total number: 5 


Received 1DM total number: 10 


Frame delay: 20ms  9ms  8ms  7ms  1ms  5ms  13ms  17ms  9ms  10ms 


Delay average: 9ms 


Delay variation: 19ms  8ms  7ms  6ms  0ms  4ms  12ms  16ms  8ms  9ms 


Variation average: 8ms 


 


Service instance: 4 


MEP ID: 1023 


Sent 1DM total number: 77 


Received 1DM total number: 0 


Table 34 Command output 


Field Description 


Service instance Service instance of the MEP. 
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Field Description 


Sent 1DM total number Number of sent 1DM frames. 


Received 1DM total number Number of received 1DM frames. 


Delay average Average frame delay. 


Delay variation Frame delay variation. 


Variation average Average frame delay variation. 


 


Related commands 


 cfd dm one-way 


 reset cfd dm one-way history 


display cfd tst 


Use display cfd tst to display the TST result.  


Syntax 


display cfd tst [ service-instance instance-id [ mep mep-id ] ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767. If you do 


not specify this option, the command displays the TST results for all service instances.  


mep mep-id: Specifies a MEP by its ID in the range of 1 to 8191. If you do not specify this option, the 


command displays the TST results for all MEPs.  


Usage guidelines 


The TST DM results for all inward-facing MEPs in a service instance are the same.  


Examples 


# Display the TST results for all the MEPs in all service instances.  


<Sysname> display cfd tst 


Service instance: 1 


MEP ID: 1003 


Sent TST total number: 0 


Received TST total number: 5 


Received from 0010-fc00-6510, Bit True,  sequence number 0 


Received from 0010-fc00-6510, Bit True,  sequence number 1 


Received from 0010-fc00-6510, Bit True,  sequence number 2 


Received from 0010-fc00-6510, Bit True,  sequence number 3 


Received from 0010-fc00-6510, Bit True,  sequence number 4 


MEP ID: 1004 
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Sent TST total number: 5 


Received TST total number: 0 


 


Service instance: 2 


No MEP exists in the service instance. 


 


Service instance: 3 


MEP ID: 1023 


Sent TST total number: 5 


Received TST total number: 0 


Table 35 Command output 


Field Description 


Service instance Service instance of the MEP. 


Sent TST total number Number of sent TST frames. 


Received TST total number Number of received TST frames. 


Received from 0010-fc00-6510, Bit 


True,  sequence number 0 


TST frame with sequence number 0 was received from the MEP with 


MAC address 0010-FC00-6510: 


 Bit True—No bit error occurred. 


 Bit False—Bit errors occurred. 
 


Related commands 


 cfd tst 


 reset cfd tst 


New feature: Clearing CFD test results 


Clearing CFD test results 


Use reset commands in user view to clear CFD test results. 


Command reference 


reset cfd dm one-way history 


Use reset cfd dm one-way history to clear the one-way DM result.  


Syntax 


reset cfd dm one-way history [ service-instance instance-id [ mep mep-id ] ] 


Views 


User view 


Predefined user roles 


network-admin 
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Parameters 


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767. If you do 


not specify this option, the command clears the one-way DM results for all service instances.  


mep mep-id: Specifies a MEP by its ID in the range of 1 to 8191. If you do not specify this option, the 


command clears the one-way DM results for all MEPs. 


Usage guidelines 


Clearing the one-way DM result for an inward-facing MEP clears all one-way DM results for the service 


instance where the inward-facing MEP resides.  


Examples 


# Clear the one-way DM results for all MEPs in all service instances.  


<Sysname> reset cfd dm one-way history 


Related commands  


 cfd dm one-way 


 display cfd dm one-way history 


reset cfd tst 


Use reset cfd tst to clear the TST result.  


Syntax 


reset cfd tst [ service-instance instance-id [ mep mep-id ] ] 


Views 


User view 


Predefined user roles 


network-admin 


Parameters 


service-instance instance-id: Specifies a service instance by its ID in the range of 1 to 32767. If you do 


not specify this option, the command clears the TST results for all service instances.  


mep mep-id: Specifies a MEP by its ID in the range of 1 to 8191. If you do not specify this option, the 


command clears the TST results for all MEPs.  


Usage guidelines 


Clearing the TST result for an inward-facing MEP clears all TST results for the service instance where the 


inward-facing MEP resides.  


Examples 


# Clear the TST results for all MEPs in all service instances.  


<Sysname> reset cfd tst 


Related commands 


 cfd tst 


 display cfd tst 
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New feature: RRPP 


Overview 


Metropolitan area networks (MANs) and enterprise networks typically use the ring topology to improve 


reliability. However, services will be interrupted if any node in the ring network fails. A ring network 


typically uses RPR or Ethernet rings. RPR is high in cost because it needs dedicated hardware. In contrast, 


the Ethernet ring technology is more mature and economical, so it is more and more popular in MANs 


and enterprise networks. 


The Rapid Ring Protection Protocol (RRPP) is a link layer protocol designed for Ethernet rings. RRPP can 


prevent broadcast storms caused by data loops when an Ethernet ring is healthy. RRPP can also rapidly 


restore the communication paths between the nodes when a link is disconnected on the ring. The 


convergence time of RRPP is independent of the number of nodes in the Ethernet ring. RRPP is applicable 


to large-diameter networks. 


Basic RRPP concepts 


Figure 17 shows a typical RRPP network with two Ethernet rings and multiple nodes. RRPP detects ring 


status and sends topology change information by exchanging Rapid Ring Protection Protocol Data Units 


(RRPPDUs) among the nodes. 


Figure 17 RRPP networking diagram 


 
 


RRPP domain 


An RRPP domain is uniquely identified by a domain ID. The interconnected devices with the same 


domain ID and control VLANs constitute an RRPP domain. An RRPP domain contains the following 


elements:  


 Primary ring and subring.  


 Control VLAN. 


 Master node, transit node, edge node, and assistant edge node. 


 Primary port, secondary port, common port, and edge port.  


As shown in Figure 17, Domain 1 is an RRPP domain, containing two RRPP rings: Ring 1 and Ring 2. 


All the nodes on the two RRPP rings belong to the RRPP domain.  
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RRPP ring 


A ring-shaped Ethernet topology is called an RRPP ring. RRPP rings include primary rings and subrings. 


You can configure a ring as either the primary ring or a subring by specifying its ring level. The primary 


ring is of level 0, and a subring is of level 1. An RRPP domain contains one or multiple RRPP rings, one 


serving as the primary ring and the others serving as subrings. A ring can be in one of the following 


states: 


 Health state—All physical links on the Ethernet ring are connected. 


 Disconnect state—Some physical links on the Ethernet ring are not connected.  


As shown in Figure 17, Domain 1 contains two RRPP rings: Ring 1 and Ring 2. The level is set to 0 for 


Ring 1 and 1 for Ring 2. Ring 1 is configured as the primary ring, and Ring 2 is configured as a subring.  


Control VLAN and data VLAN 


1. Control VLAN 


In an RRPP domain, a control VLAN is dedicated to transferring RRPPDUs. On a device, the 


ports accessing an RRPP ring belong to the control VLANs of the ring, and only these ports can 


join the control VLANs.  


An RRPP domain is configured with the following control VLANs:  


 One primary control VLAN, which is the control VLAN for the primary ring. 


 One secondary control VLAN, which is the control VLAN for subrings.  


After you specify a VLAN as the primary control VLAN, the system automatically configures the 


secondary control VLAN. The VLAN ID is the primary control VLAN ID plus one. All subrings in 


the same RRPP domain share the same secondary control VLAN. IP address configuration is 


prohibited on the control VLAN interfaces.  


2. Data VLAN 


A data VLAN is dedicated to transferring data packets. Both RRPP ports and non-RRPP ports can 


be assigned to a data VLAN.  


Node 


Each device on an RRPP ring is a node. The role of a node is configurable. RRPP has the following node 


roles: 


 Master node—Each ring has only one master node. The master node initiates the polling 


mechanism and determines the operations to be performed after a topology change.  


 Transit node—On the primary ring, transit nodes refer to all nodes except the master node. On 


the subring, transit nodes refer to all nodes except the master node and the nodes where the 


primary ring intersects with the subring. A transit node monitors the state of its directly connected 


RRPP links and notifies the master node of the link state changes, if any. Based on the link state 


changes, the master node determines the operations to be performed. 


 Edge node—A special node residing on both the primary ring and a subring at the same time. 


An edge node acts as a master node or transit node on the primary ring and as an edge node 


on the subring.  


 Assistant edge node—A special node residing on both the primary ring and a subring at the same 


time. An assistant edge node acts as a master node or transit node on the primary ring and as 


an assistant edge node on the subring. This node works in conjunction with the edge node to 


detect the integrity of the primary ring and to perform loop guard.  


As shown in Figure 17, Ring 1 is the primary ring and Ring 2 is a subring. Device A is the master node 


of Ring 1. Device B, Device C, and Device D are the transit nodes of Ring 1. Device E is the master 
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node of Ring 2, Device B is the edge node of Ring 2, and Device C is the assistant edge node of Ring 


2. 


Port 


1. Primary port and secondary port 


Each master node or transit node has two ports connected to an RRPP ring, a primary port and 


a secondary port. You can determine the role of a port.  


In terms of functionality, the primary port and the secondary port of a master node have the 


following differences: 


 The primary port and the secondary port are designed to play the role of sending and 


receiving Hello packets, respectively. 


 When an RRPP ring is in Health state, the secondary port logically denies data VLANs and 


permits only the packets from the control VLANs.  


 When an RRPP ring is in Disconnect state, the secondary port forwards packets from data 


VLANs. 


In terms of functionality, the primary port and the secondary port of a transit node are the 


same. Both are designed for transferring protocol packets and data packets over an RRPP ring.  


As shown in Figure 17, Device A is the master node of Ring 1. Port 1 and Port 2 are the 


primary port and the secondary port of the master node on Ring 1, respectively. Device B, 


Device C, and Device D are the transit nodes of Ring 1. Their Port 1 and Port 2 are the primary 


port and the secondary port on Ring 1, respectively.  


2. Common port and edge port 


The ports connecting the edge node and assistant edge node to the primary ring are common 


ports. The ports connecting the edge node and assistant edge node only to the subrings are 


edge ports. You can determine the role of a port.  


As shown in Figure 17, Device B and Device C reside on Ring 1 and Ring 2. Device B's Port 1 


and Port 2 and Device C's Port 1 and Port 2 access the primary ring, so they are common 


ports. Device B's Port 3 and Device C's Port 3 access only the subring, so they are edge ports.  


RRPP ring group 


To reduce Edge-Hello traffic, you can configure a group of subrings on the edge node or assistant edge 


node. You must configure a device as the edge node of these subrings, and another device as the 


assistant edge node of these subrings. Additionally, the subrings of the edge node and assistant edge 


node must connect to the same subring packet tunnels in major ring (SRPTs). Edge-Hello packets of the 


edge node of these subrings travel to the assistant edge node of these subrings over the same link.  


An RRPP ring group configured on the edge node is an edge node RRPP ring group. An RRPP ring 


group configured on an assistant edge node is an assistant edge node RRPP ring group. Only one 


subring in an edge node RRPP ring group is allowed to send Edge-Hello packets.  


RRPPDUs 


RRPPDUs of subrings are transmitted as data packets in the primary ring, and RRPPDUs of the primary 


ring can only be transmitted within the primary ring. 
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Table 36 RRPPDU types and their functions 


Type  Description  


Hello 
The master node initiates Hello packets (also known as Health packets) to detect 


the integrity of a ring in a network. 


Link-Down 


When a port on the transit node, edge node, or assistant edge node fails, the 


node initiates Link-Down packets to notify the master node of the disconnection of 


the ring.  


Common-Flush-FDB 


When an RRPP ring transits to Disconnect state, the master node initiates 


Common-Flush-FDB (FDB stands for Forwarding Database) packets. It uses the 


packets to instruct the transit nodes, edge nodes, and assistant edge nodes to 


update their own MAC address entries and ARP/ND entries.  


Complete-Flush-FDB 


When an RRPP ring transits to Health state, the master node initiates Complete-


Flush-FDB packets for the following purposes:  


 Instruct the transit nodes, edge nodes, and assistant edge nodes to update 


their MAC address entries and ARP/ND entries. 


 Instruct the transit nodes to release temporarily blocked ports. 


Edge-Hello 
The edge node initiates Edge-Hello packets to examine the SRPTs between the 


edge node and the assistant edge node.  


Major-Fault 


The assistant edge node initiates Major-Fault packets to notify the edge node of 


SRPT failure when an SRPT between assistant edge node and edge node is 


disconnected.  


 


RRPP timers 


When RRPP determines the link state of an Ethernet ring, it uses the following timers:  


 Hello timer—Specifies the interval at which the master node sends Hello packets out of the primary 


port.  


 Fail timer—Specifies the maximum delay of Hello packets sent from the primary port to the 


secondary port of the master node. If the secondary port receives the Hello packets sent by the 


local master node before the Fail timer expires, the ring is in Health state. Otherwise, the ring 


transits to Disconnect state.  


In an RRPP domain, a transit node learns the Fail timer value on the master node through the received 


Hello packets. This ensures that all nodes in the ring network have consistent Fail timer settings.  


How RRPP works 


Polling mechanism 


The polling mechanism is used by the master node of an RRPP ring to examine the Health state of the 


ring network. 


The master node sends Hello packets out of its primary port at the Hello interval. These Hello packets 


travel through each transit node on the ring in turn.  


 If the ring is complete, the secondary port of the master node receives Hello packets before the 


Fail timer expires. The master node keeps the secondary port blocked.  


 If the ring is disconnected, the secondary port of the master node fails to receive Hello packets 


before the Fail timer expires. The master node releases the secondary port from blocking data 
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VLANs. It sends Common-Flush-FDB packets to instruct all transit nodes to update their own MAC 


address entries and ARP/ND entries.  


Load balancing 


In a ring network, traffic from multiple VLANs might be transmitted at the same time. RRPP can implement 


load balancing by transmitting traffic from different VLANs along different paths. 


You can configure multiple RRPP domains for a ring network. Each RRPP domain transmits the traffic 


from the specified VLANs (protected VLANs). Traffic from different VLANs can be transmitted according 


to different topologies in the ring network for load balancing.  


As shown in Figure 22, Ring 1 is configured as the primary ring of Domain 1 and Domain 2, which 


are configured with different protected VLANs. Device A is the master node of Ring 1 in Domain 1. 


Device B is the master node of Ring 1 in Domain 2. With such configurations, traffic from different 


VLANs can be transmitted on different links for load balancing in the single-ring network.  


Link down alarm mechanism 


In an RRPP domain, when the transit node, edge node, or assistant edge node finds that any of its ports 


is down, it immediately sends Link-Down packets to the master node. When the master node receives a 


Link-Down packet, it takes the following actions:  


 Releases the secondary port from blocking data VLANs.  


 Sends Common-Flush-FDB packets to instruct all the transit nodes, edge nodes, and assistant edge 


nodes to update their MAC address entries and ARP/ND entries.  


After each node updates its own entries, traffic is switched to the normal link.  


Ring recovery 


When the ports in an RRPP domain on the transit nodes, edge nodes, or assistant edge nodes come 


up again, the ring is recovered. However, the master node might detect the ring recovery after a period 


of time. A temporary loop might arise in the data VLAN during this period. As a result, a broadcast 


storm occurs. 


To prevent such cases, non-master nodes block the ports immediately when they find the ports accessing 


the ring are brought up again. The nodes block only the packets from the protected VLAN, and they 


permit only the packets from the control VLAN to pass through. The blocked ports are activated only 


when the nodes determine that no loop will be generated by these ports.  


Broadcast storm suppression mechanism in case of SRPT failure in a multi-homed subring 


As shown in Figure 21, Ring 1 is the primary ring, and Ring 2 and Ring 3 are subrings. When the two 


SRPTs between the edge node and the assistant edge node are down, the master nodes of Ring 2 and 


Ring 3 will open their secondary ports. A loop is generated among Device B, Device C, Device E, and 


Device F, causing a broadcast storm.  


To avoid generating a loop, the edge node will temporarily block the edge port. The blocked edge port 


is activated only when the edge node determines that no loop will be generated when the edge port is 


activated.  


RRPP ring group 


In an edge node RRPP ring group, only the activated subring with the smallest domain ID and ring ID 


can send Edge-Hello packets. In an assistant edge node RRPP ring group, any activated subring that 


has received Edge-Hello packets will forward these packets to the other activated subrings. When an 


edge node RRPP ring group and an assistant edge node RRPP ring group are configured, the CPU 


workload is reduced because of the following reasons:  
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 Only one subring sends Edge-Hello packets on the edge node. 


 Only one subring receives Edge-Hello packets on the assistant edge node.  


As shown in Figure 21, Device B is the edge node of Ring 2 and Ring 3. Device C is the assistant edge 


node of Ring 2 and Ring 3. Device B and Device C need to send or receive Edge-Hello packets 


frequently. If more subrings are configured or more domains are configured for load balancing, Device 


B and Device C will send or receive a large number of Edge-Hello packets.  


To reduce Edge-Hello traffic, perform the following tasks: 


 Assign Ring 2 and Ring 3 to an RRPP ring group configured on the edge node Device B. 


 Assign Ring 2 and Ring 3 to an RRPP ring group configured on the assistant edge node Device C.  


If all rings are activated, only Ring 2 on Device B sends Edge-Hello packets.  


Typical RRPP networking 


Single ring 


As shown in Figure 18, only a single ring exists in the network topology. You need only define an RRPP 


domain.  


Figure 18 Schematic diagram for a single-ring network 


 
 


Tangent rings 


As shown in Figure 19, two or more rings exist in the network topology and only one common node 


exists between rings. You must define an RRPP domain for each ring.  
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Figure 19 Schematic diagram for a tangent-ring network 


 
 


Intersecting rings 


As shown in Figure 20, two or more rings exist in the network topology and two common nodes exist 


between rings. You need only define an RRPP domain and configure one ring as the primary ring and 


the other rings as subrings. 


Figure 20 Schematic diagram for an intersecting-ring network 


 
 


Dual-homed rings 


As shown in Figure 21, two or more rings exist in the network topology and two similar common nodes 


exist between rings. You need only define an RRPP domain and configure one ring as the primary ring 


and the other rings as subrings. 
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Figure 21 Schematic diagram for a dual-homed-ring network 


 
 


Single-ring load balancing 


In a single-ring network, you can achieve load balancing by configuring multiple domains.  


As shown in Figure 22: 


 Ring 1 is configured as the primary ring of both Domain 1 and Domain 2.  


 Domain 1 and Domain 2 are configured with different protected VLANs.  


 In Domain 1, Device A is configured as the master node of Ring 1.  


 In Domain 2, Device B is configured as the master node of Ring 1.  


Such configurations enable the ring to block different links based on VLANs and achieve single-ring 


load balancing.  


Figure 22 Schematic diagram for a single-ring load balancing network 


 
 


Intersecting-ring load balancing 


In an intersecting-ring network, you can also achieve load balancing by configuring multiple domains.  


As shown in Figure 23:  


 Ring 1 is the primary ring and Ring 2 is the subring in both Domain 1 and Domain 2.  


 Domain 1 and Domain 2 are configured with different protected VLANs.  
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 Device A is configured as the master node of Ring 1 in Domain 1.  


 Device D is configured as the master node of Ring 1 in Domain 2.  


 Device E is configured as the master node of Ring 2 in both Domain 1 and Domain 2. However, 


different ports on Device E are blocked in Domain 1 and Domain 2.  


With the configurations, you can enable traffic from different VLANs to travel over different paths in the 


subring and primary ring, achieving intersecting-ring load balancing.  


Figure 23 Schematic diagram for an intersecting-ring load balancing network 


 
 


Protocols and standards 


RFC 3619, Extreme Networks' Ethernet Automatic Protection Switching (EAPS) Version 1.  


RRPP configuration task list 


You can configure RRPP in the following order: 


 Create RRPP domains based on service planning. 


 Specify control VLANs and data VLANs for each RRPP domain.  


 Determine the ring roles and node roles based on the traffic paths in each RRPP domain.  


RRPP does not have an auto election mechanism. You must configure each node in the ring network 


correctly for RRPP to monitor and protect the ring network.  


Before you configure RRPP, you must physically construct a ring-shaped Ethernet topology.  


To configure RRPP, perform the following tasks: 
 


Tasks at a glance Remarks 


(Required.) Creating an RRPP domain Perform this task on all nodes in the RRPP domain. 


(Required.) Configuring control VLANs Perform this task on all nodes in the RRPP domain. 


(Required.) Configuring protected VLANs Perform this task on all nodes in the RRPP domain. 


(Required.) Configuring RRPP rings: 


 Configuring RRPP ports 


 Configuring RRPP nodes 


Perform this task on all nodes in the RRPP domain. 


Perform this task on all nodes in the RRPP domain. 
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Tasks at a glance Remarks 


(Required.) Activating an RRPP domain Perform this task on all nodes in the RRPP domain. 


(Optional.) Configuring RRPP timers Perform this task on the master node in the RRPP domain. 


(Optional.) Configuring an RRPP ring group 
Perform this task on the edge node and assistant edge 


node in the RRPP domain. 


 


Creating an RRPP domain 


When you create an RRPP domain, specify a domain ID to uniquely identify the RRPP domain. All 


devices in the same RRPP domain must be configured with the same domain ID.  


Perform this task on devices you want to configure as nodes in the RRPP domain.  


To create an RRPP domain: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create an RRPP domain and 


enter RRPP domain view. 
rrpp domain domain-id 


By default, no RRPP domain is 


created. 


 


Configuring control VLANs 


Before you configure RRPP rings in an RRPP domain, configure the same control VLANs for all nodes in 


the RRPP domain first. You need only configure the primary control VLAN for an RRPP domain. The 


system automatically configures the secondary control VLAN. It uses the primary control VLAN ID plus 


1 as the secondary control VLAN ID. For the control VLAN configuration to succeed, make sure the IDs 


of the two control VLANs are consecutive and have not been previously assigned. 


Follow these guidelines when you configure control VLANs: 


 Do not configure the default VLAN of a port accessing an RRPP ring as the control VLAN, and do 


not enable QinQ or VLAN mapping on control VLANs. If you do, RRPPDUs cannot be correctly 


forwarded.  


 After you configure RRPP rings for an RRPP domain, you cannot delete or modify the primary 


control VLAN of the domain. You can only use the undo control-vlan command to delete a primary 


control VLAN. 


 To transparently transmit RRPPDUs on a device not configured with RRPP, make sure only the two 


ports accessing the RRPP ring permit packets from the control VLANs. Otherwise, the packets from 


other VLANs might enter the control VLANs in transparent transmission mode and strike the RRPP 


ring. 


Perform this task on all nodes in the RRPP domain to be configured.  


To configure control VLANs: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter RRPP domain view. rrpp domain domain-id N/A 
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Step Command Remarks 


3. Configure the primary control 


VLAN for the RRPP domain. 
control-vlan vlan-id 


By default, no control VLAN exists 


in the RRPP domain.  


 


Configuring protected VLANs 


Before you configure RRPP rings in an RRPP domain, configure the same protected VLANs for all nodes 


in the RRPP domain. All VLANs to which the RRPP ports are assigned must be protected by the RRPP 


domains.  


Protected VLANs are configured by referencing Multiple Spanning Tree Instances (MSTIs). The protected 


VLAN configuration method varies by the spanning tree mode:  


 In STP, RSTP, or MSTP mode, you must manually configure the mappings between VLANs and 


MSTIs.  


 In PVST mode, the device automatically maps each VLAN to an MSTI. When the spanning tree 


protocol is disabled globally, all VLANs are automatically mapped to MSTI 0.  


For more information about spanning tree, see Layer 2—LAN Switching Configuration Guide. 
 


 IMPORTANT: 


When you configure load balancing, you must configure different protected VLANs for different RRPP 


domains. 
 


Perform this task on all nodes in the RRPP domain to be configured.  


To configure protected VLANs: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter MST region view. stp region-configuration 


Not required if the device is 


operating in PVST mode.  


For more information about the 


command, see Layer 2—LAN 


Switching Command Reference. 


3. Configure the VLAN-to-


instance mapping table. 


 Method 1: 


instance instance-id vlan vlan-


id-list 


 Method 2: 


vlan-mapping modulo modulo 


Use either method. 


By default, all VLANs in an MST 


region are mapped to MSTI 0 (the 


CIST). 


Not required if the device is 


operating in PVST mode.  


For more information about the 


commands, see Layer 2—LAN 


Switching Command Reference. 


4. Activate MST region 


configuration. 
active region-configuration 


Not required if the device is 


operating in PVST mode.  


For more information about the 


command, see Layer 2—LAN 


Switching Command Reference. 
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Step Command Remarks 


5. (Optional.) Display the 


currently activated 


configuration information of 


the MST region. 


display stp region-configuration 


Available in any view. 


The output of the command 


includes VLAN-to-instance 


mappings.  


For more information about the 


command, see Layer 2—LAN 


Switching Command Reference. 


6. Return to system view. quit 
Not required if the device is 


operating in PVST mode.  


7. Enter RRPP domain view. rrpp domain domain-id N/A 


8. Configure protected VLANs 


for the RRPP domain. 


protected-vlan reference-instance 


instance-id-list 


By default, no protected VLAN is 


configured for an RRPP domain.  


 


Configuring RRPP rings 


When you configure an RRPP ring, you must configure the ports connecting each node to the RRPP ring 


before configuring the nodes.  


Configuring RRPP ports 


Follow these guidelines when you configure RRPP ports: 


 Do not enable the OAM remote loopback function on an RRPP port. Otherwise, temporary 


broadcast storms might occur. 


 To accelerate topology convergence, HP recommends that you use the link-delay command to 


enable link status rapid report function on an RRPP port. Use this command (or the undo link-delay 


command, depending on the device model) to set the physical state change suppression interval 


to 0 seconds. For more information about the link-delay command (or the undo link-delay 


command), see Layer 2—LAN Switching Command Reference.  


Perform this task on each node's ports intended for accessing RRPP rings. 


To configure RRPP ports: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view or Layer 2 


aggregate interface view. 


interface interface-type 


interface-number 
N/A 


3. Configure the link type of the 


interface as trunk. 
port link-type trunk 


By default, the link type of an interface is 


access. 


For more information about the command, 


see Layer 2—LAN Switching Command 


Reference.  
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Step Command Remarks 


4. Assign the trunk port to the 


protected VLANs of the RRPP 


domain. 


port trunk permit vlan 


{ vlan-id-list | all } 


By default, a trunk port allows only packets 


from VLAN 1 to pass through. 


RRPP ports always allow packets from the 


control VLANs to pass through. 


For more information about the command, 


see Layer 2—LAN Switching Command 


Reference.  


5. Disable the spanning tree 


feature. 
undo stp enable 


By default, the spanning tree feature is 


enabled. 


For more information about the command, 


see Layer 2—LAN Switching Command 


Reference.  


 


Configuring RRPP nodes 


The maximum number of rings that can be configured on a device in all RRPP domains is 128.  


If a device carries multiple RRPP rings in an RRPP domain, it can only be an edge node or an assistant 


edge node on a subring.  


Specifying a master node 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter RRPP domain view. rrpp domain domain-id N/A 


3. Specify the current 


device as the master 


node of the ring, and 


specify the primary port 


and the secondary port. 


ring ring-id node-mode master 


[ primary-port interface-type interface-


number ] [ secondary-port interface-type 


interface-number ] level level-value 


By default, the device is not a 


node of the RRPP ring.  


 


Specifying a transit node 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter RRPP domain view. rrpp domain domain-id N/A 


3. Specify the current 


device as a transit node 


of the ring, and specify 


the primary port and the 


secondary port. 


ring ring-id node-mode transit [ primary-


port interface-type interface-number ] 


[ secondary-port interface-type interface-


number ] level level-value 


By default, the device is not a 


node of the RRPP ring.  


 


Specifying an edge node 


When you configure an edge node, you must configure the primary ring before configuring the subrings.  


To specify an edge node: 
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Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter RRPP domain view. rrpp domain domain-id N/A 


3. Specify the current 


device as a master node 


or transit node of the 


primary ring, and 


specify the primary port 


and the secondary port. 


ring ring-id node-mode { master | 


transit } [ primary-port interface-type 


interface-number ] [ secondary-port 


interface-type interface-number ] level 


level-value 


By default, the device is not a 


node of the RRPP ring.  


4. Specify the current 


device as the edge node 


of a subring, and specify 


the edge port. 


ring ring-id node-mode edge [ edge-port 


interface-type interface-number ] 


By default, the device is not a 


node of the RRPP ring.  


 


Specifying an assistant edge node 


When you configure an assistant edge node, you must configure the primary ring before configuring 


the subrings.  


To specify an assistant edge node: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter RRPP domain view. rrpp domain domain-id N/A 


3. Specify the current device 


as a master node or transit 


node of the primary ring, 


and specify the primary 


port and the secondary 


port. 


ring ring-id node-mode { master | 


transit } [ primary-port interface-type 


interface-number ] [ secondary-port 


interface-type interface-number ] level 


level-value 


By default, the device is not a 


node of the RRPP ring.  


4. Specify the current device 


as the assistant edge node 


of the subring, and specify 


an edge port. 


ring ring-id node-mode assistant-edge 


[ edge-port interface-type interface-


number ] 


By default, the device is not a 


node of the RRPP ring.  


 


Activating an RRPP domain 


Before you activate an RRPP domain on the current device, enable the RRPP protocol and RRPP rings for 


the RRPP domain on the current device.  


Follow these guidelines when you activate an RRPP domain: 


 Before you enable subrings on a device, you must enable the primary ring. Before you disable the 


primary ring on the device, you must disable all subrings. Otherwise, the system displays error 


prompts. 


 To prevent Hello packets of subrings from being looped on the primary ring, enable the primary 


ring on its master node first. Then enable the subrings on their separate master nodes.  


Perform this task on all nodes in the RRPP domain.  


To activate an RRPP domain: 
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Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable RRPP. rrpp enable By default, RRPP is disabled. 


3. Enter RRPP domain view. rrpp domain domain-id N/A 


4. Enable the specified RRPP 


ring. 
ring ring-id enable 


By default, an RRPP ring is 


disabled. 


 


Configuring RRPP timers 


The Fail timer must be greater than or equal to three times the Hello timer. 


In a dual-homed-ring network, make sure the difference between the Fail timer values on the master 


node of the subring and the master node of the primary ring is greater than twice the Hello timer value 


on the master node of the subring. Otherwise, temporary loops might occur when the primary ring fails.  


Perform this task on the master node of an RRPP domain.  


To configure RRPP timers: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter RRPP domain view. rrpp domain domain-id N/A 


3. Configure the Hello timer 


and Fail timer for the RRPP 


domain. 


timer hello-timer hello-


value fail-timer fail-value 


By default, the Hello timer value is 1 


second and the Fail timer value is 3 


seconds. 


 


Configuring an RRPP ring group 


To reduce Edge-Hello traffic, assign subrings with the same edge node and assistant edge node to an 


RRPP ring group. An RRPP ring group must be configured on both the edge node and the assistant edge 


node. It can only be configured on these two types of nodes.  


Follow these guidelines when you configure an RRPP ring group: 


 You can assign a subring to only one RRPP ring group. The RRPP ring groups configured on the 


edge node and the assistant edge node must contain the same subrings. Otherwise, the RRPP ring 


group cannot operate correctly.  


 The subrings in an RRPP ring group must share the same edge node and assistant edge node. The 


edge node and the assistant edge node must have the same SRPTs.  


 Make sure a device is either the edge node or the assistant edge node on the subrings in an RRPP 


ring group.  


 Make sure the RRPP ring groups on the edge node and the assistant edge node have the same 


configurations and activation status.  


 Make sure all subrings in an RRPP ring group have the same SRPTs. If the SRPTs of these subrings 


are different, the RRPP ring group cannot operate correctly.  


Perform this task on both the edge node and the assistant edge node in an RRPP domain.  


To configure an RRPP ring group: 
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Step Command Remarks 


1. Enter system view. system-view N/A 


2. Create an RRPP ring group 


and enter RRPP ring group 


view. 


rrpp ring-group ring-group-id 
By default, no RRPP ring group is 


created. 


3. Assign the specified subrings 


to the RRPP ring group. 
domain domain-id ring ring-id-list 


By default, no subrings are 


assigned to an RRPP ring group. 


 


Displaying and maintaining RRPP 


Execute display commands in any view and reset commands in user view. 
 


Task Command 


Display brief RRPP information. display rrpp brief 


Display RRPP group configuration information. display rrpp ring-group [ ring-group-id ] 


Display RRPPDU statistics. 
display rrpp statistics domain domain-id [ ring ring-


id ] 


Display detailed RRPP information. 
display rrpp verbose domain domain-id [ ring ring-


id ] 


Clear RRPPDU statistics. reset rrpp statistics domain domain-id [ ring ring-id ] 


 


RRPP configuration examples 


Single ring configuration example 


Network requirements 


As shown in Figure 24:  


 Device A, Device B, Device C, and Device D form RRPP domain 1. Specify the primary control 


VLAN of RRPP domain 1 as VLAN 4092. Specify the protected VLANs of RRPP domain 1 as 


VLANs 1 through 30.  


 Device A, Device B, Device C, and Device D form primary ring 1. 


 Specify Device A as the master node of primary ring 1, Ten-GigabitEthernet 1/0/1 as the primary 


port, and Ten-GigabitEthernet 1/0/2 as the secondary port. 


 Specify Device B, Device C, and Device D as the transit nodes of primary ring 1. Specify Ten-


GigabitEthernet 1/0/1 as the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port 


on Device B, Device C, and Device D. 
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Figure 24 Network diagram 


 
 


Configuration procedure 


1. Configure Device A: 


# Create VLANs 1 through 30.  


<DeviceA> system-view 


[DeviceA] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceA] stp region-configuration 


[DeviceA-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceA-mst-region] active region-configuration 


[DeviceA-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceA] interface ten-gigabitethernet 1/0/1 


[DeviceA-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceA-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceA-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceA-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceA-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceA] interface ten-gigabitethernet 1/0/2 


[DeviceA-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceA-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceA-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceA-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceA-Ten-GigabitEthernet1/0/2] quit 
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# Create RRPP domain 1. 


[DeviceA] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceA-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceA-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device A as the master node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceA-rrpp-domain1] ring 1 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceA-rrpp-domain1] ring 1 enable 


[DeviceA-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceA] rrpp enable 


2. Configure Device B: 


# Create VLANs 1 through 30. 


<DeviceB> system-view 


[DeviceB] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceB] stp region-configuration 


[DeviceB-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceB-mst-region] active region-configuration 


[DeviceB-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceB] interface ten-gigabitethernet 1/0/1 


[DeviceB-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceB-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceB-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceB-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceB-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceB] interface ten-gigabitethernet 1/0/2 


[DeviceB-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceB-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceB-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceB-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceB-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 1.  


[DeviceB] rrpp domain 1 
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# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceB-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceB-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device B as the transit node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceB-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceB-rrpp-domain1] ring 1 enable 


[DeviceB-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceB] rrpp enable 


3. Configure Device C: 


Configure Device C in the same way Device B is configured.  


4. Configure Device D: 


Configure Device D in the same way Device B is configured.  


Verifying the configuration 


# Use the display commands to view RRPP configuration and operational information on each device. 


Intersecting ring configuration example 


Network requirements 


As shown in Figure 25:  


 Device A, Device B, Device C, Device D, and Device E form RRPP domain 1. VLAN 4092 is the 


primary control VLAN of RRPP domain 1. RRPP domain 1 protects VLANs 1 through 30. 


 Device A, Device B, Device C, and Device D form primary ring 1. Device B, Device C, and Device 


E form subring 2. 


 Device A is the master node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as the primary 


port and Ten-GigabitEthernet 1/0/2 the secondary port. 


 Device E is the master node of subring 2, with Ten-GigabitEthernet 1/0/1 as the primary port and 


Ten-GigabitEthernet 1/0/2 the secondary port. 


 Device B is the transit node of primary ring 1 and the edge node of subring 2, with Ten-


GigabitEthernet 1/0/3 as the edge port.  


 Device C is the transit node of primary ring 1 and the assistant edge node of subring 1, with Ten-


GigabitEthernet 1/0/3 as the edge port. 


 Device D is the transit node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as the primary port 


and Ten-GigabitEthernet 1/0/2 the secondary port.  
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Figure 25 Network diagram 


 
 


Configuration procedure 


1. Configure Device A: 


# Create VLANs 1 through 30. 


<DeviceA> system-view 


[DeviceA] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceA] stp region-configuration 


[DeviceA-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceA-mst-region] active region-configuration 


[DeviceA-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1. 


[DeviceA] interface ten-gigabitethernet 1/0/1 


[DeviceA-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceA-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceA-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceA-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceA-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceA] interface ten-gigabitethernet 1/0/2 


[DeviceA-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceA-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceA-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceA-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceA-Ten-GigabitEthernet1/0/2] quit 
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# Create RRPP domain 1.  


[DeviceA] rrpp domain 1  


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceA-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceA-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device A as the master node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceA-rrpp-domain1] ring 1 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceA-rrpp-domain1] ring 1 enable 


[DeviceA-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceA] rrpp enable 


2. Configure Device B: 


# Create VLANs 1 through 30. 


<DeviceB> system-view 


[DeviceB] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceB] stp region-configuration 


[DeviceB-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceB-mst-region] active region-configuration 


[DeviceB-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1. 


[DeviceB] interface ten-gigabitethernet 1/0/1 


[DeviceB-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceB-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceB-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceB-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceB-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceB] interface ten-gigabitethernet 1/0/2 


[DeviceB-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceB-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceB-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceB-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceB-Ten-GigabitEthernet1/0/2] quit 


# Configure Ten-GigabitEthernet 1/0/3 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceB] interface ten-gigabitethernet 1/0/3 
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[DeviceB-Ten-GigabitEthernet1/0/3] link-delay 0 


[DeviceB-Ten-GigabitEthernet1/0/3] undo stp enable 


[DeviceB-Ten-GigabitEthernet1/0/3] port link-type trunk 


[DeviceB-Ten-GigabitEthernet1/0/3] port trunk permit vlan 1 to 30 


[DeviceB-Ten-GigabitEthernet1/0/3] quit 


# Create RRPP domain 1.  


[DeviceB] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceB-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceB-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device B as a transit node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceB-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceB-rrpp-domain1] ring 1 enable 


# Configure Device B as the edge node of subring 2, with Ten-GigabitEthernet 1/0/3 as the 


edge port. Enable ring 2.  


[DeviceB-rrpp-domain1] ring 2 node-mode edge edge-port ten-gigabitethernet 1/0/3 


[DeviceB-rrpp-domain1] ring 2 enable 


[DeviceB-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceB] rrpp enable 


3. Configure Device C: 


# Create VLANs 1 through 30. 


<DeviceC> system-view 


[DeviceC] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceC] stp region-configuration 


[DeviceC-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceC-mst-region] active region-configuration 


[DeviceC-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1. 


[DeviceC] interface ten-gigabitethernet 1/0/1 


[DeviceC-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceC-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceC-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceC-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceC-Ten-GigabitEthernet1/0/1] quit 
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# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceC] interface ten-gigabitethernet 1/0/2 


[DeviceC-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceC-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceC-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceC-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceC-Ten-GigabitEthernet1/0/2] quit 


# Configure Ten-GigabitEthernet 1/0/3 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceC] interface ten-gigabitethernet 1/0/3 


[DeviceC-Ten-GigabitEthernet1/0/3] link-delay 0 


[DeviceC-Ten-GigabitEthernet1/0/3] undo stp enable 


[DeviceC-Ten-GigabitEthernet1/0/3] port link-type trunk 


[DeviceC-Ten-GigabitEthernet1/0/3] port trunk permit vlan 1 to 30 


[DeviceC-Ten-GigabitEthernet1/0/3] quit 


# Create RRPP domain 1.  


[DeviceC] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceC-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceC-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device C as a transit node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceC-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceC-rrpp-domain1] ring 1 enable 


# Configure Device C as the assistant edge node of subring 2, with Ten-GigabitEthernet 1/0/3 


as the edge port. Enable ring 2.  


[DeviceC-rrpp-domain1] ring 2 node-mode assistant-edge edge-port ten-


gigabitethernet 1/0/3 


[DeviceC-rrpp-domain1] ring 2 enable 


[DeviceC-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceC] rrpp enable 


4. Configure Device D: 


# Create VLANs 1 through 30. 


<DeviceD> system-view 


[DeviceD] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceD] stp region-configuration 


[DeviceD-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceD-mst-region] active region-configuration 


[DeviceD-mst-region] quit 
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# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1. 


[DeviceD] interface ten-gigabitethernet 1/0/1 


[DeviceD-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceD-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceD-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceD-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceD-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceD] interface ten-gigabitethernet 1/0/2 


[DeviceD-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceD-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceD-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceD-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceD-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 1.  


[DeviceD] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceD-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceD-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device D as the transit node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceD-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceD-rrpp-domain1] ring 1 enable 


[DeviceD-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceD] rrpp enable 


5. Configure Device E: 


# Create VLANs 1 through 30. 


<DeviceE> system-view 


[DeviceE] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceE] stp region-configuration 


[DeviceE-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceE-mst-region] active region-configuration 


[DeviceE-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1. 


[DeviceE] interface ten-gigabitethernet 1/0/1 
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[DeviceE-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceE-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceE-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceE-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceE-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceE] interface ten-gigabitethernet 1/0/2 


[DeviceE-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceE-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceE-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceE-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceE-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 1.  


[DeviceE] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceE-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceE-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device E as the master node of subring 2, with Ten-GigabitEthernet 1/0/1 as the 


primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 2.  


[DeviceE-rrpp-domain1] ring 2 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 1 


[DeviceE-rrpp-domain1] ring 2 enable 


[DeviceE-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceE] rrpp enable 


Verifying the configuration 


# Use the display commands to view RRPP configuration and operational information on each device. 


Dual-homed rings configuration example 


Network requirements 


As shown in Figure 26:  


 Device A through Device H form RRPP domain 1. Specify the primary control VLAN of RRPP domain 


1 as VLAN 4092. Specify the protected VLANs of RRPP domain 1 as VLANs 1 through 30.  


 Device A through Device D form primary ring 1. Device A, Device B, and Device E form subring 


2. Device A, Device B, and Device F form subring 3. Device C, Device D, and Device G form 


subring 4. Device C, Device D, and Device H form subring 5.  


 Specify Device A, Device E, Device F, Device G, and Device H as the master nodes of Ring 1, Ring 


2, Ring 3, Ring 4, and Ring 5, respectively. Specify Ten-GigabitEthernet 1/0/1 as the primary 


port and Ten-GigabitEthernet 1/0/2 as the secondary port on the rings.  
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 Specify Device A as the edge node of the connected subrings, its Ten-GigabitEthernet 1/0/3 and 


Ten-GigabitEthernet 1/0/4 as the edge ports. Specify Device D as the transit node of the primary 


ring and edge node of the connected subrings, its Ten-GigabitEthernet 1/0/3 and Ten-


GigabitEthernet 1/0/4 as the edge ports. Specify Device B and Device C as the transit node of 


the primary ring and assistant edge nodes of the connected subrings, their Ten-GigabitEthernet 


1/0/3 and Ten-GigabitEthernet 1/0/4 as the edge ports.  
 


 IMPORTANT: 


Configure the primary and secondary ports on the master nodes correctly to make sure other protocols 


still operate correctly when data VLANs are denied by the secondary ports.  
 


Figure 26 Network diagram 


 
 


Configuration procedure 


1. Configure Device A: 


# Create VLANs 1 through 30. 


<DeviceA> system-view 


[DeviceA] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceA] stp region-configuration 


[DeviceA-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceA-mst-region] active region-configuration 


[DeviceA-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceA] interface ten-gigabitethernet 1/0/1 


[DeviceA-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceA-Ten-GigabitEthernet1/0/1] undo stp enable 
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# Configure the port as a trunk port.  


[DeviceA-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceA-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceA-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceA] interface ten-gigabitethernet 1/0/2 


[DeviceA-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceA-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceA-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceA-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceA-Ten-GigabitEthernet1/0/2] quit 


# Configure Ten-GigabitEthernet 1/0/3 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceA] interface ten-gigabitethernet 1/0/3 


[DeviceA-Ten-GigabitEthernet1/0/3] link-delay 0 


[DeviceA-Ten-GigabitEthernet1/0/3] undo stp enable 


[DeviceA-Ten-GigabitEthernet1/0/3] port link-type trunk 


[DeviceA-Ten-GigabitEthernet1/0/3] port trunk permit vlan 1 to 30 


[DeviceA-Ten-GigabitEthernet1/0/3] quit 


# Configure Ten-GigabitEthernet 1/0/4 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceA] interface ten-gigabitethernet 1/0/4 


[DeviceA-Ten-GigabitEthernet1/0/4] link-delay 0 


[DeviceA-Ten-GigabitEthernet1/0/4] undo stp enable 


[DeviceA-Ten-GigabitEthernet1/0/4] port link-type trunk 


[DeviceA-Ten-GigabitEthernet1/0/4] port trunk permit vlan 1 to 30 


[DeviceA-Ten-GigabitEthernet1/0/4] quit 


# Create RRPP domain 1.  


[DeviceA] rrpp domain 1  


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceA-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceA-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device A as the master node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceA-rrpp-domain1] ring 1 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceA-rrpp-domain1] ring 1 enable 


# Configure Device A as the edge node of subring 2, with Ten-GigabitEthernet 1/0/4 as the 


edge port. Enable subring 2.  


[DeviceA-rrpp-domain1] ring 2 node-mode edge edge-port ten-gigabitethernet 1/0/4 


[DeviceA-rrpp-domain1] ring 2 enable 


# Configure Device A as the edge node of subring 3, with Ten-GigabitEthernet 1/0/3 as the 


edge port. Enable subring 3.  


[DeviceA-rrpp-domain1] ring 3 node-mode edge edge-port ten-gigabitethernet 1/0/3 
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[DeviceA-rrpp-domain1] ring 3 enable 


[DeviceA-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceA] rrpp enable 


2. Configure Device B: 


# Create VLANs 1 through 30. 


<DeviceB> system-view 


[DeviceB] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceB] stp region-configuration 


[DeviceB-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceB-mst-region] active region-configuration 


[DeviceB-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceB] interface ten-gigabitethernet 1/0/1 


[DeviceB-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceB-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceB-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceB-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceB-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceB] interface ten-gigabitethernet 1/0/2 


[DeviceB-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceB-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceB-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceB-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceB-Ten-GigabitEthernet1/0/2] quit 


# Configure Ten-GigabitEthernet 1/0/3 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceB] interface ten-gigabitethernet 1/0/3 


[DeviceB-Ten-GigabitEthernet1/0/3] link-delay 0 


[DeviceB-Ten-GigabitEthernet1/0/3] undo stp enable 


[DeviceB-Ten-GigabitEthernet1/0/3] port link-type trunk 


[DeviceB-Ten-GigabitEthernet1/0/3] port trunk permit vlan 1 to 30 


[DeviceB-Ten-GigabitEthernet1/0/3] quit 


# Configure Ten-GigabitEthernet 1/0/4 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceB] interface ten-gigabitethernet 1/0/4 


[DeviceB-Ten-GigabitEthernet1/0/4] link-delay 0 


[DeviceB-Ten-GigabitEthernet1/0/4] undo stp enable 
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[DeviceB-Ten-GigabitEthernet1/0/4] port link-type trunk 


[DeviceB-Ten-GigabitEthernet1/0/4] port trunk permit vlan 1 to 30 


[DeviceB-Ten-GigabitEthernet1/0/4] quit 


# Create RRPP domain 1.  


[DeviceB] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceB-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceB-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device B as the transit node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceB-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceB-rrpp-domain1] ring 1 enable 


# Configure Device B as the assistant edge node of subring 2, with Ten-GigabitEthernet 1/0/4 


as the edge port. Enable subring 2.  


[DeviceB-rrpp-domain1] ring 2 node-mode assistant-edge edge-port ten-


gigabitethernet 1/0/4 


[DeviceB-rrpp-domain1] ring 2 enable 


# Configure Device B as the assistant edge node of subring 3, with Ten-GigabitEthernet 1/0/3 


as the edge port. Enable subring 3.  


[DeviceB-rrpp-domain1] ring 3 node-mode assistant-edge edge-port ten-


gigabitethernet 1/0/3 


[DeviceB-rrpp-domain1] ring 3 enable 


[DeviceB-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceB] rrpp enable 


3. Configure Device C: 


# Create VLANs 1 through 30. 


<DeviceC> system-view 


[DeviceC] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceC] stp region-configuration 


[DeviceC-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceC-mst-region] active region-configuration 


[DeviceC-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceC] interface ten-gigabitethernet 1/0/1 


[DeviceC-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceC-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceC-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 
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[DeviceC-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceC-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceC] interface ten-gigabitethernet 1/0/2 


[DeviceC-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceC-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceC-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceC-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceC-Ten-GigabitEthernet1/0/2] quit 


# Configure Ten-GigabitEthernet 1/0/3 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceC] interface ten-gigabitethernet 1/0/3 


[DeviceC-Ten-GigabitEthernet1/0/3] link-delay 0 


[DeviceC-Ten-GigabitEthernet1/0/3] undo stp enable 


[DeviceC-Ten-GigabitEthernet1/0/3] port link-type trunk 


[DeviceC-Ten-GigabitEthernet1/0/3] port trunk permit vlan 1 to 30 


[DeviceC-Ten-GigabitEthernet1/0/3] quit 


# Configure Ten-GigabitEthernet 1/0/4 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceC] interface ten-gigabitethernet 1/0/4 


[DeviceC-Ten-GigabitEthernet1/0/4] link-delay 0 


[DeviceC-Ten-GigabitEthernet1/0/4] undo stp enable 


[DeviceC-Ten-GigabitEthernet1/0/4] port link-type trunk 


[DeviceC-Ten-GigabitEthernet1/0/4] port trunk permit vlan 1 to 30 


[DeviceC-Ten-GigabitEthernet1/0/4] quit 


# Create RRPP domain 1.  


[DeviceC] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceC-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceC-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device C as the transit node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceC-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceC-rrpp-domain1] ring 1 enable 


# Configure Device C as the assistant edge node of subring 4, with Ten-GigabitEthernet 1/0/3 


as the edge port. Enable subring 4.  


[DeviceC-rrpp-domain1] ring 4 node-mode assistant-edge edge-port ten-


gigabitethernet 1/0/3 


[DeviceC-rrpp-domain1] ring 4 enable 


# Configure Device C as the assistant edge node of subring 5, with Ten-GigabitEthernet 1/0/4 


as the edge port. Enable subring 5.  


[DeviceC-rrpp-domain1] ring 5 node-mode assistant-edge edge-port ten-


gigabitethernet 1/0/4 


[DeviceC-rrpp-domain1] ring 5 enable 
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[DeviceC-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceC] rrpp enable 


4. Configure Device D: 


# Create VLANs 1 through 30. 


<DeviceD> system-view 


[DeviceD] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceD] stp region-configuration 


[DeviceD-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceD-mst-region] active region-configuration 


[DeviceD-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceD] interface ten-gigabitethernet 1/0/1 


[DeviceD-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceD-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceD-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceD-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceD-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceD] interface ten-gigabitethernet 1/0/2 


[DeviceD-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceD-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceD-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceD-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceD-Ten-GigabitEthernet1/0/2] quit 


# Configure Ten-GigabitEthernet 1/0/3 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceD] interface ten-gigabitethernet 1/0/3 


[DeviceD-Ten-GigabitEthernet1/0/3] link-delay 0 


[DeviceD-Ten-GigabitEthernet1/0/3] undo stp enable 


[DeviceD-Ten-GigabitEthernet1/0/3] port link-type trunk 


[DeviceD-Ten-GigabitEthernet1/0/3] port trunk permit vlan 1 to 30 


[DeviceD-Ten-GigabitEthernet1/0/3] quit 


# Configure Ten-GigabitEthernet 1/0/4 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceD] interface ten-gigabitethernet 1/0/4 


[DeviceD-Ten-GigabitEthernet1/0/4] link-delay 0 


[DeviceD-Ten-GigabitEthernet1/0/4] undo stp enable 


[DeviceD-Ten-GigabitEthernet1/0/4] port link-type trunk 
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[DeviceD-Ten-GigabitEthernet1/0/4] port trunk permit vlan 1 to 30 


[DeviceD-Ten-GigabitEthernet1/0/4] quit 


# Create RRPP domain 1.  


[DeviceD] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceD-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceD-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device D as the transit node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceD-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceD-rrpp-domain1] ring 1 enable 


# Configure Device D as the edge node of subring 4, with Ten-GigabitEthernet 1/0/3 as the 


edge port. Enable subring 4.  


[DeviceD-rrpp-domain1] ring 4 node-mode edge edge-port ten-gigabitethernet 1/0/3 


[DeviceD-rrpp-domain1] ring 4 enable 


# Configure Device D as the edge node of subring 5, with Ten-GigabitEthernet 1/0/4 as the 


edge port. Enable subring 5.  


[DeviceD-rrpp-domain1] ring 5 node-mode edge edge-port ten-gigabitethernet 1/0/4 


[DeviceD-rrpp-domain1] ring 5 enable 


[DeviceD-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceD] rrpp enable 


5. Configure Device E: 


# Create VLANs 1 through 30. 


<DeviceE> system-view 


[DeviceE] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceE] stp region-configuration 


[DeviceE-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceE-mst-region] active region-configuration 


[DeviceE-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceE] interface ten-gigabitethernet 1/0/1 


[DeviceE-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceE-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceE-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceE-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceE-Ten-GigabitEthernet1/0/1] quit 
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# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceE] interface ten-gigabitethernet 1/0/2 


[DeviceE-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceE-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceE-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceE-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceE-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 1.  


[DeviceE] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceE-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceE-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device E as the master node of subring 2, with Ten-GigabitEthernet 1/0/1 as the 


primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable subring 2.  


[DeviceE-rrpp-domain1] ring 2 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 1 


[DeviceE-rrpp-domain1] ring 2 enable 


[DeviceE-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceE] rrpp enable 


6. Configure Device F: 


# Create VLANs 1 through 30. 


<DeviceF> system-view 


[DeviceF] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceF] stp region-configuration 


[DeviceF-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceF-mst-region] active region-configuration 


[DeviceF-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceF] interface ten-gigabitethernet 1/0/1 


[DeviceF-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceF-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceF-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceF-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceF-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceF] interface ten-gigabitethernet 1/0/2 
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[DeviceF-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceF-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceF-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceF-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceF-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 1.  


[DeviceF] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceF-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceF-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device F as the master node of subring 3, with Ten-GigabitEthernet 1/0/1 as the 


primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable subring 3.  


[DeviceF-rrpp-domain1] ring 3 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 1 


[DeviceF-rrpp-domain1] ring 3 enable 


[DeviceF-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceF] rrpp enable 


7. Configure Device G: 


# Create VLANs 1 through 30. 


<DeviceG> system-view 


[DeviceG] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceG] stp region-configuration 


[DeviceG-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceG-mst-region] active region-configuration 


[DeviceG-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceG] interface ten-gigabitethernet 1/0/1 


[DeviceG-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceG-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceG-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceG-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceG-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceG] interface ten-gigabitethernet 1/0/2 


[DeviceG-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceG-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceG-Ten-GigabitEthernet1/0/2] port link-type trunk 
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[DeviceG-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceG-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 1.  


[DeviceG] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceG-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceG-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device G as the master node of subring 4, with Ten-GigabitEthernet 1/0/1 as the 


primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable subring 4.  


[DeviceG-rrpp-domain1] ring 4 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 1 


[DeviceG-rrpp-domain1] ring 4 enable 


[DeviceG-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceG] rrpp enable 


8. Configure Device H: 


# Create VLANs 1 through 30. 


<DeviceH> system-view 


[DeviceH] vlan 1 to 30 


# Map these VLANs to MSTI 1. 


[DeviceH] stp region-configuration 


[DeviceH-mst-region] instance 1 vlan 1 to 30 


# Activate the MST region configuration. 


[DeviceH-mst-region] active region-configuration 


[DeviceH-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceH] interface ten-gigabitethernet 1/0/1 


[DeviceH-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceH-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceH-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Assign the port to VLANs 1 through 30. 


[DeviceH-Ten-GigabitEthernet1/0/1] port trunk permit vlan 1 to 30 


[DeviceH-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceH] interface ten-gigabitethernet 1/0/2 


[DeviceH-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceH-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceH-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceH-Ten-GigabitEthernet1/0/2] port trunk permit vlan 1 to 30 


[DeviceH-Ten-GigabitEthernet1/0/2] quit 
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# Create RRPP domain 1.  


[DeviceH] rrpp domain 1 


# Configure VLAN 4092 as the primary control VLAN of RRPP domain 1.  


[DeviceH-rrpp-domain1] control-vlan 4092 


# Configure the VLANs mapped to MSTI 1 as the protected VLANs of RRPP domain 1.  


[DeviceH-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device H as the master node of subring 5, with Ten-GigabitEthernet 1/0/1 as the 


primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable subring 5.  


[DeviceH-rrpp-domain1] ring 5 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 1 


[DeviceH-rrpp-domain1] ring 5 enable 


[DeviceH-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceH] rrpp enable 


Verifying the configuration 


# Use the display commands to view RRPP configuration and operational information on each device. 


Load-balanced intersecting-ring configuration example 


Network requirements 


As shown in Figure 27:  


 Device A, Device B, Device C, Device D, and Device F form RRPP domain 1. VLAN 100 is the 


primary control VLAN of the RRPP domain. Device A is the master node of the primary ring, Ring 


1. Device D is the transit node of Ring 1. Device F is the master node of the subring Ring 3. Device 


C is the edge node of the subring Ring 3. Device B is the assistant edge node of the subring Ring 


3.  


 Device A, Device B, Device C, Device D, and Device E form RRPP domain 2. VLAN 105 is the 


primary control VLAN of the RRPP domain. Device A is the master node of the primary ring, Ring 


1. Device D is the transit node of Ring 1. Device E is the master node of the subring Ring 2. Device 


C is the edge node of the subring Ring 2. Device B is the assistant edge node of the subring Ring 


2.  


 Specify VLAN 11 as the protected VLAN of domain 1, and VLAN 12 the protected VLAN of 


domain 2. You can implement VLAN-based load balancing on Ring 1.  


 Ring 2 and Ring 3 have the same edge node and assistant edge node, and the two subrings have 


the same SRPTs. You can add Ring 2 and Ring 3 to an RRPP ring group to reduce Edge-Hello 


traffic.  
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Figure 27 Network diagram 


 
 


Configuration procedure 


1. Configure Device A: 


# Create VLANs 11 and 12.  


<DeviceA> system-view 


[DeviceA] vlan 11 to 12 


# Map VLAN 11 to MSTI 1 and VLAN 12 to MSTI 2.  


[DeviceA] stp region-configuration 


[DeviceA-mst-region] instance 1 vlan 11 


[DeviceA-mst-region] instance 2 vlan 12 


# Activate the MST region configuration. 


[DeviceA-mst-region] active region-configuration 


[DeviceA-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceA] interface ten-gigabitethernet 1/0/1 


[DeviceA-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceA-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceA-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Remove the port from VLAN 1, and assign it to VLANs 11 and 12.  


[DeviceA-Ten-GigabitEthernet1/0/1] undo port trunk permit vlan 1 


[DeviceA-Ten-GigabitEthernet1/0/1] port trunk permit vlan 11 12 


# Configure VLAN 11 as the default VLAN.  


[DeviceA-Ten-GigabitEthernet1/0/1] port trunk pvid vlan 11 


[DeviceA-Ten-GigabitEthernet1/0/1] quit 
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# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceA] interface ten-gigabitethernet 1/0/2 


[DeviceA-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceA-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceA-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceA-Ten-GigabitEthernet1/0/2] undo port trunk permit vlan 1 


[DeviceA-Ten-GigabitEthernet1/0/2] port trunk permit vlan 11 12 


[DeviceA-Ten-GigabitEthernet1/0/2] port trunk pvid vlan 11 


[DeviceA-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 1.  


[DeviceA] rrpp domain 1 


# Configure VLAN 100 as the primary control VLAN of RRPP domain 1.  


[DeviceA-rrpp-domain1] control-vlan 100 


# Configure the VLAN mapped to MSTI 1 as the protected VLAN of RRPP domain 1.  


[DeviceA-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device A as the master node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceA-rrpp-domain1] ring 1 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceA-rrpp-domain1] ring 1 enable 


[DeviceA-rrpp-domain1] quit 


# Create RRPP domain 2.  


[DeviceA] rrpp domain 2 


# Configure VLAN 105 as the primary control VLAN of RRPP domain 2.  


[DeviceA-rrpp-domain2] control-vlan 105 


# Configure the VLAN mapped to MSTI 2 as the protected VLAN of RRPP domain 2.  


[DeviceA-rrpp-domain2] protected-vlan reference-instance 2 


# Configure Device A as the master node of primary ring 1, with Ten-GigabitEthernet 1/0/2 as 


the master port and Ten-GigabitEthernet 1/0/1 as the secondary port. Enable ring 1.  


[DeviceA-rrpp-domain2] ring 1 node-mode master primary-port ten-gigabitethernet 


1/0/2 secondary-port ten-gigabitethernet 1/0/1 level 0 


[DeviceA-rrpp-domain2] ring 1 enable 


[DeviceA-rrpp-domain2] quit 


# Enable RRPP.  


[DeviceA] rrpp enable 


2. Configure Device B: 


# Create VLANs 11 and 12.  


<DeviceB> system-view 


[DeviceB] vlan 11 to 12 


# Map VLAN 11 to MSTI 1 and VLAN 12 to MSTI 2.  


[DeviceB] stp region-configuration 


[DeviceB-mst-region] instance 1 vlan 11 


[DeviceB-mst-region] instance 2 vlan 12 


# Activate the MST region configuration. 


[DeviceB-mst-region] active region-configuration 
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[DeviceB-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1.  


[DeviceB] interface ten-gigabitethernet 1/0/1 


[DeviceB-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceB-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceB-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Remove the port from VLAN 1, and assign it to VLANs 11 and 12.  


[DeviceB-Ten-GigabitEthernet1/0/1] undo port trunk permit vlan 1 


[DeviceB-Ten-GigabitEthernet1/0/1] port trunk permit vlan 11 12 


# Configure VLAN 11 as the default VLAN.  


[DeviceB-Ten-GigabitEthernet1/0/1] port trunk pvid vlan 11 


[DeviceB-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceB] interface ten-gigabitethernet 1/0/2 


[DeviceB-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceB-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceB-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceB-Ten-GigabitEthernet1/0/2] undo port trunk permit vlan 1 


[DeviceB-Ten-GigabitEthernet1/0/2] port trunk permit vlan 11 12 


[DeviceB-Ten-GigabitEthernet1/0/2] port trunk pvid vlan 11 


[DeviceB-Ten-GigabitEthernet1/0/2] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/3. 


[DeviceB] interface ten-gigabitethernet 1/0/3 


[DeviceB-Ten-GigabitEthernet1/0/3] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceB-Ten-GigabitEthernet1/0/3] undo stp enable 


# Configure the port as a trunk port.  


[DeviceB-Ten-GigabitEthernet1/0/3] port link-type trunk 


# Remove the port from VLAN 1, and assign it to VLAN 12.  


[DeviceB-Ten-GigabitEthernet1/0/3] undo port trunk permit vlan 1 


[DeviceB-Ten-GigabitEthernet1/0/3] port trunk permit vlan 12 


# Configure VLAN 12 as the default VLAN.  


[DeviceB-Ten-GigabitEthernet1/0/3] port trunk pvid vlan 12 


[DeviceB-Ten-GigabitEthernet1/0/3] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/4. 


[DeviceB] interface ten-gigabitethernet 1/0/4 


[DeviceB-Ten-GigabitEthernet1/0/4] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceB-Ten-GigabitEthernet1/0/4] undo stp enable 


# Configure the port as a trunk port.  
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[DeviceB-Ten-GigabitEthernet1/0/4] port link-type trunk 


# Remove the port from VLAN 1, and assign it to VLAN 11.  


[DeviceB-Ten-GigabitEthernet1/0/4] undo port trunk permit vlan 1 


[DeviceB-Ten-GigabitEthernet1/0/4] port trunk permit vlan 11 


# Configure VLAN 11 as the default VLAN.  


[DeviceB-Ten-GigabitEthernet1/0/4] port trunk pvid vlan 11 


[DeviceB-Ten-GigabitEthernet1/0/4] quit 


# Create RRPP domain 1.  


[DeviceB] rrpp domain 1 


# Configure VLAN 100 as the primary control VLAN of RRPP domain 1.  


[DeviceB-rrpp-domain1] control-vlan 100 


# Configure the VLAN mapped to MSTI 1 as the protected VLAN of RRPP domain 1.  


[DeviceB-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device B as a transit node of primary ring 1 in RRPP domain 1, with Ten-


GigabitEthernet 1/0/1 as the primary port and Ten-GigabitEthernet 1/0/2 as the secondary 


port. Enable ring 1.  


[DeviceB-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceB-rrpp-domain1] ring 1 enable 


# Configure Device B as the assistant edge node of subring 3 in RRPP domain 1, with Ten-


GigabitEthernet 1/0/4 as the edge port. Enable subring 3.  


[DeviceB-rrpp-domain1] ring 3 node-mode assistant-edge edge-port ten-


gigabitethernet 1/0/4  


[DeviceB-rrpp-domain1] ring 3 enable 


[DeviceB-rrpp-domain1] quit 


# Create RRPP domain 2.  


[DeviceB] rrpp domain 2 


# Configure VLAN 105 as the primary control VLAN of RRPP domain 2.  


[DeviceB-rrpp-domain2] control-vlan 105 


# Configure the VLAN mapped to MSTI 2 as the protected VLAN of RRPP domain 2.  


[DeviceB-rrpp-domain2] protected-vlan reference-instance 2 


# Configure Device B as the transit node of primary ring 1, with Ten-GigabitEthernet 1/0/1 as 


the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. Enable ring 1.  


[DeviceB-rrpp-domain2] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceB-rrpp-domain2] ring 1 enable 


# Configure Device B as the assistant edge node of subring 2 in RRPP domain 2, with Ten-


GigabitEthernet 1/0/3 as the edge port. Enable subring 2.  


[DeviceB-rrpp-domain2] ring 2 node-mode assistant-edge edge-port ten-


gigabitethernet 1/0/3 


[DeviceB-rrpp-domain2] ring 2 enable 


[DeviceC-rrpp-domain2] quit 


# Enable RRPP.  


[DeviceB] rrpp enable 


3. Configure Device C: 


# Create VLANs 11 and 12.  
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<DeviceC> system-view 


[DeviceC] vlan 11 to 12 


# Map VLAN 11 to MSTI 1 and VLAN 12 to MSTI 2.  


[DeviceC] stp region-configuration 


[DeviceC-mst-region] instance 1 vlan 11 


[DeviceC-mst-region] instance 2 vlan 12 


# Activate the MST region configuration. 


[DeviceC-mst-region] active region-configuration 


[DeviceC-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1. 


[DeviceC] interface ten-gigabitethernet 1/0/1 


[DeviceC-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceC-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceC-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Remove the port from VLAN 1, and assign it to VLANs 11 and 12.  


[DeviceC-Ten-GigabitEthernet1/0/1] undo port trunk permit vlan 1 


[DeviceC-Ten-GigabitEthernet1/0/1] port trunk permit vlan 11 12 


# Configure VLAN 11 as the default VLAN.  


[DeviceC-Ten-GigabitEthernet1/0/1] port trunk pvid vlan 11 


[DeviceC-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceC] interface ten-gigabitethernet 1/0/2 


[DeviceC-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceC-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceC-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceC-Ten-GigabitEthernet1/0/2] undo port trunk permit vlan 1 


[DeviceC-Ten-GigabitEthernet1/0/2] port trunk permit vlan 11 12 


[DeviceC-Ten-GigabitEthernet1/0/2] port trunk pvid vlan 11 


[DeviceC-Ten-GigabitEthernet1/0/2] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/3. 


[DeviceC] interface ten-gigabitethernet 1/0/3 


[DeviceC-Ten-GigabitEthernet1/0/3] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceC-Ten-GigabitEthernet1/0/3] undo stp enable 


# Configure the port as a trunk port.  


[DeviceC-Ten-GigabitEthernet1/0/3] port link-type trunk 


# Remove the port from VLAN 1, and assign it to VLAN 12.  


[DeviceC-Ten-GigabitEthernet1/0/3] undo port trunk permit vlan 1 


[DeviceC-Ten-GigabitEthernet1/0/3] port trunk permit vlan 12 


# Configure VLAN 12 as the default VLAN.  


[DeviceC-Ten-GigabitEthernet1/0/3] port trunk pvid vlan 12 
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[DeviceC-Ten-GigabitEthernet1/0/3] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/4. 


[DeviceC] interface ten-gigabitethernet 1/0/4 


[DeviceC-Ten-GigabitEthernet1/0/4] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceC-Ten-GigabitEthernet1/0/4] undo stp enable 


# Configure the port as a trunk port.  


[DeviceC-Ten-GigabitEthernet1/0/4] port link-type trunk 


# Remove the port from VLAN 1, and assign it to VLAN 11.  


[DeviceC-Ten-GigabitEthernet1/0/4] undo port trunk permit vlan 1 


[DeviceC-Ten-GigabitEthernet1/0/4] port trunk permit vlan 11 


# Configure VLAN 11 as the default VLAN.  


[DeviceC-Ten-GigabitEthernet1/0/4] port trunk pvid vlan 11 


[DeviceC-Ten-GigabitEthernet1/0/4] quit 


# Create RRPP domain 1.  


[DeviceC] rrpp domain 1 


# Configure VLAN 100 as the primary control VLAN of RRPP domain 1.  


[DeviceC-rrpp-domain1] control-vlan 100 


# Configure the VLAN mapped to MSTI 1 as the protected VLAN of RRPP domain 1.  


[DeviceC-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device C as the transit node of primary ring 1 in RRPP domain 1, with Ten-


GigabitEthernet 1/0/1 as the primary port and Ten-GigabitEthernet 1/0/2 as the secondary 


port. Enable ring 1.  


[DeviceC-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceC-rrpp-domain1] ring 1 enable 


# Configure Device C as the edge node of subring 3 in RRPP domain 1, with Ten-


GigabitEthernet 1/0/4 as the edge port. Enable subring 3.  


[DeviceC-rrpp-domain1] ring 3 node-mode edge edge-port ten-gigabitethernet 1/0/4 


[DeviceC-rrpp-domain1] ring 3 enable 


[DeviceC-rrpp-domain1] quit 


# Create RRPP domain 2.  


[DeviceC] rrpp domain 2 


# Configure VLAN 105 as the primary control VLAN of RRPP domain 2.  


[DeviceC-rrpp-domain2] control-vlan 105 


# Configure the VLAN mapped to MSTI 2 as the protected VLAN of RRPP domain 2.  


[DeviceC-rrpp-domain2] protected-vlan reference-instance 2 


# Configure Device C as the transit node of primary ring 1 in RRPP domain 2, with Ten-


GigabitEthernet 1/0/1 as the primary port and Ten-GigabitEthernet 1/0/2 as the secondary 


port. Enable ring 1.  


[DeviceC-rrpp-domain2] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceC-rrpp-domain2] ring 1 enable 


# Configure Device C as the edge node of subring 2 in RRPP domain 2, with Ten-


GigabitEthernet 1/0/3 as the edge port. Enable subring 2.  
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[DeviceC-rrpp-domain2] ring 2 node-mode edge edge-port ten-gigabitethernet 1/0/3 


[DeviceC-rrpp-domain2] ring 2 enable 


[DeviceC-rrpp-domain2] quit 


# Enable RRPP.  


[DeviceC] rrpp enable 


4. Configure Device D: 


# Create VLANs 11 and 12.  


<DeviceD> system-view 


[DeviceD] vlan 11 to 12 


# Map VLAN 11 to MSTI 1 and VLAN 12 to MSTI 2.  


[DeviceD] stp region-configuration 


[DeviceD-mst-region] instance 1 vlan 11 


[DeviceD-mst-region] instance 2 vlan 12 


# Activate the MST region configuration. 


[DeviceD-mst-region] active region-configuration 


[DeviceD-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1. 


[DeviceD] interface ten-gigabitethernet 1/0/1 


[DeviceD-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceD-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceD-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Remove the port from VLAN 1, and assign it to VLANs 11 and 12.  


[DeviceD-Ten-GigabitEthernet1/0/1] undo port trunk permit vlan 1 


[DeviceD-Ten-GigabitEthernet1/0/1] port trunk permit vlan 11 12 


# Configure VLAN 11 as the default VLAN.  


[DeviceD-Ten-GigabitEthernet1/0/1] port trunk pvid vlan 11 


[DeviceD-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceD] interface ten-gigabitethernet 1/0/2 


[DeviceD-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceD-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceD-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceD-Ten-GigabitEthernet1/0/2] undo port trunk permit vlan 1 


[DeviceD-Ten-GigabitEthernet1/0/2] port trunk permit vlan 11 12 


[DeviceD-Ten-GigabitEthernet1/0/2] port trunk pvid vlan 11 


[DeviceD-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 1.  


[DeviceD] rrpp domain 1 


# Configure VLAN 100 as the primary control VLAN of RRPP domain 1.  


[DeviceD-rrpp-domain1] control-vlan 100 


# Configure the VLAN mapped to MSTI 1 as the protected VLAN of RRPP domain 1.  
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[DeviceD-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device D as the transit node of primary ring 1 in RRPP domain 1, with Ten-


GigabitEthernet 1/0/1 as the primary port and Ten-GigabitEthernet 1/0/2 as the secondary 


port. Enable ring 1.  


[DeviceD-rrpp-domain1] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceD-rrpp-domain1] ring 1 enable 


[DeviceD-rrpp-domain1] quit 


# Create RRPP domain 2.  


[DeviceD] rrpp domain 2 


# Configure VLAN 105 as the primary control VLAN of RRPP domain 2.  


[DeviceD-rrpp-domain2] control-vlan 105 


# Configure the VLAN mapped to MSTI 2 as the protected VLAN of RRPP domain 2.  


[DeviceD-rrpp-domain2] protected-vlan reference-instance 2 


# Configure Device D as the transit node of primary ring 1 in RRPP domain 2, with Ten-


GigabitEthernet 1/0/1 as the primary port and Ten-GigabitEthernet 1/0/2 as the secondary 


port. Enable ring 1.  


[DeviceD-rrpp-domain2] ring 1 node-mode transit primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 0 


[DeviceD-rrpp-domain2] ring 1 enable 


[DeviceD-rrpp-domain2] quit 


# Enable RRPP.  


[DeviceD] rrpp enable 


5. Configure Device E: 


# Create VLAN 12.  


<DeviceE> system-view 


[DeviceE] vlan 12 


# Map VLAN 12 to MSTI 2.  


[DeviceE-vlan12] quit 


[DeviceE] stp region-configuration 


[DeviceE-mst-region] instance 2 vlan 12 


# Activate the MST region configuration. 


[DeviceE-mst-region] active region-configuration 


[DeviceE-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1. 


[DeviceE] interface ten-gigabitethernet 1/0/1 


[DeviceE-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceE-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceE-Ten-GigabitEthernet1/0/1] port link-type trunk 


# Remove the port from VLAN 1, and assign it to VLAN 12.  


[DeviceE-Ten-GigabitEthernet1/0/1] undo port trunk permit vlan 1 


[DeviceE-Ten-GigabitEthernet1/0/1] port trunk permit vlan 12 


# Configure VLAN 12 as the default VLAN.  
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[DeviceE-Ten-GigabitEthernet1/0/1] port trunk pvid vlan 12 


[DeviceE-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceE] interface ten-gigabitethernet 1/0/2 


[DeviceE-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceE-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceE-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceE-Ten-GigabitEthernet1/0/2] undo port trunk permit vlan 1 


[DeviceE-Ten-GigabitEthernet1/0/2] port trunk permit vlan 12 


[DeviceE-Ten-GigabitEthernet1/0/2] port trunk pvid vlan 12 


[DeviceE-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 2.  


[DeviceE] rrpp domain 2 


# Configure VLAN 105 as the primary control VLAN of RRPP domain 2.  


[DeviceE-rrpp-domain2] control-vlan 105 


# Configure the VLAN mapped to MSTI 2 as the protected VLAN of RRPP domain 2.  


[DeviceE-rrpp-domain2] protected-vlan reference-instance 2 


# Configure Device E as the master mode of subring 2 in RRPP domain 2, with Ten-


GigabitEthernet 1/0/2 as the primary port and Ten-GigabitEthernet 1/0/1 as the secondary 


port. Enable ring 2.  


[DeviceE-rrpp-domain2] ring 2 node-mode master primary-port ten-gigabitethernet 


1/0/2 secondary-port ten-gigabitethernet 1/0/1 level 1 


[DeviceE-rrpp-domain2] ring 2 enable 


[DeviceE-rrpp-domain2] quit 


# Enable RRPP.  


[DeviceE] rrpp enable 


6. Configure Device F: 


# Create VLAN 11.  


<DeviceF> system-view 


[DeviceF] vlan 11 


[DeviceF-vlan11] quit 


# Map VLAN 11 to MSTI 1.  


[DeviceF] stp region-configuration 


[DeviceF-mst-region] instance 1 vlan 11 


# Activate the MST region configuration. 


[DeviceF-mst-region] active region-configuration 


[DeviceF-mst-region] quit 


# Set the physical state change suppression interval to 0 seconds on Ten-GigabitEthernet 


1/0/1. 


[DeviceF] interface ten-gigabitethernet 1/0/1 


[DeviceF-Ten-GigabitEthernet1/0/1] link-delay 0 


# Disable the spanning tree feature on the port.  


[DeviceF-Ten-GigabitEthernet1/0/1] undo stp enable 


# Configure the port as a trunk port.  


[DeviceF-Ten-GigabitEthernet1/0/1] port link-type trunk 
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# Remove the port from VLAN 1, and assign it to VLAN 11.  


[DeviceF-Ten-GigabitEthernet1/0/1] undo port trunk permit vlan 1 


[DeviceF-Ten-GigabitEthernet1/0/1] port trunk permit vlan 11 


# Configure VLAN 11 as the default VLAN.  


[DeviceF-Ten-GigabitEthernet1/0/1] port trunk pvid vlan 11 


[DeviceF-Ten-GigabitEthernet1/0/1] quit 


# Configure Ten-GigabitEthernet 1/0/2 in the same way Ten-GigabitEthernet 1/0/1 is 


configured. 


[DeviceF] interface ten-gigabitethernet 1/0/2 


[DeviceF-Ten-GigabitEthernet1/0/2] link-delay 0 


[DeviceF-Ten-GigabitEthernet1/0/2] undo stp enable 


[DeviceF-Ten-GigabitEthernet1/0/2] port link-type trunk 


[DeviceF-Ten-GigabitEthernet1/0/2] undo port trunk permit vlan 1 


[DeviceF-Ten-GigabitEthernet1/0/2] port trunk permit vlan 11 


[DeviceF-Ten-GigabitEthernet1/0/2] port trunk pvid vlan 11 


[DeviceF-Ten-GigabitEthernet1/0/2] quit 


# Create RRPP domain 1.  


[DeviceF] rrpp domain 1 


# Configure VLAN 100 as the primary control VLAN of RRPP domain 1.  


[DeviceF-rrpp-domain1] control-vlan 100 


# Configure the VLAN mapped to MSTI 1 as the protected VLAN of RRPP domain 1.  


[DeviceF-rrpp-domain1] protected-vlan reference-instance 1 


# Configure Device F as the master node of subring 3 in RRPP domain 1, with Ten-


GigabitEthernet 1/0/1 as the primary port and Ten-GigabitEthernet 1/0/2 as the secondary 


port. Enable subring 3.  


[DeviceF-rrpp-domain1] ring 3 node-mode master primary-port ten-gigabitethernet 


1/0/1 secondary-port ten-gigabitethernet 1/0/2 level 1 


[DeviceF-rrpp-domain1] ring 3 enable 


[DeviceF-rrpp-domain1] quit 


# Enable RRPP.  


[DeviceF] rrpp enable 


7. Configure RRPP ring group settings on Device B and Device C: 


# Create RRPP ring group 1 on Device B, and add subrings 2 and 3 to the RRPP ring group.  


[DeviceB] rrpp ring-group 1 


[DeviceB-rrpp-ring-group1] domain 2 ring 2 


[DeviceB-rrpp-ring-group1] domain 1 ring 3 


# Create RRPP ring group 1 on Device C, and add subrings 2 and 3 to the RRPP ring group.  


[DeviceC] rrpp ring-group 1 


[DeviceC-rrpp-ring-group1] domain 2 ring 2 


[DeviceC-rrpp-ring-group1] domain 1 ring 3 


Verifying the configuration 


# Use the display commands to view RRPP configuration and operational information on each device. 
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Troubleshooting RRPP 


Symptom 


When the link state is normal, the master node cannot receive Hello packets, and it unblocks the 


secondary port.  


Analysis 


This symptom is probably caused by the following reasons: 


 RRPP is not enabled on some nodes in the RRPP ring.  


 The domain ID or primary control VLAN ID is not the same on the nodes in the RRPP ring.  


 Some ports are abnormal.  


Solution 


 Use the display rrpp brief command to determine whether RRPP is enabled for all nodes. If it is 


not, use the rrpp enable command and the ring enable command to enable RRPP and RRPP rings 


for all nodes.  


 Use the display rrpp brief command to determine whether the domain ID and primary control 


VLAN ID are the same for all nodes. If they are not, set the same domain ID and primary control 


VLAN ID for the nodes.  


 Use the display rrpp verbose command to examine the link state of each port in each ring.  


 Use the debugging rrpp command on each node to determine whether a port receives or transmits 


Hello packets. If it does not, Hello packets are lost.  


Command reference 


control-vlan 


Use control-vlan to configure the primary control VLAN for the RRPP domain. 


Use undo control-vlan to remove the primary control VLAN from the RRPP domain.  


Syntax 


control-vlan vlan-id 


undo control-vlan 


Default 


No control VLAN exists in the RRPP domain.  


Views 


RRPP domain view 


Predefined user roles 


network-admin 


Parameters 


vlan-id: Specifies the ID of the primary control VLAN, in the range of 2 to 4093. The VLAN must have 


not been created yet.  
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Usage guidelines 


When you configure control VLANs for an RRPP domain, you only need to configure the primary control 


VLAN. The system automatically configures the secondary control VLAN. It uses the primary control 


VLAN ID plus 1 as the secondary control VLAN ID. For the control VLAN configuration to succeed, 


make sure the IDs of the two control VLANs are consecutive and have not been assigned yet.  


To ensure correct forwarding of RRPPDUs, follow these guidelines: 


 Do not configure the default VLAN of a port accessing an RRPP ring as the control VLAN. 


 Do not enable QinQ or VLAN mapping on the control VLANs.  


After you configure RRPP rings for an RRPP domain, you cannot delete or modify the primary control 


VLAN of the domain. To do so, use the undo control-vlan command. 


Examples 


# Configure VLAN 100 as the primary control VLAN of RRPP domain 1 (assume that VLAN 100 and 


VLAN 101 have not been created yet).  


<Sysname> system-view 


[Sysname] rrpp domain 1 


[Sysname-rrpp-domain1] control-vlan 100 


display rrpp brief 


Use display rrpp brief to display brief RRPP information. 


Syntax 


display rrpp brief 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display brief RRPP information.  


<Sysname> display rrpp brief 


 Flags for node mode: M –- Master, T -- Transit, E -- Edge, A -- Assistant-edge 


 


 RRPP protocol status: Enabled 


 


 Domain ID     : 1 


 Control VLAN  : Primary 5, Secondary 6 


 Protected VLAN: Reference instance 0 to 2, 4 


 Hello timer   : 1 seconds, Fail timer: 3 seconds 


 Fast detection status: Disabled 


 Fast-Hello timer: 20 ms, Fast-Fail timer: 60 ms 


 Fast-Edge-Hello timer: 10 ms, Fast-Edge-Fail timer: 30 ms 


  Ring  Ring   Node  Primary/Common            Secondary/Edge            Enable 


  ID    level  mode  port                      port                      status 


 ------------------------------------------------------------------------------ 
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  1     1      M     XGE1/0/1                  XGE1/0/2                  Yes 


 


 Domain ID     : 2 


 Control VLAN  : Primary 10, Secondary 11 


 Protected VLAN: Reference instance 0 to 2, 4 


 Hello timer   : 1 seconds, Fail timer: 3 seconds 


 Fast detection status: Disabled 


 Fast-Hello timer: 10 ms, Fast-Fail timer: 30 ms 


  Ring  Ring   Node  Primary/Common            Secondary/Edge            Enable 


  ID    level  mode  port                      port                      status 


 ------------------------------------------------------------------------------ 


  1     0      T     XGE1/0/3                  XGE1/0/4                  Yes 


  2     1      E     XGE1/0/3                  XGE1/0/5                  Yes 


                     XGE1/0/4 


Table 37 Command output 


Field Description 


Flags for node mode 


RRPP node mode: 


 M—Master node. 


 T—Transit node. 


 E—Edge node. 


 A—Assistant edge node. 


RRPP protocol status 


RRPP status: 


 Enabled—Globally enabled. 


 Disabled—Globally disabled. 


Domain ID RRPP domain ID. 


Control VLAN Primary and secondary control VLANs of the RRPP domain. 


Protected VLAN 


MSTIs corresponding to the VLANs protected by the RRPP domain. To 


view the VLAN-to-instance mappings, use the display stp region-


configuration command (see Layer 2—LAN Switching Command 


Reference).  


Hello timer Hello timer value in seconds. 


Fail timer Fail timer value in seconds. 


Fast detection status Fast detection status: Enabled or Disabled. 


Fast-Hello timer Fast-Hello timer value in milliseconds. 


Fast-Fail timer Fast-Fail timer value in milliseconds. 


Fast-Edge-Hello timer Fast-Edge-Hello timer value in milliseconds. 


Fast-Edge-Fail timer Fast-Edge-Fail timer value in milliseconds. 


Ring ID RRPP ring ID. 


Ring level 


RRPP ring level: 


 0—Primary ring. 


 1—Subring. 
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Field Description 


Primary/Common port 


This field displays primary ports when the node mode is master node or 


transit node. 


This field displays common ports when the node mode is edge node or 


assistant edge node. 


A hyphen (-) appears when one of the following cases occurs: 


 The port is not configured on the ring. 


 The card to which the port belongs has not started up. 


 The port is a member of a link aggregation group.  


Secondary/Edge port 


This field displays secondary ports when the node mode is master node 


or transit node. 


This field displays edge ports when the node mode is edge node or 


assistant edge node. 


A hyphen (-) appears when one of the following cases occurs:  


 The port is not configured on the ring.  


 The card to which the port belongs has not started up. 


 The port is a member of a link aggregation group.  


Enable status 


RRPP ring status: 


 Yes—Enabled. 


 No—Disabled. 
 


display rrpp ring-group 


Use display rrpp ring-group to display the RRPP ring group configuration.  


Syntax 


display rrpp ring-group [ ring-group-id ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


ring-group-id: Specifies an RRPP ring group by its ID in the range of 1 to 64. If you do not specify this 


argument, the command displays the configuration of all ring groups.  


Usage guidelines 


For an edge node RRPP ring group, this command also displays the subring sending Edge-Hello packets.  


Examples 


# Display the configuration of all RRPP ring groups.  


<Sysname> display rrpp ring-group 


 Ring group 1: 


  Domain 1 ring 1 to 3, 5 


  Domain 2 ring 1 to 3, 5 


  Domain 1 ring 1 is the sending ring 
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 Ring group 2: 


  Domain 1 ring 4, 6 to 7 


  Domain 2 ring 4, 6 to 7 


Table 38 Command output 


Field Description 


Ring group 1 RRPP ring group 1. 


Domain 1 ring 1 to 3, 5 
Subrings in the ring group, including rings 1, 2, 3, and 5 in RRPP domain 


1. 


Domain 1 ring 1 is the sending 


ring 
The sending ring of the ring group is ring 1 in RRPP domain 1. 


 


display rrpp statistics 


Use display rrpp statistics to display RRPPDU statistics. 


Syntax 


display rrpp statistics domain domain-id [ ring ring-id ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


domain domain-id: Specifies an RRPP domain by its ID in the range of 1 to 128. 


ring ring-id: Specifies an RRPP ring by its ID in the range of 1 to 128. If you do not specify this option, 


the command displays the RRPPDU statistics for all rings in the specified RRPP domain.  


Usage guidelines 


If a port belongs to more than one ring, this command collects and displays RRPPDU statistics of the 


port by ring.  


When a ring transits from inactive status to active status, packet counting for the ring restarts.  


Examples 


# Display RRPPDU statistics for all rings in RRPP domain 2.  


<Sysname> display rrpp statistics domain 2 


 Ring ID       : 1 


 Ring level    : 0 


 Node mode     : Master 


 Active status : Yes 


 Primary port  : XGE1/0/3 


 Fast-Hello packets: 0 Sent, 0 Received 


 Fast-Edge-Hello packets: 0 Sent, 0 Received 


  Direct Hello     Link     Common     Complete   Edge      Major     Total 
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                   down     flush FDB  flush FDB  hello     fault 


 ------------------------------------------------------------------------------ 


  Out    16924     0        0          1          0         0         16925 


  In     0         0        0          0          0         0         0 


 Secondary port: XGE1/0/4 


 Fast-Hello packets: 0 Sent, 0 Received 


 Fast-Edge-Hello packets: 0 Sent, 0 Received 


  Direct Hello     Link     Common     Complete   Edge      Major     Total 


                   down     flush FDB  flush FDB  hello     fault 


 ------------------------------------------------------------------------------ 


  Out    0         0        0          0          0         0         0 


  In     16878     0        0          1          0         0         16879 


 


 Ring ID       : 2 


 Ring level    : 1 


 Node mode     : Edge 


 Active status : No 


 Common port   : XGE1/0/3 


 Fast-Hello packets: 0 Sent, 0 Received 


 Fast-Edge-Hello packets: 0 Sent, 0 Received 


  Direct Hello     Link     Common     Complete   Edge      Major     Total 


                   down     flush FDB  flush FDB  hello     fault 


 ------------------------------------------------------------------------------ 


  Out    0         0        0          0          0         0         0 


  In     0         0        0          0          0         0         0 


 Common port   : XGE1/0/4 


 Fast-Hello packets: 0 Sent, 0 Received 


 Fast-Edge-Hello packets: 0 Sent, 0 Received 


  Direct Hello     Link     Common     Complete   Edge      Major     Total 


                   down     flush FDB  flush FDB  hello     fault 


 ------------------------------------------------------------------------------ 


  Out    0         0        0          0          0         0         0 


  In     0         0        0          0          0         0         0 


 Edge port     : XGE1/0/5 


  Direct Hello     Link     Common     Complete   Edge      Major     Total 


                   down     flush FDB  flush FDB  hello     fault 


 ------------------------------------------------------------------------------ 


  Out    0         0        0          0          0         0         0 


  In     0         0        0          0          0         0         0 


Table 39 Command output 


Field Description 


Ring ID RRPP ring ID. 


Ring level 


RRPP ring level: 


 0—Primary ring. 


 1—Subring. 
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Field Description 


Node mode 


Node mode: 


 Master node. 


 Transit node. 


 Edge node. 


 Assistant edge node. 


Active status 


RRPP ring status: 


 Yes—Active. 


 No—Inactive. 


Primary port 


The primary port field means the node mode is master node or transit 


node.  


A hyphen (-) appears when one of the following cases occurs: 


 The port is not configured on the ring.  


 The card to which the port belongs has not started up.  


 The port is a member of a link aggregation group.  


Secondary port 


The secondary port field means the node mode is master node or transit 


node.  


A hyphen (-) appears when one of the following cases occurs: 


 The port is not configured on the ring.  


 The card to which the port belongs has not started up.  


 The port is a member of a link aggregation group.  


Common port 


The common port field means the node mode is edge node or assistant 


edge node.  


A hyphen (-) appears when one of the following cases occurs: 


 The port is not configured on the ring.  


 The card to which the port belongs has not started up.  


 The port is a member of a link aggregation group.  


Edge port 


The edge port field means the node mode is edge node or assistant edge 


node.  


A hyphen (-) appears when one of the following cases occurs: 


 The port is not configured on the ring.  


 The card to which the port belongs has not started up.  


 The port is a member of a link aggregation group.  


Fast-Hello packets 


Fast-Hello packet statistics on the port: 


 Sent—Number of Fast-Hello packets sent out of the port. 


 Received—Number of Fast-Hello packets received on the port. 


Fast-Edge-Hello packets 


Fast-Edge-Hello packet statistics on the port: 


 Sent—Number of Fast-Edge-Hello packets sent out of the port. 


 Received—Number of Fast-Edge-Hello packets received on the port. 


Packet direct 


Packet transmission direction on the port:  


 Out—Packet sending direction. 


 In—Packet receiving direction. 


Hello Statistics of Hello packets received/sent on the port. 


Link down Statistics of Link-Down packets received/sent on the port. 


Common flush FDB Statistics of Common-Flush-FDB packets received/sent on the port. 
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Field Description 


Complete flush FDB Statistics of Complete-Flush-FDB packets received/sent on the port. 


Edge hello Statistics of Edge-Hello packets received/sent on the port. 


Major fault Statistics of Major-Fault packets received/sent on the port. 


Total 


Total number of packets received/sent on the port. Only Hello, Link-


Down, Common-Flush-FDB, Complete-Flush-FDB, Edge-Hello, and Major-


Fault packets of RRPP are counted.  


 


Related commands  


reset rrpp statistics 


display rrpp verbose 


Use display rrpp verbose to display detailed RRPP information. 


Syntax 


display rrpp verbose domain domain-id [ ring ring-id ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


domain domain-id: Specifies an RRPP domain by its ID in the range of 1 to 128. 


ring ring-id: Specifies an RRPP ring by its ID in the range of 1 to 128. If you do not specify this option, 


the command displays detailed information for all rings in the specified RRPP domain. 


Examples 


# Display detailed information for all rings in RRPP domain 2.  


<Sysname> display rrpp verbose domain 2 


 Domain ID     : 2 


 Control VLAN  : Primary 10, Secondary 11 


 Protected VLAN: Reference instance 3, 5 to 7 


 Hello timer   : 1 seconds, Fail timer: 3 seconds 


 Fast detection status: Disabled 


 Fast-Hello timer: 20 ms, Fast-Fail timer: 60 ms 


 Fast-Edge-Hello timer: 10 ms, Fast-Edge-Fail timer: 30 ms 


 


 Ring ID       : 1 


 Ring level    : 0 


 Node mode     : Master 


 Ring state    : Completed 


 Enable status : Yes, Active status: Yes 


 Primary port  : XGE1/0/4                    Port status: UP 


 Secondary port: XGE1/0/5                    Port status: BLOCKED 
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 Ring ID       : 2 


 Ring level    : 1 


 Node mode     : Edge 


 Ring state    : - 


 Enable status : No, Active status: No 


 Common port   : XGE1/0/4                    Port status: - 


                 XGE1/0/5                    Port status: - 


 Edge port     : XGE1/0/3                    Port status: - 


Table 40 Command output 


Field Description  


Domain ID RRPP domain ID. 


Control VLAN 


Control VLANs of the RRPP domain: 


 Primary—Primary control VLAN. 


 Secondary—Secondary control VLAN. 


Protected VLAN 


MSTIs corresponding to the VLANs protected by the RRPP domain. To view the 


VLAN-to-instance mappings, use the display stp region-configuration command 


(see Layer 2—LAN Switching Command Reference).  


Hello timer Hello timer value in seconds. 


Fail timer Fail timer value in seconds. 


Fast detection status Fast detection mechanism status: Enabled or Disabled. 


Fast-Hello timer Fast-Hello timer value in milliseconds. 


Fast-Fail timer Fast-Fail timer value in milliseconds. 


Fast-Edge-Hello timer Fast-Edge-Hello timer value in milliseconds. 


Fast-Edge-Fail timer Fast-Edge-Fail timer value in milliseconds. 


Ring ID RRPP ring ID. 


Ring level 


RRPP ring level: 


 0—Primary ring. 


 1—Subring. 


Node mode 


Node mode: 


 Master node. 


 Transit node. 


 Edge node. 


 Assistant edge node. 


Ring state 


RRPP ring state: 


 Completed—The ring is healthy.  


 Failed—The ring is not closed.  


If the ring is not enabled on the device operating as the master node or the 


device is not the master node of the ring, a hyphen (-) is displayed.  


Enable status 


RRPP ring status: 


 Yes—Enabled. 


 No—Disabled. 
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Field Description  


Active status 


RRPP ring status.  


 Yes—Active. 


 No—Inactive. 


An RRPP ring can be active only when RRPP and the RRPP ring are both enabled. 


This field also helps you identify whether RRPP is enabled.  


Primary port 


The primary port field means the node mode is master node or transit node.  


A hyphen (-) appears when one of the following cases occurs: 


 The port is not configured on the ring.  


 The card to which the port belongs has not started up.  


 The port is a member of a link aggregation group.  


Secondary port 


The secondary port field means the node mode is master node or transit node.  


A hyphen (-) appears when one of the following cases occurs: 


 The port is not configured on the ring.  


 The card to which the port belongs has not started up.  


 The port is a member of a link aggregation group.  


Common port 


The common port field means the node mode is edge node or assistant edge 


node.  


A hyphen (-) appears when one of the following cases occurs: 


 The port is not configured on the ring.  


 The card to which the port belongs has not started up.  


 The port is a member of a link aggregation group.  


Edge port 


The edge port field means the node mode is edge node or assistant edge node.  


A hyphen (-) appears when one of the following cases occurs: 


 The port is not configured on the ring.  


 The card to which the port belongs has not started up.  


 The port is a member of a link aggregation group.  


Port status 


Port status: Down, up, or blocked. 


A hyphen (-) appears when one of the following cases occurs: 


 The ring is inactive. 


 The port is not configured on the ring.  


 The card to which the port belongs has not started up.  


 The port is a member of a link aggregation group.  
 


domain ring 


Use domain ring to configure subrings for an RRPP ring group.  


Use undo domain ring to remove subrings from the RRPP ring group.  


Syntax 


domain domain-id ring ring-id-list 


undo domain domain-id [ ring ring-id-list ] 


Default 


No subring exists in the RRPP ring group.  
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Views 


RRPP ring group view 


Predefined user roles 


network-admin 


Parameters 


domain-id: Specifies an RRPP domain by its ID in the range of 1 to 128.  


ring ring-id-list: Specifies a space-separated list of up to 10 RRPP subring ID items. Each item specifies 


an RRPP subring ID or a range of RRPP subring IDs. The value range for RRPP subring IDs is 1 to 128. 


If you do not specify this option, the command removes all subrings from the ring group in the specified 


domain.  


Usage guidelines 


Follow these guidelines when you configure an RRPP ring group on the edge node and the assistant 


edge node:  


 When you assign an active ring to a ring group, assign it on the assistant edge node first and 


then on the edge node.  


 To remove an active ring from a ring group, remove it on the edge node first and then on the 


assistant edge node.  


 To remove the whole ring group, remove it on the edge node first and then on the assistant edge 


node.  


 When you activate rings in a ring group, activate them on the edge node first and then on the 


assistant edge node. 


 When you deactivate rings in a ring group, deactivate them on the assistant edge node first and 


then on the edge node.  


If you do not follow these guidelines, the assistant edge node might fail to receive Edge-Hello packets 


and consider the primary ring failed even if it did not. 


Examples 


# Create RRPP ring group 1, and add subrings 1, 2, 3, and 5 to domain 1 and domain 2.  


<Sysname> system-view 


[Sysname] rrpp ring-group 1 


[Sysname-ring-group1] domain 1 ring 1 to 3 5 


[Sysname-ring-group1] domain 2 ring 1 to 3 5 


Related commands  


 display rrpp ring-group 


 rrpp ring-group  


protected-vlan 


Use protected-vlan to configure the protected VLANs for the RRPP domain.  


Use undo protected-vlan to remove the protected VLANs from the RRPP domain.  


Syntax 


protected-vlan reference-instance instance-id-list 


undo protected-vlan [ reference-instance instance-id-list ] 
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Default 


No protected VLAN is configured for an RRPP domain.  


Views 


RRPP domain view 


Predefined user roles 


network-admin 


Parameters 


reference-instance instance-id-list: Specifies the Multiple Spanning Tree Instances (MSTIs) you want to 


reference in the form of instance-id-list = { instance-id [ to instance-id ] }&<1-10>. The instance-id 


argument is an MSTI ID in the range of 0 to 4094. You can specify up to 10 MSTI IDs or ID ranges. 


You can use the display stp region-configuration command to display the VLAN-to-instance mappings. 


If you do not specify this option, the command removes all MSTIs referenced by the RRPP domain.  


Usage guidelines 


You can delete or modify the protected VLANs configured for an RRPP domain before and after you 


configure rings for it. However, you cannot delete configurations of all the protected VLANs configured 


for the domain.  


When the VLAN-to-instance mappings change, the protected VLANs of an RRPP domain also change.  


Examples 


# Map VLANs 1 through 30 to MSTI 1, and activate the MST region configuration. Configure VLAN 


100 as the control VLAN of RRPP domain 1. Configure VLANs mapped to MSTI 1 as the primary control 


VLANs of RRPP domain 1.  


<Sysname> system-view 


[Sysname] stp region-configuration 


[Sysname-mst-region] instance 1 vlan 1 to 30 


[Sysname-mst-region] active region-configuration 


[Sysname-mst-region] quit 


[Sysname] rrpp domain 1 


[Sysname-rrpp-domain1] control-vlan 100 


[Sysname-rrpp-domain1] protected-vlan reference-instance 1 


Related commands  


 display stp region-configuration (Layer 2—LAN Switching Command Reference)  


 rrpp domain 


reset rrpp statistics 


Use reset rrpp statistics to clear RRPPDU statistics. 


Syntax 


reset rrpp statistics domain domain-id [ ring ring-id ] 


Views 


User view 


Predefined user roles 


network-admin 
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Parameters 


domain domain-id: Specifies an RRPP domain by its ID in the range of 1 to 128. 


ring ring-id: Specifies an RRPP ring by its ID in the range of 1 to 128. If you do not specify this option, 


the command clears RRPPDU statistics of all RRPP rings in the specified RRPP domain.  


Examples 


# Clear the RRPPDU statistics of ring 10 in RRPP domain 1. 


<Sysname> reset rrpp statistics domain 1 ring 10 


Related commands  


display rrpp statistics 


ring 


Use ring to configure the node mode of the device, the role of the specified RRPP port, and the level of 


the RRPP ring.  


Use undo ring to delete the RRPP ring. 


Syntax 


ring ring-id node-mode { { master | transit } [ primary-port interface-type interface-number ] 


[ secondary-port interface-type interface-number ] level level-value | { assistant-edge | edge } [ edge-


port interface-type interface-number ] } 


undo ring ring-id 


Default 


The device is not a node of the RRPP ring.  


Views 


RRPP domain view 


Predefined user roles 


network-admin 


Parameters 


ring-id: Specifies an RRPP ring by its ID in the range of 1 to 128. 


master: Specifies the device as the master node of the RRPP ring. 


transit: Specifies the device as the transit node of the RRPP ring. 


primary-port: Specifies the port as a primary port. 


interface-type interface-number: Specifies a port by its type and number.  


secondary-port: Specifies the port as a secondary port. 


level level-value: Specifies an RRPP ring level, 0 for the primary ring and 1 for the subring. 


assistant-edge: Specifies the device as the assistant edge node of the RRPP ring. 


edge: Specifies the device as the edge node of the RRPP ring. 


edge-port: Specifies the edge port for the node. 


Usage guidelines 


The ID of an RRPP ring in a domain must be unique.  
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When an RRPP ring is activated, you cannot configure its RRPP ports.  


When you configure the edge node and the assistant edge node, first configure the primary ring, and 


then the subrings.  


The node mode, RRPP port role, and ring level settings of an RRPP ring cannot be modified after they 


are configured. To modify the settings, first remove the current settings.  


Remove all subring configurations before you delete the primary ring configuration of the edge node 


or the assistant edge node. However, an active RRPP ring cannot be deleted. 


When RRPP is enabled on a device, you must disable the RRPP ring before you can delete it. When 


RRPP is disabled on the device, you can directly delete the RRPP ring, as well as the setting of the ring 


enable command.  


Examples 


# Specify the device as the master node of primary ring 10 in RRPP domain 1. Specify Ten-


GigabitEthernet 1/0/1 as the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. 


<Sysname> system-view 


[Sysname] rrpp domain 1 


[Sysname-rrpp-domain1] control-vlan 100 


[Sysname-rrpp-domain1] protected-vlan reference-instance 0 1 2 


[Sysname-rrpp-domain1] ring 10 node-mode master primary-port ten-gigabitethernet 1/0/1 


secondary-port ten-gigabitethernet 1/0/2 level 0 


# Specify the device as the transit node of primary ring 10 in RRPP domain 1. Specify Ten-


GigabitEthernet 1/0/1 as the primary port and Ten-GigabitEthernet 1/0/2 as the secondary port. 


Specify the device as the edge node of subring 20 in RRPP domain 1, and specify Ten-GigabitEthernet 


1/0/3 as the edge port. 


<Sysname> system-view 


[Sysname] rrpp domain 1 


[Sysname-rrpp-domain1] control-vlan 100 


[Sysname-rrpp-domain1] protected-vlan reference-instance 0 1 2 


[Sysname-rrpp-domain1] ring 10 node-mode transit primary-port ten-gigabitethernet 1/0/1 


secondary-port ten-gigabitethernet 1/0/2 level 0 


[Sysname-rrpp-domain1] ring 20 node-mode edge edge-port ten-gigabitethernet 1/0/3 


Related commands  


ring enable 


ring enable 


Use ring enable to enable an RRPP ring.  


Use undo ring enable to disable the RRPP ring. 


Syntax 


ring ring-id enable 


undo ring ring-id enable 


Default 


The RRPP ring is disabled. 
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Views 


RRPP domain view 


Predefined user roles 


network-admin 


Parameters 


ring-id: Specifies an RRPP ring by its ID in the range of 1 to 128. 


Usage guidelines 


To activate an RRPP ring, you must enable RRPP and the RRPP ring. 


Before you enable subrings on a device, you must enable the primary ring. Before you disable the 


primary ring on the device, you must disable all subrings. Otherwise, the system displays error prompts. 


Examples 


# Enable RRPP ring 10 in RRPP domain 1. 


<Sysname> system-view 


[Sysname] rrpp domain 1 


[Sysname-rrpp-domain1] control-vlan 100 


[Sysname-rrpp-domain1] protected-vlan reference-instance 0 1 2 


[Sysname-rrpp-domain1] ring 10 node-mode master primary-port ten-gigabitethernet 1/0/1 


secondary-port ten-gigabitethernet 1/0/2 level 0 


[Sysname-rrpp-domain1] ring 10 enable 


Related commands  


rrpp enable 


rrpp domain 


Use rrpp domain to create an RRPP domain and enter its view.  


Use undo rrpp domain to remove an RRPP domain. 


Syntax 


rrpp domain domain-id 


undo rrpp domain domain-id 


Default 


No RRPP domain is created. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


domain-id: Specifies an RRPP domain by its ID in the range of 1 to 128. 


Usage guidelines 


When you delete an RRPP domain, configurations of the control VLANs and protected VLANs are 


deleted at the same time.  
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To delete an RRPP domain successfully, make sure it has no RRPP rings.  


Examples 


# Create RRPP domain 1, and enter RRPP domain 1 view.  


<Sysname> system-view 


[Sysname] rrpp domain 1 


[Sysname-rrpp-domain1] 


Related commands 


 control-vlan 


 protected-vlan 


rrpp enable 


Use rrpp enable to enable RRPP.  


Use undo rrpp enable to disable RRPP. 


Syntax 


rrpp enable 


undo rrpp enable 


Default 


RRPP is disabled. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


To activate the RRPP domain, enable RRPP and the RRPP rings for the RRPP domain.  


Examples 


# Enable RRPP. 


<Sysname> system-view 


[Sysname] rrpp enable 


Related commands  


ring enable 


rrpp ring-group 


Use rrpp ring-group to create an RRPP ring group and enter its view.  


Use undo rrpp ring-group to remove an RRPP ring group.  


Syntax 


rrpp ring-group ring-group-id 


undo rrpp ring-group ring-group-id 
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Default 


No RRPP ring group is created. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


ring-group-id: Specifies an RRPP ring group ID in the range of 1 to 64.  


Usage guidelines 


When you remove a ring group, remove it on the edge node first and then on the assistant edge node. 


Otherwise, the assistant edge node might fail to receive Edge-Hello packets and consider the primary 


ring failed even if it is not.  


After a ring group is removed, all subrings in the ring group do not belong to any ring group. 


Examples 


# Create RRPP ring group 1 and enter its view.  


<Sysname> system-view 


[Sysname] rrpp ring-group 1 


[Sysname-ring-group1] 


Related commands  


 display rrpp ring-group 


 domain ring 


timer 


Use timer to configure the Hello timer and the Fail timer.  


Use undo timer to restore the default. 


Syntax 


timer hello-timer hello-value fail-timer fail-value 


undo timer 


Default 


The Hello timer is 1 second and the Fail timer is 3 seconds. 


Views 


RRPP domain view 


Predefined user roles 


network-admin 


Parameters 


hello-timer hello-value: Specifies the Hello timer in the range of 1 to 10 seconds. 


fail-timer fail-value: Specifies the Fail timer in the range of 3 to 30 seconds. 
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Usage guidelines 


The Fail timer must be greater than or equal to three times the Hello timer. 


Examples 


# Set the Hello timer to 2 seconds and the Fail timer to 7 seconds for RRPP domain 1. 


<Sysname> system-view 


[Sysname] rrpp domain 1 


[Sysname-rrpp-domain1] timer hello-timer 2 fail-timer 7 


New feature: Enabling SNMP notifications 


Enabling SNMP notifications 


After you enable SNMP notifications for the fabric module or name service module, that module 


generates notifications for important events and sends the notifications to the SNMP module. For more 


information about SNMP notifications, see Network Management and Monitoring Configuration Guide. 


To enable SNMP notifications: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable SNMP 


notifications for the fabric 


module. 


snmp-agent trap enable fc-fabric 


[ domain-id-change | fabric-change ] 


* 


By default, SNMP notifications for 


the fabric module are disabled. 


3. Enable SNMP 


notifications for the name 


service module. 


snmp-agent trap enable fc-name-


service [ login | logout ] * 


By default, SNMP notifications for 


the name service module are 


disabled. 


 


Command reference 


Modified command: snmp-agent trap enable fc-fabric 


Old syntax 


snmp-agent trap enable fc fabric-change 


undo snmp-agent trap enable fc fabric-change 


New syntax 


snmp-agent trap enable fc-fabric [ domain-id-change | fabric-change ] * 


undo snmp-agent trap enable fc-fabric [ domain-id-change | fabric-change ] * 


Views 


System view 


Change description 


Before modification: SNMP notifications can be enabled for only fabric changes. 


After modification: SNMP notifications can also be enabled for domain ID changes. 


domain-id-change: Specifies domain ID changes. 
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If you do not specify any keywords, this command enables all SNMP notifications for the fabric module. 


After you enable SNMP notifications for domain ID changes, the switch generates a notification when 


its domain ID changes in a VSAN. The notification includes the VSAN ID, the switch WWN, and the 


new domain ID. 


New command: snmp-agent trap enable fc-name-service 


Use snmp-agent trap enable fc-name-service to enable SNMP notifications for the name service module. 


Use undo snmp-agent trap enable fc-name-service to disable SNMP notifications for the name service 


module. 


Syntax 


snmp-agent trap enable fc-name-service [ login| logout ] * 


undo snmp-agent trap enable fc-name-service [ login| logout ] * 


Default 


All SNMP notifications for the name service module are disabled. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


login: Specifies node login. 


logout: Specifies node logout. 


Usage guidelines 


If you do not specify any keywords, this command enables all SNMP notifications for the name service 


module. 


After you enable SNMP notifications for node login or logout, the switch generates a notification when 


a node registers or deregisters its name service information with the switch. The notification includes 


the VSAN ID, the switch WWN, and the WWN of the N_Port. 


Generated notifications are sent to the SNMP module. For more information about SNMP notifications, 


see Network Management and Monitoring Configuration Guide. 


Examples 


# Enable SNMP notifications for node login. 


<Sysname> system-view 


[Sysname] snmp-agent trap enable fc-name-service login 


New feature: Display the WWN of the local switch 


Display the WWN of the local switch 


In this release, you can display the WWN of the local switch. 
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Command reference 


display fc switch-wwn 


Use display fc switch-wwn to display the WWN of the local switch. 


Syntax 


display fc switch-wwn 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Examples 


# Display the WWN of the local switch. 


<Sysname> display fc switch-wwn 


Switch WWN is 10:00:00:0d:ec:ff:a3:25 


New feature: Enhanced zoning 


In this release, you can configure enhanced zoning. 


Zoning mode 


There are two zoning modes: basic zoning and enhanced zoning. 


Table 5 shows the differences between the two zoning modes. 


Table 5 Differences between basic zoning and enhanced zoning 


Basic zoning Enhanced zoning 


The default zone policy and hard zoning status are 


not distributed during the zone distribution process. 


You must manually configure these settings on all 


switches to ensure consistency across the fabric. 


The default zone policy and hard zoning status are 


distributed throughout the fabric. 


If a zone belongs to multiple zone sets, an instance 


of the zone is created in each zone set. 


Zone sets can reference a defined zone, which 


reduces the payload of packets for zone merge or 


distribution. 


Merge rules are simple. 
Merge rules are complex and are affected by the 


merge control feature. 


 


Pairwise 


Typically, servers do not need to access each other, and storage devices do not need to access each 


other. Without the Pairwise feature, an access entry is generated for any pair of members in a zone.  


The Pairwise feature allows a member to access only members with a different role in the same zone. 







262 


There are two roles defined for zone members: 


 Initiator—Typically a server. 


 Target—Typically a storage device. 


When the Pairwise feature is enabled, access entries are not generated for initiator-initiator pairs or 


target-target pairs, which saves hardware resources. 


The Pairwise feature runs on a per-zone basis. A member can have different roles in different zones. 


When the Pairwise feature is disabled for a zone, member roles do not take effect in that zone. 


When a member acts as an initiator, it can access target members. When a member acts as a target, 


it can access initiator members. When a member acts as both an initiator and a target, it can access 


both target members and initiator members.. 


Zone distribution in enhanced zoning mode 


Enhanced zoning has the following differences from basic zoning in zone distribution: 


 Enhanced zoning distributes the zone policy and hard zoning status in addition to the active zone 


set and zone database. 


The zone policy includes the merge control mode and default zone policy. For information 


about the merge control mode, see "Zone merge in enhanced zoning mode." 


 Enhanced zoning always performs complete distribution and does not support the zoneset 


distribute full command. 


You can use the same zone distribution methods for basic zoning as used in enhanced zoning mode. 


A zoning mode switchover between basic zoning and enhanced zoning also causes zone distribution. 


Switchover-triggered distribution distributes the active zone set, zone database, zone policy, and hard 


zoning status. 


For both switchover-triggered distribution and zone distribution in enhanced zoning mode, the SFC 


request includes the zone policy whether or not the SFC request has the active zone set and zone 


database. 


For zone distribution in enhanced zoning mode, the SFC request always has hard zoning status. 


For zone distribution caused by a switchover from basic zoning to enhanced zoning, the SFC request 


carries hard zoning status. 


For zone distribution caused by a switchover from enhanced zoning to basic zoning, the SFC request 


does not have hard zoning status. 


Zone merge in enhanced zoning mode 


Enhanced zoning has the following differences from basic zoning in zone merge: 


 Enhanced zoning always performs complete merges, regardless of the merge type. 


 The MR request has the hard zoning status and a merge flag field in addition to the active zone 


set and zone database. 


The merge flag field includes the merge control mode and default zone policy. 


 In the event of a merge failure, the link between participating switches is isolated, and both zone 


databases remain unchanged. 


 Enhanced zoning has stricter rules than basic zoning. 
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The enhanced zoning mode includes the following merge rules: 


 If either the merge control mode or default zone policy is different from that in the local zone 


database, the merge will fail. 


 If both the merge control mode and default zone policy are the same as that in the local zone 


database, the following rules apply: 


 If the merge control mode is Restrict, the system checks whether the data carried in the MR 


request is the same as the local zone database. 


 If the data is the same as the local zone database, the merge will succeed, and both 


databases remain unchanged. 


 If the data is different from the local zone database, the merge will fail. 


 If the merge control mode is Allow, the following rules apply: 


 If the two active zone sets contain zones with the same name but one or more of these 


zones have one or more different zone members, the merge will fail. 


 If the two zone databases contain zone sets, zones, or zone aliases with the same name 


but one or more of them have one or more different members, the merge will fail. 


 If the two zone databases contain zone members with the same name but one or more of 


these members have different roles, the merge will fail. 


 If the two zone databases contain zones with the same name, but the Pairwise feature 


status is different for one or more of these zones, the merge will fail. 


 If hard zoning status is different in the two zone databases, the merge will fail. 


 If the two active zone sets contain zones with different names and none of the preceding 


conditions exist, the merge will succeed. The merged active zone set is the union of the 


two active zone sets. 


 If the two zone databases contain zone sets, zones, or zone aliases with different names 


and none of the preceding conditions exist, the merge will succeed. The merged zone 


database is the union of the two zone databases. 


Configuring a zoning mode 


There are two zoning modes: basic zoning and enhanced zoning. By default, the basic zoning mode 


is enabled. 


A zoning mode switchover causes a zone distribution to ensure zoning mode consistency across the 


fabric. You can enable the enhanced zoning mode only when all switches in the fabric support this 


mode. 


When you switch between zoning modes, the system prints a message indicating that the switchover 


will cause a zone distribution.  


 If you enter No, no operation is performed.  


 If you enter Yes, the local switch changes the zoning mode and generates the corresponding 


configuration. Then, the local switch distributes the change to the entire fabric. If the distribution 


fails, the system prints a log message, and the change takes effect on the local switch. Therefore, 


you must manually trigger a complete distribution to ensure zoning mode consistency across the 


fabric. 


If the size of the active zone set exceeds the system limit in basic zoning mode, enhanced zoning cannot 


switch to basic zoning. 


To configure a zoning mode: 
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Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VSAN view. vsan vsan-id N/A 


3. Configure a zoning mode. 


 Enable the enhanced zoning 


mode: 


zone mode enhanced 


 Enable the basic zoning mode: 


undo zone mode enhanced 


By default, the basic zoning mode is 


enabled. 


 


Configuring the Pairwise feature 


This feature allows a member to access only members with a different role in the same zone. A member 


with both roles can access both initiator members and target members. 


After you disable this feature for a zone, all members in the zone can access each other, regardless of 


member roles. 


Both basic zoning and enhanced zoning support this feature. 


To configure the Pairwise feature: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VSAN view. vsan vsan-id N/A 


3. Enter zone view. zone name zone-name N/A 


4. Configure the Pairwise 


feature. 


 Enable the Pairwise feature: 


pairwise-zoning enable 


 Disable the Pairwise feature: 


undo pairwise-zoning enable 


By default, the Pairwise feature is 


disabled. 


 


Configuring zone aliases 


You can configure a maximum of 4000 zone aliases for all VSANs on a switch. 


You can specify members of a zone alias by using their FC addresses, pWWNs, or fWWNs. An 


fWWN is the WWN of an F_Port. An F_Port member represents all N_Ports that log in through the 


F_Port. N_Port members specified by using their FC addresses or pWWNs can be indirectly connected 


to the switch. 


You can specify the role of a member as an initiator, a target, or both when adding the member. The 


role takes effect only after you enable the Pairwise feature. 


To configure a zone alias: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VSAN view. vsan vsan-id N/A 
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Step Command Remarks 


3. Create a zone alias and 


enter its view. 
zone-alias name zone-alias-name 


If the zone alias has been 


created, enter its view directly. 


4. Add a member to the zone 


alias. 


member { fcid fcid | fwwn fwwn | 


pwwn pwwn } [ initiator | target ] 


By default, no member exists in a 


new zone alias. 


 


Configuring zones 


You can configure a maximum of 4000 zones for all VSANs on a switch. 


You can specify members of a zone by using their FC addresses, pWWNs, fWWNs, or zone aliases. 


An fWWN is the WWN of an F_Port. An F_Port member represents all N_Ports that log in through the 


F_Port. A zone alias represents a group of N_Ports. N_Port members specified by using their FC 


addresses or pWWNs can be indirectly connected to the switch. A member can belong to more than 


one zone. 


You can specify the role of a member as an initiator, a target, or both when adding the member. The 


role takes effect only after you enable the Pairwise feature. 


To configure a zone: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter VSAN view. vsan vsan-id N/A 


3. Create a zone and enter 


its view. 
zone name zone-name 


If the zone has been created, 


enter its view directly. 


4. Add a member to the 


zone. 


member { { fcid fcid | fwwn fwwn | 


pwwn pwwn } [ initiator | target ] | 


zone-alias zone-alias-name } 


By default, no member exists in a 


new zone. 


 


Configuring a merge control mode 


Two merge control modes are available: Restrict and Allow. For information about these two modes, 


see "Zone merge in enhanced zoning mode." 


In enhanced zoning mode, the merge control mode affects the result of a merge operation. Also, a 


merge operation is allowed only when the merge control mode is the same on both participating 


switches. Otherwise, the merge operation fails, and the link connecting the participating switches is 


isolated. 


This feature is supported only in enhanced zoning mode. To ensure a consistent merge control mode 


across the fabric, use the zone activate or zone distribute command after you configure a merge control 


mode. 


To configure a merge control mode: 
 


Step Command Remarks 


1. Enter system view.  system-view N/A 


2. Enter VSAN view. vsan vsan-id N/A 
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3. Configure a merge control 


mode. 


 Configure the merge control 


mode as Restrict: 


zone merge-control restrict 


 Configure the merge control 


mode as Allow: 


undo zone merge-control 


restrict 


The default merge control mode 


is Allow. 


 


Enabling SNMP notifications 


After you enable SNMP notifications for the zone module, the zone module generates notifications for 


important events and sends the notifications to the SNMP module. For more information about SNMP 


notifications, see Network Management and Monitoring Configuration Guide. 


To enable SNMP notifications: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable SNMP 


notifications for the zone 


module. 


snmp-agent trap enable fc-zone 


[ activation-completed | defaultzone-


change | hardzone-change | merge-


failed | merge-succeeded ] * 


By default, SNMP notifications for 


the zone module are disabled. 


 


Command reference 


New command: display zone statistics 


Use display zone statistics to display zone packet statistics. 


Syntax 


display zone statistics [ vsan vsan-id ] 


Views 


Any view 


Predefined user roles 


network-admin 


Parameters 


vsan vsan-id: Specifies a VSAN by its ID in the range of 1 to 3839. If you do not specify a VSAN, this 


command displays zone packet statistics for all VSANs. 


Examples 


# Display zone packet statistics for VSAN 2. 


<Sysname>display zone statistics vsan 2 


Zone statistics of VSAN 2: 


Message type      Sent          Received 


Merge Request     19            23 


Merge Accept      17            18 


Merge Reject      6             1 
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Change Request    144           18 


Change Accept     0             0 


Change Reject     0             0 


Table 6 Command output 


Field Description 


Merge Request Number of Merge Request packets. 


Merge Accept Number of Merge Accept packets. 


Merge Reject Number of Merge Reject packets. 


Change Request Number of Distribution Request packets. 


Change Accept Number of Distribution Accept packets. 


Change Reject Number of Distribution Reject packets. 


 


New command: pairwise-zoning enable 


Use pairwise-zoning enable to enable the Pairwise feature for a zone. 


Use undo pairwise-zoning enable to restore the default. 


Syntax 


pairwise-zoning enable 


undo pairwise-zoning enable 


Default 


The Pairwise feature is disabled for a zone. 


Views 


Zone view 


Predefined user roles 


network-admin 


Usage guidelines 


The Pairwise feature runs on a per-zone basis. A member can have different roles in different zones. 


When the Pairwise feature is disabled for a zone, member roles do not take effect in that zone. 


The following roles are defined for zone members: 


 Initiator—Typically a server. 


 Target—Typically a storage device. 


When a member acts as an initiator, it can access target members. When a member acts as a target, 


it can access initiator members. When a member acts as both an initiator and a target, it can access 


both  target members and initiator members. 


For the Pairwise feature to take effect, you must reactivate the active zone set after enabling the Pairwise 


feature. 


The Pairwise feature status is distributed to the entire fabric when you configure the zoneset activate or 


zoneset distribute command. 
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Examples 


# Enable the Pairwise feature for zone z1. 


<Sysname>system-view 


[Sysname]vsan 2 


[Sysname-vsan2]zone name z1 


[Sysname-vsan2-zone-z1]pairwise-zoning enable 


New command: reset zone statistics 


Use reset zone statistics to clear zone packet statistics. 


Syntax 


reset zone statistics [ vsan vsan-id ] 


Views 


User view 


Predefined user roles 


network-admin 


Parameters 


vsan vsan-id: Specifies a VSAN by its ID in the range of 1 to 3839. If you do not specify a VSAN, this 


command clears zone packet statistics for zones in all VSANs. 


Examples 


# Clear zone packet statistics for VSAN 2. 


<Sysname>reset zone statistics vsan 2 


New command: snmp-agent trap enable fc-zone 


Use snmp-agent trap enable fc-zone to enable SNMP notifications for the zone module. 


Use undo snmp-agent trap enable fc-zone to disable SNMP notifications for the zone module. 


Syntax 


snmp-agent trap enable fc-zone [ activation-completed | defaultzone-change | hardzone-change | 


merge-failed | merge-succeeded ] * 


undo snmp-agent trap enable fc-zone [ activation-completed | defaultzone-change | hardzone-change 


| merge-failed | merge-succeeded ] * 


Default 


All SNMP notifications for the zone module are disabled. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


activation-completed: Enables SNMP notifications for zone set activation or deactivation. 


defaultzone-change: Enables SNMP notifications for default zone policy changes. 
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hardzone-change: Enables SNMP notifications for hard zoning status changes. 


merge-failed: Enables SNMP notifications for merge failures. 


merge-succeeded: Enables SNMP notifications for merge successes. 


Usage guidelines 


If you do not specify any keywords, this command enables all SNMP notifications for the zone module. 


After you enable SNMP notifications for the zone module, the switch generates notifications for 


important events of the zone module and sends the notifications to the SNMP module. For more 


information about SNMP notifications, see Network Management and Monitoring Configuration Guide. 


Examples 


# Enable SNMP notifications for default zone policy changes. 


<Sysname> system-view 


[Sysname] snmp-agent trap enable fc-zone defaultzone-change 


New command: zone merge-control restrict 


Use zone merge-control restrict to configure the merge control mode as Restrict. 


Use undo zone merge-control restrict to restore the default. 


Syntax 


zone merge-control restrict 


undo zone merge-control restrict 


Default 


The merge control mode is Allow. 


Views 


VSAN view 


Predefined user roles 


network-admin 


Usage guidelines 


Two merge control modes are available: Restrict and Allow. For more information about the Restrict and 


Allow merge control modes, see FC and FCoE Configuration Guide. 


In enhanced zoning mode, the merge control mode affects the result of a merge operation. Also, a 


merge operation is allowed only when the merge control mode is the same on both participating 


switches. Otherwise, the merge operation fails, and the link connecting the participating switches is 


isolated. 


This command is supported only in enhanced zoning mode. To ensure a consistent merge control mode 


across the fabric, use the zone activate or zone distribute command after you configure this command. 


Examples 


# Configure the merge control mode as Restrict for VSAN 2. 


<Sysname>system-view 


[Sysname] vsan 2 


[Sysname-vsan2] zone merge-control restrict 


# Configure the merge control mode as Allow for VSAN 2. 
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[Sysname-vsan2] undo zone merge-control restrict 


New command: zone mode enhanced 


Use zone mode enhanced to enable the enhanced zoning mode in a VSAN. 


Use undo zone mode enhanced to restore the default. 


Syntax 


zone mode enhanced 


undo zone mode enhanced 


Default 


The basic zoning mode is enabled in a VSAN. 


Views 


VSAN view 


Predefined user roles 


network-admin 


Usage guidelines 


A zoning mode switchover causes a zone distribution to ensure zoning mode consistency across the 


fabric. You can enable the enhanced zoning mode only when all switches in the fabric support this 


mode. 


After you switch one zoning mode to the other, the switch distributes the change to the entire fabric. If 


the distribution fails, the system prints a log message, and the change takes effect only on the local 


switch. You must manually trigger a complete distribution to ensure zoning mode consistency across the 


fabric. 


If the size of the active zone set exceeds the system limit in basic zoning mode, enhanced zoning cannot 


switch to basic zoning. 


Examples 


# Enable the enhanced zoning mode in VSAN 2. 


<Sysname>system-view 


[Sysname] vsan 2 


[Sysname-vsan2] zone mode enhanced 


The zoning database in this switch would be distributed throughout the fabric. Continue? 


[Y/N]:y 


Modified command: display zone member 


Old syntax 


display zone member { fcid fcid | pwwn pwwn | zone-alias zone-alias-name } [ vsan vsan-id ] 


New syntax 


display zone member { fcid fcid | fwwn fwwn | pwwn pwwn | zone-alias zone-alias-name } [ vsan 


vsan-id ] 


Views 


Any view 
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Change description 


Before modification: The fwwn fwwn option is not supported. 


After modification: The fwwn fwwn option is supported. 


fwwn fwwn: Specifies a zone member by its fWWN, in the format of xx:xx:xx:xx:xx:xx:xx:xx, where 


x is a hexadecimal number. 


Modified command: member (zone view) 


Old syntax 


member { fcid fcid | pwwn pwwn | zone-alias zone-alias-name } 


undo member { fcid fcid | pwwn pwwn | zone-alias zone-alias-name } 


New syntax 


member{ { fcid fcid | fwwn fwwn | pwwn pwwn } [ initiator | target ] | zone-alias zone-alias-name } 


undo member { fcid fcid | fwwn fwwn | pwwn pwwn | zone-alias zone-alias-name } 


Views 


Zone view 


Parameters 


Before modification: The fwwn fwwn, initiator, and target keywords are not supported. 


After modification: The fwwn fwwn, initiator, and target keywords are supported. 


fwwn fwwn: Specifies a member F_Port by its fWWN, in the format of xx:xx:xx:xx:xx:xx:xx:xx, where 


x is a hexadecimal number. Adding an F_Port to a zone adds all N_Ports that log in through the F_Port 


to that zone. 


initiator: Specifies a member as an initiator. If you do not specify the initiator or target keyword, the 


member acts as both an initiator and a target. 


target: Specifies a member as a target. If you do not specify the initiator or target keyword, the member 


acts as both an initiator and a target. 


Modified command: member (zone-alias view) 


Old syntax 


member { fcid fcid | pwwn pwwn } 


undo member { fcid fcid | pwwn pwwn } 


Syntax 


member{ fcid fcid | fwwn fwwn | pwwn pwwn} [ initiator | target ] 


undo member{ fcid fcid | fwwn fwwn | pwwn pwwn } 


Views 


Zone alias view 


Predefined user roles 


network-admin 
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Parameters 


Before modification: The fwwn fwwn, initiator, and target keywords are not supported. 


After modification: The fwwn fwwn, initiator, and target keywords are supported. 


fwwn fwwn: Specifies a member F_Port by its fWWN, in the format of xx:xx:xx:xx:xx:xx:xx:xx, where 


x is a hexadecimal number. Adding an F_Port to a zone alias adds all N_Ports that log in through the 


F_Port to that zone alias. 


initiator: Specifies a member as an initiator. If you do not specify the initiator or target keyword, the 


member acts as both an initiator and a target. 


target: Specifies a member as a target. If you do not specify the initiator or target keyword, the member 


acts as both an initiator and a target. 


New feature: Configuring a TRILL VR 


Configure a TRILL VR for the TRILL network to forward Layer 3 traffic. 


TRILL Layer 3 forwarding mechanisms 


As shown in Figure 28, distribution layer devices RB 1 and RB 2 are gateways of a data center network. 


Because of hardware limitations, RBs cannot perform Layer 3 forwarding before TRILL encapsulation or 


after removing TRILL encapsulation. 


To support Layer 3 forwarding, TRILL virtualizes the gateway RBs into a virtual router (VR). The VR 


provides gateway services at a virtual IP address. 


Figure 28 TRILL Layer 3 forwarding 
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A TRILL VR contains multiple member RBs that are configured with the same virtual IP address. All 


member RBs participate in Layer 3 forwarding. A master RB responds to ARP or ND requests. The 


master RB is elected by using the following rules: 


 The member RB with the highest priority is elected as the master RB. The master election priority is 


64 by default, and it is not configurable. 


 If member RBs have the same priority, the member RB with the highest system ID is elected. 


TRILL uses the following mechanisms to forward Layer 3 traffic: 


 Unicast traffic forwarding mechanism—Access RBs forward original unicast frames to the TRILL 


VR. Member RBs of the VR then perform Layer 3 forwarding for the frames. 


 Multidestination traffic forwarding mechanism—To forward multidestination traffic, you must 


enable IGMP/MLD snooping and dropping unknown multicast data on all RBs. In this way, router 


ports and member ports in Layer 2 multicast forwarding entries are appointed along TRILL 


distribution trees. Access RBs forward original multidestination frames to the TRILL VR through TRILL 


distribution trees. Member RBs of the VR then perform Layer 3 forwarding for the frames. 


Each VLAN supports only one TRILL distribution tree. If you configure multiple distribution trees 


for a VLAN, the distribution tree with the lowest root nickname takes effect. 


Configuring a TRILL VR 


Configure a TRILL VR for the TRILL network to forward Layer 3 traffic. This section describes TRILL VR 


configuration tasks. For more information about basic TRILL configuration, see TRILL Configuration Guide. 


Configuring a VR port 


For the TRILL network to forward Layer 3 traffic, you must configure the link type as VR for TRILL ports 


that are connected to an RB. A VR port is a virtual router port that can forward the following traffic: 


 TRILL data frames. 


 Layer 3 unicast data traffic. 


 Layer 2 and Layer 3 multicast data traffic. 


Configuration restrictions and guidelines 


When you configure VR ports, follow these restrictions and guidelines: 


 VR ports are used only on P2P links, and both ends of a P2P link must be VR ports. 


 A VR port trunks all VLANs. HP recommends that you reducing the number of announcing VLANs 


on VR ports to reduce Hello frames. 


Configuration procedure 


To configure a VR port: 
 


Step Command Remarks 


1. Enter system view.  system-view N/A 


2. Enter Layer 2 Ethernet or 


aggregate interface view. 


interface interface-type interface-


number 
N/A 


3. Configure the link type as 


VR for the TRILL port. 
trill link-type vr 


By default, the link type of a TRILL 


port is access without the alone 


attribute. 
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Creating a TRILL VR 


When you create a TRILL VR, you must assign a virtual IP address to the VR. If a VLAN interface connects 


to multiple subnets, you can assign multiple virtual IP addresses to the TRILL VR on the interface. 


Configuration restrictions and guidelines 


 On a VLAN interface, the virtual IP addresses assigned to a TRILL VR must meet the following 


requirements: 


 The virtual IP addresses must be on the same network segment as the IP address of the VLAN 


interface. 


 The VR cannot use the IP address of the VLAN interface as a virtual IP address. 


 The member RBs of a VR must use the same VLAN configurations, and virtual IP addresses. The 


VR cannot use the real IP address of a member RB as a virtual IP address. 


 On a VLAN interface, TRILL VRs operate only when the interface is up. 


 For the TRILL network to correctly forward Layer 3 multidestination traffic, make sure the following 


requirements are met: 


 The IGMP/MLD snooping version must be the same on all RBs. 


 IGMP or MLD must be enabled on the access-facing VLAN interfaces on gateway RBs to 


prevent topology changes from interrupting traffic. 


 Enabling PIM-DM or IPv6 PIM-DM on core layer and distribution layer devices might cause 


multicast traffic duplication. HP recommends that you use other Layer 3 multicast protocols. 


Configuration procedure 


To create a TRILL VR: 
 


Step Command Remarks 


1. Enter system view.  system-view N/A 


2. Enter VLAN interface view.  
interface vlan-interface vlan-interface-


number 
N/A 


3. Create a TRILL VR and 


assign a virtual IP address 


to the VR. 


 Create an IPv4 VR: 


trill vr vrid vr-id virtual-ip virtual-


address 


 Create an IPv6 VR: 


trill vr ipv6 vrid vr-id virtual-ip virtual-


address [ link-local ] 


By default, no TRILL VRs exist.  


 


Associating a TRILL VR with a track entry 


Associate a TRILL VR with a track entry to monitor the uplinks for the member RBs of the VR. Monitoring 


modules like NQA or BFD will notify the Track module of the uplink status. The Track module changes 


the state of the track entry based on the uplink status. When a connectivity issue is detected, the TRILL 


module takes action in response to the track entry state change to prevent traffic interruption or network 


performance degradation. 


For more information about configuring a track entry, see Track configuration in High Availability 


Configuration Guide. 
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To associate a TRILL VR with a track entry: 
 


Step Command Remarks 


1. Enter system view.  system-view N/A 


2. Enter VLAN interface view.  
interface vlan-interface vlan-


interface-number 
N/A 


3. Associate a TRILL VR with 


a track entry. 


trill vr [ ipv6 ] vrid vr-id track 


track-entry-number 


By default, a TRILL VR is not 


associated with any track entry.  


You can associate a track entry only 


to an existing TRILL VR. A TRILL VR can 


be associated with a maximum of 


eight track entries. 


 


Displaying and maintaining TRILL VR  


Execute the display commands in any view and the reset command in user view.  
 


Task Command 


Display TRILL VR information. 
display trill vr [ ipv6 ] [ verbose [ vrid vr-id [ interface interface-type 


interface-number ] ] | vrid vr-id ] 


Display the TRILL VR adjacency 


table. 


display trill vr-adjacent-table [ count | nickname nickname interface 


interface-type interface-number ] 


Display information about the TRILL 


VR unicast FIB. 
display trill vr-fib [ count | mac mac-address vlan vlan-id ] 


Display the TRILL VR multiport unicast 


MAC address table. 


display trill vr-route [ vrid vrid ] [ vlan vlan-id ] [ mac-address mac-


address ] 


 


TRILL VR configuration example 


Network requirements 


As shown in Figure 29, a data center network has three layers: the core layer, the distribution layer, 


and the access layer. A port connected to a higher layer device is an uplink port, and a port connected 


to a lower layer device is a downlink port.  


Configure TRILL in the network as follows: 


 Enable TRILL on both uplink and downlink ports of access layer devices, and enable TRILL on 


downlink ports of distribution layer devices. 


 Configure two TRILL distribution trees that are rooted at RB 1 and RB 2. Configure a higher priority 


for RB 1 to be a distribution tree root.  


 Configure a TRILL VR and multicast routing for the TRILL network to forward Layer 3 traffic. 
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Figure 29 Network diagram 
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[RB3] interface ten-gigabitethernet 1/0/3 


[RB3-Ten-GigabitEthernet1/0/3] trill enable 


[RB3-Ten-GigabitEthernet1/0/3] trill link-type vr 


[RB3-Ten-GigabitEthernet1/0/3] quit 


# Configure RB 4 through RB 6 in the same way you configured RB 3.  


3. Configure the downlink ports of distribution layer devices: 


# Enable TRILL globally on RB 1. 


<RB1> system-view 


[RB1] trill 


[RB1-trill] quit 


# Enable TRILL on downlink ports Ten-GigabitEthernet 1/0/1 through Ten-GigabitEthernet 


1/0/4, and configure these ports as VR ports.  


[RB1] interface ten-gigabitethernet 1/0/1 


[RB1-Ten-GigabitEthernet1/0/1] trill enable 


[RB1-Ten-GigabitEthernet1/0/1] trill link-type vr 


[RB1-Ten-GigabitEthernet1/0/1] quit 


[RB1] interface ten-gigabitethernet 1/0/2 


[RB1-Ten-GigabitEthernet1/0/2] trill enable 


[RB1-Ten-GigabitEthernet1/0/2] trill link-type vr 


[RB1-Ten-GigabitEthernet1/0/2] quit 


[RB1] interface ten-gigabitethernet 1/0/3 


[RB1-Ten-GigabitEthernet1/0/3] trill enable 


[RB1-Ten-GigabitEthernet1/0/3] trill link-type vr 


[RB1-Ten-GigabitEthernet1/0/3] quit 


[RB1] interface ten-gigabitethernet 1/0/4 


[RB1-Ten-GigabitEthernet1/0/4] trill enable 


[RB1-Ten-GigabitEthernet1/0/4] trill link-type vr 


[RB1-Ten-GigabitEthernet1/0/4] quit 


# Configure RB 2 in the same way you configured RB 1.  


4. Configure the Layer 3 interfaces on the distribution layer devices: 


# On RB 1, enable IP multicast routing, and enable PIM-SM on core-facing interface VLAN-


interface 5. Configure the core layer device interface with the IP address 1.1.1.1 as the C-BSR 


and C-RP. 


[RB1] multicast routing 


[RB1-mrib] quit 


[RB1] interface vlan-interface 5 


[RB1-Vlan-interface5] pim sm 


[RB1-Vlan-interface5] quit 


[RB1] pim 


[RB1-pim] c-bsr 1.1.1.1 


[RB1-pim] c-rp 1.1.1.1 


[RB1-pim] quit 


# On RB 1, perform the following tasks on access-facing interfaces VLAN-interface 10 and 


VLAN-interface 20: 


 Assign an IPv4 address to the interface. 


 Create an IPv4 TRILL VR and assign a virtual IPv4 address to the VR. 
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 Enable IGMP and PIM-SM. 


[RB1] interface vlan-interface 10 


[RB1-Vlan-interface10] ip address 10.1.1.253 24 


[RB1-Vlan-interface10] trill vr vrid 1 virtual-ip 10.1.1.1 


[RB1-Vlan-interface10] igmp enable 


[RB1-Vlan-interface10] pim sm 


[RB1-Vlan-interface10] quit 


[RB1] interface vlan-interface 20 


[RB1-Vlan-interface20] ip address 20.1.1.253 24 


[RB1-Vlan-interface20] trill vr vrid 1 virtual-ip 20.1.1.1 


[RB1-Vlan-interface20] igmp enable 


[RB1-Vlan-interface20] pim sm 


[RB1-Vlan-interface20] quit 


# On RB 2, enable IP multicast routing, and enable PIM-SM on core-facing interface VLAN-


interface 5. Configure the core layer device interface with the IP address 1.1.1.1 as the C-BSR 


and C-RP.  


[RB2] multicast routing 


[RB2-mrib] quit 


[RB2] interface vlan-interface 5 


[RB2-Vlan-interface5] pim sm 


[RB2-Vlan-interface5] quit 


[RB2] pim 


[RB2-pim] c-bsr 1.1.1.1 


[RB2-pim] c-rp 1.1.1.1 


[RB2-pim] quit 


# On RB 2, perform the following tasks on access-facing interfaces VLAN-interface 10 and 


VLAN-interface 20: 


 Assign an IPv4 address to the interface. 


 Create an IPv4 TRILL VR and assign a virtual IPv4 address to the VR. 


 Enable IGMP and PIM-SM. 


[RB2] interface vlan-interface 10 


[RB2-Vlan-interface10] ip address 10.1.1.254 24 


[RB2-Vlan-interface10] trill vr vrid 1 virtual-ip 10.1.1.1 


[RB2-Vlan-interface10] igmp enable 


[RB2-Vlan-interface10] pim sm 


[RB2-Vlan-interface10] quit 


[RB2] interface vlan-interface 20 


[RB2-Vlan-interface20] ip address 20.1.1.254 24 


[RB2-Vlan-interface20] trill vr vrid 1 virtual-ip 20.1.1.1 


[RB2-Vlan-interface20] igmp enable 


[RB2-Vlan-interface20] pim sm 


[RB2-Vlan-interface20] quit 


5. Configure IGMP snooping: 


# On RB 1, enable IGMP snooping globally, and enable IGMP snooping and dropping 


unknown multicast data on VLAN 10 and VLAN 20. 


[RB1] igmp-snooping 


[RB1-igmp-snooping] quit 
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[RB1] vlan 10 


[RB1-vlan10] igmp-snooping enable 


[RB1-vlan10] igmp-snooping drop-unknown 


[RB1] vlan 20 


[RB1-vlan20] igmp-snooping enable 


[RB1-vlan20] igmp-snooping drop-unknown 


# Configure RB 2 through RB 6 in the same way you configured RB 1.  


6. Configure TRILL distribution trees: 


# Set RB 1's priority to 65535, and set the number to 2 for TRILL distribution trees that the RB 


wants all RBs to compute.  


[RB1] trill 


[RB1-trill] tree-root priority 65535 


[RB1-trill] trees calculate 2 


[RB1-trill] quit 


# Set RB 2's priority to 65534, and set the number to 2 for TRILL distribution trees that the RB 


wants all RBs to compute.  


[RB2] trill 


[RB2-trill] tree-root priority 65534 


[RB2-trill] trees calculate 2 


[RB2-trill] quit 


Verifying the configuration 


Suppose that the nicknames of RB 1 through RB 6 are 0x5801 through 0x5806. The system IDs of RB 


1 and RB 2 are 0000.0000.0001 and 0000.0000.0002. 


# Display brief information about all entries in the TRILL unicast routing table on an access layer device 


(for example, RB 3). 


[RB3] display trill unicast-route 


Destination    Interface                NextHop 


----------------------------------------------- 


0x5801         XGE1/0/2                  Direct 


0x5802         XGE1/0/3                  Direct 


0x5803         N/A                       N/A 


0x5804         XGE1/0/2                  0x5801 


               XGE1/0/3                  0x5802 


0x5805         XGE1/0/2                  0x5801 


               XGE1/0/3                  0x5802 


0x5806         XGE1/0/2                  0x5801 


               XGE1/0/3                  0x5802 


# Display all entries in the TRILL multicast routing table. 


[RB3] display trill multicast-route 


Root                          Flag 


------------------------------------- 


0x5801                        Valid 


0x5802                        Valid 


# Display multicast routing information for the TRILL distribution tree rooted at RB 1. 


[RB3] display trill multicast-route tree-root 5801 
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Root: 0x5801 


LocalRcvFlag: True 


List of VLANs: 


  1 


List of outgoing ports: 


  XGE1/0/2 


# Display brief information about all IPv4 TRILL VRs. 


[RB1] display trill vr 


VRID    Partner RB         State       Local 


---------------------------------------------- 


1       0000.0000.0001     Backup      Y 


        0000.0000.0002     Master      N 


# Display all entries in the TRILL VR multiport unicast MAC address table. 


[RB3] display trill vr-route 


VRID    MAC address     VLAN    Port 


--------------------------------------- 


1       0cda-41ed-be01  10      XGE1/0/2 


                                XGE1/0/3 


1       0cda-41ed-be01  20      XGE1/0/2 


                                XGE1/0/3 


# Display information about the multicast forwarding entries on a distribution layer device (for example, 


RB 1). 


[RB1] display multicast forwarding-table 


Total 1 entries, 1 matched 


 


00001. (0.0.0.0, 225.1.1.1) 


     Flags: ox 


     Uptime: 00:25:57 


     Incoming interface: Vlan-interface5 


     List of 2 outgoing interfaces: 


       1: Vlan-interface10 


       2: Vlan-interface20 


     Matched 105 packets(174 bytes), Wrong If 0 packets 


     Forwarded 105 packets(174 bytes) 


Command reference 


New command: display trill vr 


Use display trill vr to display TRILL VR information. 


Syntax 


display trill vr [ ipv6 ] [ verbose [ vrid vr-id [ interface interface-type interface-number ] ] | vrid vr-id ] 


Views 


Any view 
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Predefined user roles 


network-admin 


network-operator 


Parameters 


ipv6: Displays IPv6 TRILL VR information. If you do not specify this keyword, the command displays IPv4 


TRILL VR information. 


verbose: Displays detailed information. If you do not specify this keyword, the command displays brief 


TRILL VR information. 


vrid vr-id: Specifies a VR by its ID in the range of 1 to 255. If you do not specify this option, the 


command displays information about all VRs. 


interface interface-type interface-number: Specifies an interface by its type and number. If you do not 


specify this option, the command displays information about all interfaces. 


Examples 


# Display brief information about all IPv4 TRILL VRs. 


<Sysname> display trill vr 


VRID    Partner RB         State       Local 


---------------------------------------------- 


1       0606.0606.0606     Backup      Y 


        0808.0808.0808     Master      N 


2       0606.0606.0606     Backup      Y 


        0808.0808.0808     Master      N 


3       0606.0606.0606     Backup      Y 


        0808.0808.0808     Master      N 


# Display detailed information about all IPv4 TRILL VRs. 


<Sysname> display trill vr verbose 


IPv4 virtual router information: 


  VRID: 1     Virtual MAC: 0cda-41ed-be01 


    Partner RB information: 


      System ID: 0606.0606.0606 


        State: Backup 


        Local: Y 


      System ID: 0808.0808.0808 


        State: Master 


        Local: N 


    Interface information: 


      Interface: Vlan-interface10 


        Virtual IP: 193.1.1.1 


        Track index: 11     State: Positive 


Table 41 Command output 


Field Description 


Partner RB System ID of the member RB. 
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Field Description 


State 


State of the member RB: 


 Master. 


 Backup. 


 Inactive. 


Local 


Whether the member RB is the local device:  


 Y—The member RB is the local device. 


 N—The member RB is not the local device. 


Virtual MAC Virtual MAC address of the VR. 


System ID System ID of the member RB. 


Interface Interface name. 


Virtual IP Virtual IP address of the VR. 


Track index 
Track entry associated with the VR. This field appears only when the VR is 


associated with a track entry by using the trill vr vrid track command. 


State 


State of the track entry: 


 Negative. 


 Positive. 


 NotReady. 


This field appears only when the VR is associated with a track entry by using the 


trill vr vrid track command. 


 


New command: display trill vr-adjacent-table 


Use display trill vr-adjacent-table to display the TRILL VR adjacency table. 


Syntax 


display trill vr-adjacent-table [ count | nickname nickname interface interface-type interface-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


count: Displays the number of entries. 


nickname nickname interface interface-type interface-number: Specifies an RB on an interface. The 


nickname argument represents the nickname of the RB, a hexadecimal number in the range of 0x1 to 


0xFFFE. The interface-type interface-number argument represents the type and number of the interface. 


If you do not specify this option, the command displays information about all RBs on each interface. 


Examples 


# Display information about all entries in the TRILL VR adjacency table. 


<Sysname> display trill vr-adjacent-table 


NextHop     MAC address       Interface 
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0x899b      00e0-fc58-123a    GE1/0/1 


# Display the number of entries in the TRILL VR adjacency table. 


<Sysname> display trill vr-adjacent-table count 


Total number of TRILL VR ADJ entries: 3 


Table 42 Command output 


Field Description 


NextHop Nickname of the next-hop RB. 


MAC address MAC address of the next-hop RB. 


Interface Outgoing port. 


 


New command: display trill vr-fib 


Use display trill vr-fib to display information about the TRILL VR unicast FIB. 


Syntax 


display trill vr-fib [ count | mac mac-address vlan vlan-id ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


count: Displays the number of entries. 


mac mac-address vlan vlan-id: Specifies a MAC address in a VLAN. The mac-address argument 


represents the MAC address. The vlan-id argument represents the VLAN ID in the range of 1 to 4094. 


If you do not specify this option, the command displays information about MAC addresses in all VLANs. 


Examples 


# Display information about all TRILL VR unicast FIB entries. 


<Sysname> display trill vr-fib 


MAC address    VLAN NextHop   Interface 


0011-0022-1010 1    0x2a5c    GE1/0/1 


1100-2200-0101 2    0x2a5c    GE1/0/2 


# Display the number of TRILL VR unicast FIB entries. 


<Sysname> display trill vr-fib count 


Total number of TRILL VR FIB destinations: 2 


Total number of TRILL VR FIB entries: 2 


Table 43 Command output 


Field Description 


MAC address Destination MAC address. 


VLAN VLAN ID. 
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Field Description 


NextHop Next-hop RB nickname. 


Interface Outgoing port. 


Total number of TRILL VR FIB destinations 
Number of destination MAC addresses in the TRILL VR 


unicast FIB. 


 


New command: display trill vr-route 


Use display trill vr-route to display the TRILL VR multiport unicast MAC address table. 


Syntax 


display trill vr-route [ vrid vrid ] [ vlan vlan-id ] [ mac-address mac-address ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


vrid vr-id: Specifies a VR by its ID in the range of 1 to 255. If you do not specify this option, the 


command displays information about all VRs. 


vlan vlan-id: Specifies a VLAN by its ID in the range of 1 to 4094. If you do not specify this option, the 


command displays information about all VLANs. 


mac-address mac-address: Specifies a MAC address. If you do not specify this option, the command 


displays information about all MAC addresses. 


Examples 


# Display all entries in the TRILL VR multiport unicast MAC address table. 


<Sysname> display trill vr-route 


VRID    MAC address     VLAN    Port 


--------------------------------------- 


1       0cda-41ed-be01  1       GE1/0/1 


                        2       GE1/0/3 


                        3       GE1/0/4 


2       0cda-41ed-be02  1       GE1/0/2 


                        3       GE1/0/5 


Table 44 Command output 


Field Description 


MAC address Virtual MAC address of the VR. 


Port Outgoing port. 
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New command: trill vr ipv6 vrid 


Use trill vr ipv6 vrid to create an IPv6 TRILL VR or add a virtual IPv6 address for an existing IPv6 TRILL 


VR. 


Use undo trill vr ipv6 vrid to delete an IPv6 TRILL VR or delete a virtual IPv6 address for an existing 


IPv6 TRILL VR. 


Syntax 


trill vr ipv6 vrid vr-id virtual-ip virtual-address [ link-local ] 


undo trill vr ipv6 vrid vr-id virtual-ip [ virtual-address [ link-local ] ] 


Default 


No IPv6 TRILL VRs exist. 


Views 


VLAN interface view 


Predefined user roles 


network-admin 


Parameters 


vr-id: Specifies a VR ID in the range of 1 to 255. 


virtual-address: Specifies an IPv6 link-local or global unicast address. If you do not specify this option 


in the undo trill vr ipv6 vrid command, the command deletes all virtual IPv6 addresses for the VR. 


link-local: Specifies the IPv6 link-local address. If you assign a link-local address to the VR, you must 


specify this keyword. If you assign a global unicast address to the VR, do not specify this keyword. 


Usage guidelines 


You can configure one link-local address and multiple global unicast addresses for an IPv6 TRILL VR. If 


a VR already has a link-local address, you can use this command to modify the link-local address. 


On a VLAN interface, you must configure a link-local address for one VR. You must assign the link-local 


address to the VR when you create the VR. Before you delete the link-local address for the VR, make 


sure all other virtual IPv6 addresses have been deleted. 


You can create a maximum of four IPv6 TRILL VRs on a VLAN interface and assign a maximum of 16 


virtual IPv6 addresses to the VRs. 


Examples 


# Create VR 2 on VLAN-interface 2 and assign virtual IPv6 address FE80::1 to the VR. Then add virtual 


IPv6 address 1::1 for the VR. 


<Sysname> system-view 


[Sysname] interface vlan-interface 2 


[Sysname-Vlan-interface2] trill vr ipv6 vrid 2 virtual-ip fe80::1 link-local 


[Sysname-Vlan-interface2] trill vr ipv6 vrid 2 virtual-ip 1::1 


New command: trill vr vrid 


Use trill vr vrid to create an IPv4 TRILL VR or add a virtual IPv4 address for an existing IPv4 TRILL VR. 


Use undo trill vr vrid to delete an IPv4 TRILL VR or delete a virtual IPv4 address for an existing IPv4 


TRILL VR. 
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Syntax 


trill vr vrid vr-id virtual-ip virtual-address 


undo trill vr vrid vr-id virtual-ip [ virtual-address ] 


Default 


No IPv4 TRILL VRs exist. 


Views 


VLAN interface view 


Predefined user roles 


network-admin 


Parameters 


vr-id: Specifies a VR ID in the range of 1 to 255. 


virtual-address: Specifies an IPv4 address. The IPv4 address must be a valid Class A, B, or C address 


and cannot be an all-zero, multicast, or loopback address. If you do not specify this option in the undo 


trill vr vrid command, the command deletes all virtual IPv4 addresses for the VR. 


Usage guidelines 


You can create a maximum of four IPv4 TRILL VRs on a VLAN interface and assign a maximum of 16 


virtual IPv4 addresses to the VRs. 


Examples 


# Create VR 1 on VLAN-interface 2 and assign virtual IPv4 address 10.1.1.1 to the VR. Then add virtual 


IPv4 address 10.1.1.2 for the VR. 


<Sysname> system-view 


[Sysname] interface vlan-interface 2 


[Sysname-Vlan-interface2] trill vr vrid 1 virtual-ip 10.1.1.1 


[Sysname-Vlan-interface2] trill vr vrid 1 virtual-ip 10.1.1.2 


New command: trill vr vrid track 


Use trill vr vrid track to associate a TRILL VR with a track entry. 


Use undo trill vr vrid track to remove a track entry association for a TRILL VR. 


Syntax 


trill vr [ ipv6 ] vrid vr-id track track-entry-number 


undo trill vr [ ipv6 ] vrid vr-id track [ track-entry-number ] 


Default 


A TRILL VR is not associated with any track entry. 


Views 


VLAN interface view 


Predefined user roles 


network-admin 
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Parameters 


ipv6: Specifies an IPv6 TRILL VR. If you do not specify this option, the command specifies an IPv4 TRILL 


VR. 


vr-id: Specifies a VR ID in the range of 1 to 255. 


track-entry-number: Specifies a track entry by its number in the range of 1 to 1024. If you do not specify 


this option in the undo trill vr vrid track command, the command removes all track entry associations 


for the VR. 


Usage guidelines 


You can associate a track entry only to an existing TRILL VR. A TRILL VR can be associated with a 


maximum of eight track entries. 


Examples 


# On VLAN-interface 2, associate IPv4 TRILL VR 1 with track entry 8. 


<Sysname> system-view 


[Sysname] interface vlan-interface 2 


[Sysname-Vlan-interface2] trill vr vrid 1 track 8 


# On VLAN-interface 2, associate IPv6 TRILL VR 2 with track entry 9. 


<Sysname> system-view 


[Sysname] interface vlan-interface 2 


[Sysname-Vlan-interface2] trill vr ipv6 vrid 2 track 9 


Modified command: trill link-type 


Old syntax 


trill link-type { access [ alone ] | hybrid | trunk } 


New syntax 


trill link-type { access [ alone ] | hybrid | trunk | vr } 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Parameters 


vr: Configures the link type as VR. A VR port is a virtual router port that can forward TRILL data frames, 


Layer 3 unicast data traffic, and Layer 2 or 3 multicast data traffic. 


Change description 


Before modification: The vr keyword is not supported. 


After modification: The vr keyword is supported.  
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New feature: Enabling TRILL to forward traffic from EVB S-


channels 


Enabling TRILL to forward traffic from EVB S-channels 


Perform this task on the interface that is directly connected to a server. TRILL will forward the packets 


received from the EVB S-channels on the interface to the TRILL network. 


Before you perform this task, you must enable EVB on the interface. 


To enable TRILL to forward traffic from EVB S-channels: 
 


Step Command Remarks 


1. Enter system view.  system-view N/A 


2. Enter Layer 2 Ethernet or 


aggregate interface 


view. 


interface interface-type 


interface-number 
N/A 


3. Configure the link type of 


the port as trunk. 
port link-type trunk The default link type of a port is access.  


4. Enable EVB. evb enable By default, EVB is disabled on a port. 


5. Enable TRILL to forward 


traffic from EVB S-


channels. 


trill evb-support 


By default, TRILL does not support forwarding 


traffic from EVB S-channels. 


The trill evb-support command and TRILL 


commands (including trill enable) are 


mutually exclusive. Do not configure both 


EVB and TRILL on an interface. 


 


Command reference 


trill evb-support 


Use trill evb-support to enable TRILL to forward traffic from EVB S-channels.  


Use undo trill evb-support to restore the default.  


Syntax 


trill evb-support 


undo trill evb-support 


Default 


TRILL does not support forwarding traffic from EVB S-channels.  


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 
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Usage guidelines 


Configure this command on the interface that is directly connected to a server. TRILL will forward the 


packets received from the EVB S-channels on the interface to the TRILL network. 


Before you execute this command, you must enable EVB on the interface. 


This command and TRILL commands (including trill enable) are mutually exclusive. Do not configure 


both EVB and TRILL on an interface. 


Examples 


# Enable TRILL to forward traffic from EVB S-channels on Ten-GigabitEthernet 1/0/1.  


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] port link-type trunk 


[Sysname-Ten-GigabitEthernet1/0/1] evb enable 


[Sysname-Ten-GigabitEthernet1/0/1] trill evb-support 


Related commands 


 evb enable 


 trill enable 


New feature: Enabling the packet loss prevention feature for 


OpenFlow forwarding 


In networks that require high OpenFlow forwarding performance, packet loss might occur on the switch 


during the flow entry deployment process. The packet loss then causes OpenFlow forwarding to fail. 


You can enable the packet loss prevention feature to ensure successful OpenFlow forwarding without 


packet loss. 


When this feature is configured, the ACL cannot match packets by IPv6 address. 


After you enable or disable the packet loss feature, save the configuration and restart the device to 


make the configuration take effect. 


To enable the packet loss prevention feature for OpenFlow forwarding: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable the packet loss 


prevention feature for 


OpenFlow forwarding. 
openflow lossless enable 


By default, the packet loss 


prevention feature for OpenFlow 


forwarding is disabled. 


 


Command reference 


openflow lossless enable 


Use openflow lossless enable to enable the packet loss prevention feature for OpenFlow forwarding. 


Syntax 


openflow lossless enable 
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undo openflow lossless enable 


Default 


The packet loss prevention feature for OpenFlow forwarding is disabled. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


In networks that require high OpenFlow forwarding performance, packet loss might occur on the switch 


during the flow entry deployment process. The packet loss then causes OpenFlow forwarding to fail. 


You can enable the packet loss prevention feature to ensure the successful OpenFlow forwarding without 


packet loss. 


When this feature is configured, the ACL cannot match packets by IPv6 address. 


Examples 


# Enable the packet loss prevention feature for OpenFlow forwarding. 


<Sysname> system-view 


[Sysname] openflow lossless enable 


New feature: Enabling the global mode for an OpenFlow 


instance 


This release supports enabling the global mode for an OpenFlow instance. 


Command reference 


classification global 


Use classification global to enable the global mode for an OpenFlow instance. 


Syntax 


classification global 


undo classification 


Default 


An OpenFlow instance is in VLAN mode. 


Views 


OpenFlow instance view 


Predefined user roles 


network-admin 


Usage guidelines 


If you execute the classification global and classification vlan commands multiple times, the most recent 


configuration takes effect. 
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By default, an OpenFlow instance is in VLAN mode. When an OpenFlow instance is associated with 


VLANs, the flow entries take effect only on packets within those VLANs. 


When the global mode is enabled for an OpenFlow instance, the flow entries take effect on packets 


within the network. All interfaces on the device belong to the OpenFlow instance, including VLAN 


interfaces, and Layer 2 Ethernet interfaces. 


Examples 


# Enable the global mode for OpenFlow instance 1. 


<Sysname> system-view 


[Sysname] openflow instance 1 


[Sysname-of-inst-1] classification global 


New feature: Local-first load sharing 


Enabling local-first load sharing 


Use local-first load sharing in an IRF fabric to distribute traffic preferentially across member ports on the 


receiving device. 


To enable local-first load sharing: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enable local-first load 


sharing. 
ip load-sharing local-first enable 


By default, local-first load sharing 


is enabled. 


 


Command reference 


ip load-sharing local-first enable 


Use ip load-sharing local-first enable to enable local-first load sharing. 


Use undo ip load-sharing local-first enable to disable local-first load sharing. 


Syntax 


ip load-sharing local-first enable 


undo ip load-sharing local-first enable 


Default 


Local-first load sharing is enabled. 


Views 


System view 


Predefined user roles 


network-admin 


Usage guidelines 


Local-first load sharing takes effect only in an IRF fabric. 
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Examples 


# Disable local-first load sharing. 


<Sysname> system-view 


[Sysname] undo ip load-sharing local-first enable 


New feature: MAC address retaining on TRILL ports 


Enabling MAC address retaining on TRILL ports 


On an access RB, the system deletes all MAC addresses on a TRILL port when the port is down. If the 


TRILL VR has an ARP entry for a removed MAC address, the VR will forward frames destined for the 


address to the access RB. As a result, the access RB floods the frames in the TRILL network. 


To prevent such floods, enable MAC address retaining on TRILL ports. The system retains the MAC 


addresses on TRILL ports when the ports are down. 


To enable MAC address retaining on TRILL ports: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter TRILL view. trill N/A 


3. Enable MAC address 


retaining on TRILL ports. 
mac-deleting forbidden 


By default, the system deletes all 


MAC addresses on a TRILL port 


when the port is down. 


This feature takes effect only on 


TRILL ports of which the link type is 


access or hybrid. 


 


Command reference 


mac-deleting forbidden 


Use mac-deleting forbidden to enable MAC address retaining on TRILL ports. 


Use undo mac-deleting forbidden to restore the default. 


Syntax 


mac-deleting forbidden 


undo mac-deleting forbidden 


Default 


The system deletes all MAC addresses on a TRILL port when the port is down. 


Views 


TRILL view 


Predefined user roles 


network-admin 
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Usage guidelines 


Enable the MAC address retaining feature in a TRILL network that uses a TRILL VR.  


This command takes effect only on TRILL ports of which the link type is access or hybrid. 


Examples 


# Enable MAC address retaining on TRILL ports. 


<Sysname> system-view 


[Sysname] trill 


[Sysname-trill] mac-deleting forbidden 


New feature: Displaying the login information of NP_Ports 


Displaying the login information of NP_Ports 


This release added the function of displaying the login information of NP_Ports. 


Command reference 


display fc nport 


Use display fc nport to display the login information of NP_Ports. 


Syntax 


display fc nport [ interface interface-type interface-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


interface interface-type interface-number: Specifies an NP_Port by its type and number. The NP_Port 


can be a VFC interface. If you do not specify an NP_Port, this command displays the login information 


of all NP_Ports. 


Usage guidelines 


Only NPV switches support this command. 


This command displays the login information sent by operational NP_Ports to the FCF switch and 


management addresses obtained from the FCF switch. 


This command displays the login information for only NP_Ports that have successfully registered with 


the FCF switch. 


Examples 


# Display the login information of all NP_Ports. 


<Sysname> display fc nport 


NP port: Vfc1 
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  Port-WWN: 20:00:00:41:22:a8:00:05 


  FC4-types(FC4_features): NPV 


  Symbolic-node-name: NPV-Sysname 


  Symbolic-port-name: NPV-Sysname: Vfc1 


  Node-IP-addr: 192.168.0.153 


  Peer management address: snmp://192.168.0.151 


                           snmp://192.168.0.152 


 


NP port: Vfc2 


  Port-WWN: 20:00:00:49:c9:28:c7:01 


  FC4-types(FC4_features): NPV 


  Symbolic-node-name: NPV-Sysname 


  Symbolic-port-name: NPV-Sysname:Vfc2 


  Node-IP-addr: 192.168.0.153 


  Peer management address: snmp://192.168.0.151 


                           snmp://192.168.0.152 


Table 7 Command output 


Field Description 


FC4-types(FC4 features) An NP_Port always registers NPV as its FC4 type and has no FC4 feature. 


Symbolic-node-name 
Symbolic name in the form of system-name, which is used for describing the 


NPV switch where the NP_Port resides. 


Symbolic-port-name 
Symbolic name in the form of system-name:port-name, which is used for 


describing the NP_Port. 


Node-IP-addr IP address of the NPV switch. 


Peer management address 


List of management addresses obtained by the NP_Port from the FCF switch. 


For example, snmp://192.168.6.151 indicates that SNMP is used as the 


management protocol and the management address is 192.168.6.151. 


If the FCF switch is not configured with management addresses, this field is 


blank. 


 


New feature: Per-flow load sharing algorithm configuration 


for Ethernet link aggregation 


Configuring per-flow load sharing algorithm settings for Ethernet link 


aggregation 


Configure the per-flow load sharing algorithm and algorithm seed to optimize traffic distribution on 


aggregate links based on existing per-flow load sharing settings. You can set only the algorithm or the 


algorithm seed, or both. You can combine an algorithm with different algorithm seeds to obtain different 


effects. 


This feature does not take effect on per-flow load sharing that uses the following traffic classification 


criteria: 


 Source IP address. 







295 


 Destination IP address. 


 Source MAC address. 


 Destination MAC address. 


 Source and destination IP addresses. 


 Source and destination MAC addresses. 


To configure per-flow load sharing algorithm settings for Ethernet link aggregation: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Configure the load sharing 


algorithm. 


link-aggregation global load-


sharing algorithm algorithm-


number 


By default, algorithm 0 is used. 


3. Configure the load sharing 


algorithm seed. 


link-aggregation global load-


sharing seed seed-number 


By default, algorithm seed 0 is 


used. 


 


Command reference 


New command: link-aggregation global load-sharing algorithm 


Use link-aggregation global load-sharing algorithm to configure the per-flow load sharing algorithm 


for Ethernet link aggregation. 


Use undo link-aggregation global load-sharing algorithm to restore the default. 


Syntax 


link-aggregation global load-sharing algorithm algorithm-number 


undo link-aggregation global load-sharing algorithm 


Default 


Algorithm 0 is used. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


algorithm algorithm-number: Specifies an algorithm by its number in the range of 1 to 8. 


Usage guidelines 


If you execute this command multiple times, the most recent configuration takes effect. 


You can configure only the algorithm or the algorithm seed, or both. You can combine an algorithm 


with different algorithm seeds to obtain different effects. 


Examples 


# Specify algorithm 1 as the per-flow load sharing algorithm. 


<Sysname> system-view 
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[Sysname] link-aggregation global load-sharing algorithm 1 


New command: link-aggregation global load-sharing seed 


Use link-aggregation global load-sharing seed to configure the per-flow load sharing algorithm seed 


for Ethernet link aggregation. 


Use undo link-aggregation global load-sharing seed to restore the default. 


Syntax 


link-aggregation global load-sharing seed seed-number 


undo link-aggregation global load-sharing seed 


Default 


Algorithm seed 0 is used. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


seed seed-number: Specifies a seed in the range of 1 to 7FFFFFFF. 


Usage guidelines 


If you execute this command multiple times, the most recent configuration takes effect. 


You can configure only the algorithm or the algorithm seed, or both. You can combine an algorithm 


with different algorithm seeds to obtain different effects. 


Examples 


# Specify 1023 (3FF in hexadecimal format) as the per-flow load sharing algorithm seed.  


<Sysname> system-view 


[Sysname] link-aggregation global load-sharing seed 3FF 


Modified command: display link-aggregation load-sharing mode 


Use display link-aggregation load-sharing mode to display link-aggregation load sharing modes. 


Syntax 


display link-aggregation load-sharing mode  


Views 


Any view 


Change description 


The Link-aggregation load-sharing algorithm and Link-aggregation load-sharing seed fields were 


added to the command output to display the per-flow load sharing algorithm and algorithm seed. 
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New feature: Displaying brief IPv4 or IPv6 routing table 


information 


Displaying brief IPv4 or IPv6 routing table information 


The feature of displaying brief IPv4 or IPv6 routing table information was added to this release. 


Command reference 


display ip routing-table summary 


Use display ip routing-table summary to display brief routing table information. 


Syntax 


display ip routing-table summary [ standby slot slot-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


standby slot slot-number: Displays backup of brief routing table information for an IRF member device. 


If you do not specify this option, the command displays brief routing table information. 


Examples 


# Display brief routing table information. 


<Sysname>display ip routing-table summary 


 


Max ECMP: 32 


Max Active Route: 262144 


Remain Active Route: 262126 


Table 45 Command output 


Field Description 


Max ECMP Maximum number of ECMP routes supported by the system. 


Max Active Route Maximum number of supported routes. 


Remain Active Route Number of the remaining inactive routes. 


 


Command reference 


display ipv6 routing-table summary 


Use display ipv6 routing-table summary to display brief IPv6 routing table information. 
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Syntax 


display ipv6 routing-table summary [ standby slot slot-number ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


standby slot slot-number: Displays backup of brief IPv6 routing table information for an IRF member 


device. If you do not specify this option, the command displays brief IPv6 routing table information. 


Examples 


# Display brief IPv6 routing table information. 


<Sysname>display ipv6 routing-table summary 


 


Max ECMP: 32 


Max Active Route: 262144 


Remain Active Route: 262126 


Table 46 Command output 


Field Description 


Max ECMP Maximum number of ECMP routes supported by the system. 


Max Active Route Maximum number of supported routes. 


Remain Active Route Number of the remaining inactive routes. 


 


New feature: Setting the minimum storage time for logs 


Setting the minimum storage time for logs 


Use this feature to set the minimum storage time for logs in the log buffer and log file. A log will not be 


automatically deleted from the log buffer or log file if the time elapsed since the log was generated is 


shorter than the minimum storage time. 


To set the log minimum storage time: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Set the log minimum 


storage time. 
info-center syslog min-age min-age 


By default, the log minimum 


storage time is not 


configured.  
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Command reference 


info-center syslog min-age 


Use info-center syslog min-age to set the minimum storage time for logs stored in the log buffer and 


log file. 


Use undo info-center syslog min-age to restore the default. 


Syntax 


info-center syslog min-age min-age 


undo info-center syslog min-age 


Default 


The log minimum storage time is not configured. 


Views 


System view 


Default command level 


network-admin 


Parameters 


min-age: Sets the log minimum storage time in hours. The value range is 1 to 8760.  


Examples 


# Set the log minimum storage time to 168 hours. 


<Sysname> system-view 


[Sysname] info-center syslog min-age 168 


New feature: TRILL LSP generation timer parameters 


Setting the TRILL LSP generation timer parameters 


By adjusting the TRILL LSP generation timer parameters, you can prevent frequent network changes from 


consuming an excessive amount of bandwidth and device resources. 


When the network is stable, the LSP generation timer is set to the minimum interval for each LSP 


generation. When the network is unstable, the LSP generation timer is added by the incremental interval 


for each LSP generation until the maximum interval is reached. 


To set the TRILL LSP generation timer parameters: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter TRILL view. trill N/A 







300 


Step Command Remarks 


3. Set the TRILL LSP 


generation timer 


parameters. 


timer lsp-generation maximum-interval 


[ minimum-interval [ incremental-


interval ] ] 


By default, the maximum LSP 


generation interval is 2 seconds, 


the minimum interval is 10 


milliseconds, and the incremental 


interval is 20 milliseconds. 


 


Command reference 


timer lsp-generation 


Use timer lsp-generation to set the TRILL LSP generation timer parameters. 


Use undo timer lsp-generation to restore the default. 


Syntax 


timer lsp-generation maximum-interval [ minimum-interval [ incremental-interval ] ] 


undo timer lsp-generation 


Default 


The maximum interval is 2 seconds, the minimum interval is 10 milliseconds, and the incremental interval 


is 20 milliseconds. 


Views 


TRILL view 


Predefined user roles 


network-admin 


Parameters 


maximum-interval: Specifies the maximum LSP generation interval in the range of 1 to 120 seconds. 


minimum-interval: Specifies the minimum LSP generation interval in the range of 10 to 60000 


milliseconds. The value must be a multiple of 10 and smaller than the maximum LSP generation interval. 


incremental-interval: Specifies the LSP generation incremental interval in the range of 10 to 60000 


milliseconds. The value must be a multiple of 10 and smaller than the maximum LSP generation interval. 


Usage guidelines 


By adjusting the TRILL LSP generation timer parameters, you can prevent frequent network changes from 


consuming an excessive amount of bandwidth and device resources. 


When the network is stable, the LSP generation timer is set to the minimum interval for each LSP 


generation. When the network is unstable, the LSP generation timer is added by the incremental interval 


for each LSP generation until the maximum interval is reached. 


Examples 


# Set the maximum LSP generation interval to 10 seconds, the minimum interval to 100 milliseconds, 


and the incremental interval to 200 milliseconds. 


<Sysname> system-view 


[Sysname] trill 


[Sysname-trill] timer lsp-generation 10 100 200 
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New feature: TRILL LSP fast advertisement 


Enabling TRILL LSP fast advertisement  


LSP fast advertisement enables TRILL to immediately advertise the specified number of LSPs that invoke 


SPF calculation. This mechanism improves network convergence time. 


To enable TRILL LSP fast advertisement: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter TRILL view. trill N/A 


3. Enable TRILL LSP 


fast advertisement. 


flash-flood [ flood-count flooding-count | 


max-timer-interval flooding-interval ] * 


By default, TRILL LSP fast 


advertisement is disabled. 


 


Command reference 


flash-flood 


Use flash-flood to enable TRILL LSP fast advertisement. 


Use undo flash-flood to disable TRILL LSP fast advertisement.  


Syntax 


flash-flood [ flood-count flooding-count | max-timer-interval flooding-interval ] * 


undo flash-flood 


Default 


TRILL LSP fast advertisement is disabled. 


Views 


TRILL view 


Predefined user roles 


network-admin 


Parameters 


flood-count flooding-count: Specifies the maximum number of LSPs that can be fast advertised. The 


value range for the flooding-count argument is 1 to 15, and the default value is 5. 


max-timer-interval flooding-interval: Specifies the delay before fast advertisement is performed. The 


value range for the flooding-interval argument is 0 to 50000 milliseconds. The default value is 0, which 


indicates that LSP fast advertisement is performed without delay. 


Usage guidelines 


LSP fast advertisement enables TRILL to immediately advertise the specified number of LSPs that invoke 


SPF calculation. This mechanism improves network convergence time. 
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Examples 


# Enable TRILL LSP fast advertisement, set the maximum number to 10 for fast advertised LSPs, and set 


the advertisement delay to 10 milliseconds. 


<Sysname> system-view 


[Sysname] trill 


[Sysname-trill] flash-flood flood-count 10 max-timer-interval 10 


New feature: TRILL pseudonode bypass 


Enabling TRILL pseudonode bypass 


This feature disables a DRB from generating LSPs for the pseudonode when the DRB has only one 


neighbor on a broadcast network. This reduces the number of LSPs in the network. 


To enable the pseudonode bypass feature: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view or Layer 2 


aggregate interface view. 


interface interface-type interface-


number 
N/A 


3. Enable the pseudonode 


bypass feature. 
trill bypass-pseudonode enable 


By default, the pseudonode 


bypass feature is disabled. 


 


Command reference 


trill bypass-pseudonode enable 


Use trill bypass-pseudonode enable to enable the pseudonode bypass feature. 


Use undo trill bypass-pseudonode enable to disable the pseudonode bypass feature. 


Syntax 


trill bypass-pseudonode enable 


undo trill bypass-pseudonode enable 


Default 


The pseudonode bypass feature is disabled. 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Usage guidelines 


This command disables a DRB from generating LSPs for the pseudonode when the DRB has only one 


neighbor on a broadcast network. This reduces the number of LSPs in the network.  







303 


Examples 


# Enable the pseudonode bypass feature on Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] trill bypass-pseudonode enable 


New feature: TRILL distribution tree calculation by using 


multiple threads 


Enabling TRILL distribution tree multithread calculation 


This feature enables a multi-CPU device to improve TRILL distribution tree calculation efficiency by using 


each thread to calculate a distribution tree. 


To enable TRILL distribution tree multithread calculation: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter TRILL view. trill N/A 


3. Enable TRILL distribution tree 


multithread calculation. 
multicast multi-thread enable By default, this feature is disabled. 


 


Command reference 


multicast multi-thread enable 


Use multicast multi-thread enable to enable TRILL distribution tree multithread calculation. 


Use undo multicast multi-thread enable to disable TRILL distribution tree multithread calculation. 


Syntax 


multicast multi-thread enable 


undo multicast multi-thread enable 


Default 


TRILL distribution tree multithread calculation is disabled. 


Views 


TRILL view 


Predefined user roles 


network-admin 


Usage guidelines 


This command enables a multi-CPU device to improve TRILL distribution tree calculation efficiency by 


using each thread to calculate a distribution tree. 


If you enable TRILL distribution tree multithread calculation on a single-CPU device, calculation efficiency 


might not be improved. 
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Enabling or disabling this feature clears dynamic running statistics of the TRILL process. 


Examples 


# Enable TRILL distribution tree multithread calculation. 


<Sysname> system-view 


[Sysname] trill 


[Sysname-trill] multicast multi-thread enable 


Related commands 


reset trill 


New feature: Load balancing over TRILL distribution trees 


Enabling load balancing over TRILL distribution trees 


By default, ingress traffic is not load balanced over TRILL distribution trees after a forwarding VLAN is 


deleted on the RB. To load balance ingress traffic of the remaining forwarding VLANs over the existing 


distribution trees, you can enable load balancing over TRILL distribution trees. 


Ingress traffic is load balanced in any of the following conditions, regardless of whether load balancing 


is enabled or not: 


 A forwarding VLAN is added. 


 A distribution tree is added or deleted. 


When a distribution tree is added, the RB switches ingress traffic to the new tree to implement load 


balancing. However, the RB cannot use the new distribution tree to forward traffic before other RBs are 


ready to use the new tree. In this case, you can set a delay timer for the RB to switch ingress traffic to 


the new distribution tree. 


If traffic is not evenly distributed over distribution trees, you can also perform one-time load balancing 


over TRILL distribution trees. 


To enable load balancing over TRILL distribution trees: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter TRILL view. trill N/A 


3. Enable load balancing over 


TRILL distribution trees. 
ingress assign-rule load-balancing 


By default, load balancing over 


TRILL distribution trees is disabled. 


4. Set the delay timer for the RB 


to switch ingress traffic to a 


new TRILL distribution tree. 


ingress assign-delay seconds 
The default delay timer is 300 


seconds. 


5. Perform one-time load 


balancing over TRILL 


distribution trees. 


set ingress-load-balancing 


Perform this task when load 


balancing over TRILL distribution 


trees is disabled. 
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Command reference 


ingress assign-delay 


Use ingress assign-delay to set the delay timer for the RB to switch ingress traffic to a new distribution 


tree. 


Use undo ingress assign-delay to restore the default. 


Syntax 


ingress assign-delay delay 


undo ingress assign-delay 


Default 


The delay timer is 300 seconds. 


Views 


TRILL view 


Predefined user roles 


network-admin 


Parameters 


delay: Specifies the delay timer in the range of 1 to 3600 seconds.  


Usage guidelines 


When a distribution tree is added, the RB switches ingress traffic to the new tree to implement load 


balancing. However, the RB cannot use the new distribution tree to forward traffic before other RBs are 


ready to use the new tree. In this case, you can set a delay timer for the RB to switch ingress traffic to 


the new distribution tree. 


Examples 


# Set the delay timer to 600 seconds for the RB to switch ingress traffic to a new distribution tree. 


<Sysname> system-view 


[Sysname] trill 


[Sysname-trill] ingress assign-delay 600 


Related commands 


ingress assign-rule load-balancing 


ingress assign-rule load-balancing 


Use ingress assign-rule load-balancing to enable load balancing over TRILL distribution trees. 


Use undo ingress assign-rule to restore the default. 


Syntax 


ingress assign-rule load-balancing 


undo ingress assign-rule 


Default 


Load balancing over TRILL distribution trees is disabled. 
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Views 


TRILL view 


Predefined user roles 


network-admin 


Usage guidelines 


This command is applicable to the scenario where a forwarding VLAN is deleted on the RB and load 


balancing over existing distribution trees is required. 


Examples 


# Enable load balancing over TRILL distribution trees. 


<Sysname> system-view 


[Sysname] trill 


[Sysname-trill] ingress assign-rule load-balancing 


set ingress-load-balancing 


Use set ingress-load-balancing to perform one-time load balancing over TRILL distribution trees. 


Syntax 


set ingress-load-balancing 


Views 


TRILL view 


Predefined user roles 


network-admin 


Usage guidelines 


If traffic is not evenly distributed over distribution trees, you can perform one-time load balancing over 


TRILL distribution trees. 


This command might affect the forwarding of some packets. 


Examples 


# Perform one-time load balancing over TRILL distribution trees. 


<Sysname> system-view 


[Sysname] trill 


[Sysname-trill] set ingress-load-balancing 


Related commands 


ingress assign-rule load-balancing 


New feature: Incremental flush for TRILL multicast routing 


entries 


Enabling incremental flush for TRILL multicast routing entries 


TRILL multicast routing entries are classified into three levels according to the following key combinations: 
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 RB—Root bridge of a TRILL distribution tree. 


 RB+VLAN—Root bridge and VLAN of a TRILL distribution tree. 


 RB+VLAN+MAC—Root bridge and VLAN of a TRILL distribution tree and a MAC address. 


An entry that is identified by fewer keys is at a higher level. 


The incremental flush feature enables the device to compare the outgoing port list and local receiving 


flag of an entry with its next higher level entry. If the two entries have the same outgoing port list and 


local receiving flag, the higher level entry is issued to the TRILL FIB. For example, if entry RB 2 and entry 


RB 2+VLAN 10 have the same outgoing port list and local receiving flag, entry RB 2 is issued. 


This feature reduces the number of flushed entries in the scenarios where an entry and its next higher 


level entry have the same outgoing port list and local receiving flag. Enabling this feature in other 


scenarios causes the system to issue a large number of entries at the same time and degrades the device 


performance. 


To enable incremental flush for TRILL multicast routing entries: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter TRILL view. trill N/A 


3. Enable incremental 


flush for TRILL 


multicast routing 


entries. 


flush-policy difference 
By default, incremental flush is disabled for TRILL 


multicast routing entries. 


 


Command reference 


flush-policy difference 


Use flush-policy difference to enable incremental flush for TRILL multicast routing entries. 


Use undo flush-policy difference to restore the default. 


Syntax 


flush-policy difference 


undo flush-policy difference 


Default 


Incremental flush is disabled for TRILL multicast routing entries. 


Views 


TRILL view 


Predefined user roles 


network-admin 


Usage guidelines 


TRILL multicast routing entries are classified into three levels according to the following key combinations: 


 RB—Root bridge of a TRILL distribution tree. 


 RB+VLAN—Root bridge and VLAN of a TRILL distribution tree. 
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 RB+VLAN+MAC—Root bridge and VLAN of a TRILL distribution tree and a MAC address. 


An entry that is identified by fewer keys is at a higher level.  


The incremental flush feature enables the device to compare the outgoing port list and local receiving 


flag of an entry with its next higher level entry. If the two entries have the same outgoing port list and 


local receiving flag, the higher level entry is issued to the TRILL FIB. For example, if entry RB 2 and entry 


RB 2+VLAN 10 have the same outgoing port list and local receiving flag, entry RB 2 is issued. 


This feature reduces the number of flushed entries in the scenarios where an entry and its next higher 


level entry have the same outgoing port list and local receiving flag. Enabling this feature in other 


scenarios causes the system to issue a large number of entries at the same time and degrades the device 


performance. 


Examples 


# Enable incremental flush for TRILL multicast routing entries. 


<Sysname> system-view 


[Sysname] trill 


[Sysname-trill] flush-policy difference 


New feature: Permission for non-TRILL devices to learn the 


MAC address of the TRILL VR 


Permitting a non-TRILL device to learn the MAC address of the TRILL 


VR 


A non-TRILL device is a device that does not support TRILL or is not enabled with TRILL. When a non-


TRILL device is connected to an access RB, the device cannot learn the MAC address of the TRILL VR. 


The device floods user packets destined for the TRILL VR. 


To avoid the flooding traffic, enable TRILL VR simulation on the access RB interface that connects to the 


non-TRILL device. This feature enables the interface to send a packet that uses the MAC address of the 


TRILL VR as the source MAC address at a specified interval. 


To permit a non-TRILL device to learn the MAC address of the TRILL VR: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view or Layer 2 


aggregate interface view. 


interface interface-type interface-


number 
N/A 


3. Enable TRILL VR simulation. trill vr packet simulate 
By default, this feature is 


disabled. 


4. Set the packet sending 


interval. 
trill vr packet timer time 


By default, the packet sending 


interval is 280 seconds. 
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Command reference 


trill vr packet simulate 


Use trill vr packet simulate to enable TRILL VR simulation on an interface. 


Use undo trill vr packet simulate to disable TRILL VR simulation on an interface. 


Syntax 


trill vr packet simulate 


undo trill vr packet simulate 


Default 


TRILL VR simulation is disabled on an interface. 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 


Predefined user roles 


network-admin 


Usage guidelines 


TRILL VR simulation is applicable only to the network that meets the following conditions: 


 A TRILL VR exists. 


 A non-TRILL device connects end users to an access RB. 


Execute this command on the access RB interface that connects to the non-TRILL device. 


Examples 


# Enable TRILL VR simulation on Ten-GigabitEthernet 1/0/1. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] trill vr packet simulate 


trill vr packet timer 


Use trill vr packet timer to set the packet sending interval on an interface enabled with TRILL VR 


simulation. 


Use undo trill vr packet timer to restore the default. 


Syntax 


trill vr packet timer time 


undo trill vr packet timer 


Default 


The interval is 280 seconds. 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 
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Predefined user roles 


network-admin 


Parameters 


time: Specifies an interval in the range of 8 to 1000000 seconds. 


Examples 


# Configure Ten-GigabitEthernet 1/0/1 to simulate the TRILL VR to send a packet every 1000 seconds. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] trill vr packet timer 1000 


New feature: Suppress-Advertisement (SA) bit suppression 


during graceful restart 


Suppressing the SA bit during graceful restart 


Setting the SA bit prevents neighbors from advertising the adjacency with the GR restarter when the 


forwarding table is not usable on the restarter. This prevents route blackholes by temporarily excluding 


the restarter from the SPF calculation on other RBs. If fast restart is required, you can suppress the SA 


bit. 


To suppress the SA bit during graceful restart: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter TRILL view. trill N/A 


3. Suppress the SA bit during 


graceful restart. 
graceful-restart suppress-sa 


By default, the SA bit is set during 


graceful restart. 


 


Command reference 


graceful-restart suppress-sa 


Use graceful-restart suppress-sa to suppress the SA bit during graceful restart. 


Use undo graceful-restart suppress-sa to restore the default. 


Syntax 


graceful-restart suppress-sa 


undo graceful-restart suppress-sa 


Default 


The SA bit is set during graceful restart.  


Views 


TRILL view 
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Predefined user roles 


network-admin 


Examples 


# Suppress the SA bit during graceful restart. 


<Sysname> system-view 


[Sysname] trill 


[Sysname-trill] graceful-restart suppress-sa 


New feature: Track entry association for TRILL ports 


Associating a TRILL port with a track entry 


Associate a track entry with a TRILL port to fast detect the loss of connectivity to the neighbor on the 


port. Track can collaborate with Connectivity Fault Detection (CFD) to monitor the link state of the 


neighbor. For more information about CFD and Track, see High Availability Configuration Guide. 


To use CFD to detect link failures in a TRILL network, you must configure the outward-facing MEPs. CFD 


supports only single-hop detection. CFD packets cannot be forwarded by RBs. 


To associate a TRILL port with a track entry: 
 


Step Command Remarks 


1. Enter system view. system-view N/A 


2. Enter Layer 2 Ethernet 


interface view or Layer 


2 aggregate interface 


view. 


interface interface-type interface-


number 
N/A 


3. Associate a track entry 


with the interface. 
trill track track-entry-number 


By default, an interface is not associated 


with any track entries. 


 


Command reference 


trill track 


Use trill track to associate a track entry with a TRILL port. 


Use undo trill track to remove the association between a track entry and a TRILL port. 


Syntax 


trill track track-entry-number 


undo trill track 


Default 


A TRILL port is not associated with any track entries. 


Views 


Layer 2 Ethernet interface view, Layer 2 aggregate interface view 
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Predefined user roles 


network-admin 


Parameters 


track-entry-number: Specifies a track entry by its number in the range of 1 to 1024. 


Examples 


# Associate Ten-GigabitEthernet 1/0/1 with track entry 10. 


<Sysname> system-view 


[Sysname] interface ten-gigabitethernet 1/0/1 


[Sysname-Ten-GigabitEthernet1/0/1] trill track 10 


New feature: TRILL ingress forwarding information display 


Displaying TRILL ingress forwarding information 


Execute the display commands in any view: 
 


Task Command 


Display TRILL ingress forwarding information. display trill ingress-route [ vlan vlan-list ] 


 


Command reference 


display trill ingress-route 


Use display trill ingress-route to display TRILL ingress forwarding information. 


Syntax 


display trill ingress-route [ vlan vlan-list ] 


Views 


Any view 


Predefined user roles 


network-admin 


network-operator 


Parameters 


vlan vlan-list: Specifies a space-separated list of up to 10 VLAN items. Each item specifies a VLAN ID 


or a range of VLAN IDs in the form of vlan-id1 to vlan-id2. The value range for VLAN IDs is 1 to 4094. 


The value for vlan-id2 must be equal to or greater than the value for vlan-id1. If you do not specify a 


VLAN, this command displays the TRILL ingress forwarding information for all VLANs. 


Examples 


# Display TRILL ingress forwarding information for all VLANs. 


<Sysname> display trill ingress-route 


Total number of VLANs: 1 
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------------------------------------- 


VLAN ID: 


  1 


List of local ports(in total: 1): 


  XGE1/0/2 


List of vr local ports(in total: 2): 


  BAGG3 


  BAGG4 


------------------------------------- 


VLAN ID: 


  1 


Root nickname: 


  0x5801 


List of remote ports(in total: 2): 


  BAGG3 


  BAGG4 


Table 47 Command output 


Field Description 


List of local ports(in total: 1) Local ingress port list and total port number. 


List of vr local ports(in total: 2) Local VR port list and total port number. 


Root nickname Nickname of root bridge in the VLAN's distribution tree. 


List of remote ports(in total: 2) Egress port list and total port number. 


 


New feature: TRILL topology information display 


Displaying TRILL topology information 


Execute the display commands in any view: 
 


Task Command 


Display TRILL topology information. display trill topology [ verbose ] 


 


Command reference 


display trill topology 


Use display trill topology to display TRILL topology information. 


Syntax 


display trill topology [ verbose ] 


Views 


Any view 
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Predefined user roles 


network-admin 


network-operator 


Parameters 


verbose: Displays detailed TRILL topology information. If you do not specify this keyword, the command 


displays brief TRILL topology information. 


Examples 


# Display brief TRILL topology information. 


<Sysname> display trill topology 


                         TRILL topology information 


                         -------------------------- 


    Flags: O-Node is overloaded          R-Node is directly reachable 


           D-Node or link is to be deleted 


 


SPF node          Node flag    SPF link               Link cost  Link flag 


-------------------------------------------------------------------------- 


0011.2200.0201.00 -/-/- 


                               -->0011.2200.0301.01   20000      - 


0011.2200.0301.01 -/R/- 


                               -->0011.2200.0201.00   0          - 


                               -->0011.2200.0301.00   0          - 


0011.2200.0301.00 -/-/- 


                               -->0011.2200.0301.01   20000      - 


# Display detailed TRILL topology information. 


<Sysname> display trill topology verbose 


                         TRILL topology information 


                         -------------------------- 


    Flags: O-Node is overloaded          R-Node is directly reachable 


           D-Node or link is to be deleted 


 


SPF node: 0011.2200.0201.00 


  Node flag: -/-/- 


  SPF links count: 1 


  -->0011.2200.0301.01 


    Link cost: 20000 


    Link flag: - 


    Link sources: 1 


     Link source 1 


       Type: Adjacent       Interface: N/A 


       Cost: 20000          NextHop: N/A 


 


SPF node: 0011.2200.0301.01 


  Node flag: -/R/- 


  SPF links: 2 


  -->0011.2200.0201.00 


    Link cost: 0 
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    Link flag: - 


    Link sources count: 1 


     Link source 1 


       Type: Remote         Interface: N/A 


       Cost: 0              NextHop: N/A 


  -->0011.2200.0301.00 


    Link cost: 0 


    Link flag: - 


    Link sources: 1 


     Link source 1 


       Type: Remote         Interface: XGE1/0/1 


       Cost: 0              NextHop: 0x0002 


 


SPF node: 0011.2200.0301.00 


  Node flag: -/-/- 


  SPF links: 1 


  -->0011.2200.0301.01 


    Link cost: 20000 


    Link flag: - 


    Link sources: 1 


     Link source 1 


       Type: Remote         Interface: N/A 


       Cost: 20000          NextHop: N/A 


Table 48 Command output 


Field Description 


SPF node SPF node ID. 


Node flag 


Flag that indicates the node state: 


 O—The node is in overload state. 


 R—The node is directly connected. 


 D—The node is to be deleted. 


SPF links Number of SPF links. 


Link flag Flag that indicates the link state. If the link is to be deleted, this filed displays D. 


Link sources Number of link sources. 


Link source 1 Information about link source 1. 


Type 


Link source type: 


 Adjacent—The link source is a neighbor. 


 Remote—The link source is not a neighbor. 


Cost Link cost from the RB to the link source. 
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Modified feature: Displaying information about TRILL ports 


Feature change description 


In this release, the verbose keyword was added to the display trill interface command. If you specify 


this keyword, the command displays detailed information about TRILL ports. If you do not specify this 


keyword, the command displays brief information about TRILL ports. 


Command reference 


Modified command: display trill interface 


Old syntax 


display trill interface [ interface-type interface-number ] 


New syntax 


display trill interface [ interface-type interface-number | verbose ] 


Views 


Any view 


Change description 


Before modification: The verbose keyword is not supported. 


After modification: The verbose keyword is supported. If you specify this keyword, the command 


displays detailed information about TRILL ports. If you do not specify this keyword, the command 


displays brief information about TRILL ports. 


Modified feature: Displaying the TRILL unicast routing table 


Feature change description 


In this release, the value range for the nickname argument was changed in the display trill unicast-


route command. 


Command reference 


Modified command: display trill unicast-route 


Syntax 


display trill unicast-route [ nickname nickname ] [ verbose ] 


Views 


Any view 


Change description 


Before modification: The value range for the nickname argument is 0x1 to FFBF. 


After modification: The value range for the nickname argument is 0x1 to FFFE. 
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Modified feature: Configuring RBAC user role rules 


Feature change description 


This feature has the following changes: 


 The oid [ oid-string ] option was added to the rule command of RBAC. You can specify this option 


to configure an MIB OID-based user role rule. 


 The maximum XPath length of an XML element in an XML rule was shortened from 512 characters 


to 255 characters. 


Command changes 


Modified command: rule 


Old syntax 


rule number { deny | permit } { command command-string | { execute | read | write } * { feature 


[ feature-name ] | feature-group feature-group-name | xml-element [ xml-string ] } } 


New syntax 


rule number { deny | permit } { command command-string | { execute | read | write } * { feature 


[ feature-name ] | feature-group feature-group-name | oid [ oid-string ] | xml-element [ xml-string ] } } 


Views 


User role view 


Change description 


Before modification: 


 The value range for the xml-string argument is 1 to 512. 


 The oid [ oid-string ] option is not supported. 


After modification: 


 The value range for the xml-string argument is 1 to 255. 


 The oid [ oid-string ] option is supported. 


Modified feature: Bulk configuring interfaces 


Feature change description 


The interface-list argument was changed to a space-separated list of up to 24 interface items. Each item 


specifies an interface by its type and number or a range of interfaces in the form of interface-type 


interface-number1 to interface-type interface-number2. 
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Command changes 


Modified command: interface range 


Syntax 


interface range interface-list 


Views 


System view 


Change description 


Before modification: The interface-list argument is a space-separated list of up to five interface items. 


Each item specifies an interface by its type and number or a range of interfaces in the form of interface-


type interface-number1 to interface-type interface-number2.  


After modification: The interface-list argument is a space-separated list of up to 24 interface items. Each 


item specifies an interface by its type and number or a range of interfaces in the form of interface-type 


interface-number1 to interface-type interface-number2.  


Modified command: interface range name 


Syntax 


interface range name name [ interface interface-list ] 


undo interface range name name 


Views 


System view 


Change description 


Before modification: The interface-list argument is a space-separated list of up to five interface items. 


Each item specifies an interface by its type and number or a range of interfaces in the form of interface-


type interface-number1 to interface-type interface-number2.  


After modification: The interface-list argument is a space-separated list of up to 24 interface items. Each 


item specifies an interface by its type and number or a range of interfaces in the form of interface-type 


interface-number1 to interface-type interface-number2.  


Modified feature: System operating mode 


Feature change description 


This release supports the expert system operating mode. 


Command reference 


Modified command: system-working-mode 


Old syntax 


system-working-mode { advance | standard } 







319 


New syntax 


system-working-mode { advance | expert | standard } 


Views 


System view 


Change description 


Before modification: The expert keyword is not supported. 


After modification: The expert keyword is supported. 


Modified feature: Configuring CPU usage monitoring 


Feature change description 


After modification, you can monitor the CPU usage of the specified CPU by specifying the cpu cpu-


number option. 


Command changes 


Modified command: monitor cpu-usage enable 


Old syntax 


monitor cpu-usage enable [ slot slot-number ] 


New syntax 


monitor cpu-usage enable [ slot slot-number [ cpu cpu-number ] ] 


Views 


System view 


Change description 


Before modification: The cpu cpu-number option is not supported. 


After modification: The cpu cpu-number option is supported. 


Modified command: monitor cpu-usage interval 


Old syntax 


monitor cpu-usage interval interval-value [ slot slot-number ] 


New syntax 


monitor cpu-usage interval interval-value [ slot slot-number [ cpu cpu-number ] ] 


Views 


System view 


Change description 


Before modification: The cpu cpu-number option is not supported. 


After modification: The cpu cpu-number option is supported. 
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Modified command: monitor cpu-usage threshold 


Old syntax 


monitor cpu-usage threshold cpu-threshold [ slot slot-number ] 


undo monitor cpu-usage threshold [ slot slot-number ] 


New syntax 


monitor cpu-usage threshold cpu-threshold [ slot slot-number [ cpu cpu-number ] ] 


undo monitor cpu-usage threshold [ slot slot-number [ cpu cpu-number ] ] 


Views 


System view 


Change description 


Before modification: The cpu cpu-number option is not supported. 


After modification: The cpu cpu-number option is supported. 


Modified feature: Displaying memory usage and threshold 


Feature change description 


After modification, you can display the memory usage and threshold for the specified CPU by specifying 


the cpu cpu-number option. 


Command changes 


Modified command: display memory 


Old syntax 


display memory [ slot slot-number ] 


New syntax 


display memory [ slot slot-number [ cpu cpu-number ] ] 


Views 


Any view 


Change description 


Before modification: The cpu cpu-number option is not supported. 


After modification: The cpu cpu-number option is supported. 


Modified command: display memory-threshold 


Old syntax 


display memory-threshold [ slot slot-number ] 
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New syntax 


display memory-threshold [ slot slot-number [ cpu cpu-number ] ] 


Views 


Any view 


Change description 


Before modification: The cpu cpu-number option is not supported. 


After modification: The cpu cpu-number option is supported. 


Modified feature: Setting memory thresholds 


Feature change description 


After modification, you can set memory thresholds for a CPU by specifying the cpu cpu-number option. 


Command changes 


Modified command: memory-threshold 


Old syntax 


memory-threshold [ slot slot-number ] minor minor-value severe severe-value critical critical-value normal 


normal-value 


undo memory-threshold [ slot slot-number ] 


New syntax 


memory-threshold [ slot slot-number [ cpu cpu-number ] ] minor minor-value severe severe-value critical 


critical-value normal normal-value 


undo memory-threshold [ slot slot-number [ cpu cpu-number ] ] 


Views 


System view 


Change description 


Before modification: The cpu cpu-number option is not supported. 


After modification: The cpu cpu-number option is supported. 


Modified command: memory-threshold usage 


Old syntax 


memory-threshold [ slot slot-number ] usage memory-threshold 


undo memory-threshold [ slot slot-number ] usage 


New syntax 


memory-threshold [ slot slot-number [ cpu cpu-number ] ] usage memory-threshold 


undo memory-threshold [ slot slot-number [ cpu cpu-number ] ] usage 
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Views 


System view 


Change description 


Before modification: The cpu cpu-number option is not supported. 


After modification: The cpu cpu-number option is supported. 


Modified feature: Displaying the operating statistics for 


multiple feature modules 


Feature change description 


After modification, you can specify a .tar.gz file to save the operating statistics for multiple feature 


modules in the system to the file. 


Command changes 


Modified command: display diagnostic-information 


Old syntax 


display diagnostic-information [ hardware | infrastructure | l2 | l3 | service ] 


New syntax 


display diagnostic-information [ hardware | infrastructure | l2 | l3 | service ] [ filename ] 


Views 


Any view 


Change description 


Before modification: The filename argument is not supported. 


After modification: The filename argument is supported. 


Modified feature: ACL 


Feature change description 


In this release, the device supports user-defined ACLs. User-defined ACLs allow you to customize rules 


based on information in protocol headers. A specific number of bytes after an offset (relative to the 


specified header) are compared against a match pattern after being ANDed with a match pattern mask. 


Command changes 


New command: rule (user-defined ACL view) 


Use rule to create or edit a user-defined ACL rule. 
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Use undo rule to delete a user-defined ACL rule. 


Syntax 


rule [ rule-id ] { deny | permit } [ { l2 rule-string rule-mask offset }&<1-8> ] [ counting | time-range time-


range-name ] * 


undo rule rule-id 


undo rule { deny | permit } [ { l2 rule-string rule-mask offset }&<1-8> ] [ counting | time-range time-


range-name ] * 


Default 


A user-defined ACL does not contain any rule. 


Views 


User-defined ACL view 


Predefined user roles 


network-admin 


Parameters 


rule-id: Specifies a rule ID in the range of 0 to 65534. If you do not specify a rule ID when creating an 


ACL rule, the system automatically assigns it a rule ID. This rule ID is the nearest higher multiple of the 


numbering step to the current highest rule ID, starting from 0. For example, if the rule numbering step 


is 5 and the current highest rule ID is 28, the rule is numbered 30. 


deny: Denies matching packets. 


permit: Allows matching packets to pass. 


l2: Specifies that the offset is relative to the beginning of the Layer 2 frame header. 


rule-string: Defines a match pattern in hexadecimal format. Its length must be a multiple of two. 


rule-mask: Defines a match pattern mask in hexadecimal format. Its length must be the same as that of 


the match pattern. A match pattern mask is used for ANDing the selected string of a packet. 


offset: Specifies an offset in bytes after which the match operation begins. 


&<1-8>: Specifies that up to eight match patterns can be defined in the ACL rule. 


counting: Counts the times the user-defined ACL rule is matched. The counting keyword enables match 


counting specific to rules, and the hardware-count keyword in the packet-filter command enables match 


counting for all rules in an ACL. If the counting keyword is not specified, matches for the rule are not 


counted. 


time-range time-range-name: Specifies a time range for the rule. The time-range-name argument is a 


case-insensitive string of 1 to 32 characters. It must start with an English letter. If the time range is not 


configured, the system creates the rule. However, the rule using the time range can take effect only after 


you configure the time range. For more information about time range, see ACL and QoS Configuration 


Guide. 


Usage guidelines 


Within an ACL, the permit or deny statement of each rule must be unique. If the ACL rule you are 


creating or editing has the same deny or permit statement as another rule in the ACL, the rule will not 


be created or changed. 


You can delete a user-defined ACL rule in the following ways: 


 Specify the rule ID for the undo rule rule-id command. 
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 Specify all the attributes of the rule for the undo rule { deny | permit } command. 


You can use the display acl all command to view the rules in Ethernet frame header, IPv4 advanced, 


IPv4 basic, and user-defined ACLs. 


Examples 


# Create a rule for user-defined ACL 5005 to permit packets in which the 13th and 14th bytes starting 


from the Layer 2 header are 0x0806 (the ARP packets). 


<Sysname> system-view 


[Sysname] acl number 5005 


[Sysname-acl-user-5005] rule permit l2 0806 ffff 12 


Modified command: acl 


Syntax 


acl [ ipv6 ] number acl-number [ name acl-name ] [ match-order { auto | config } ] 


Views 


System view 


Change description 


Before modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot create an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


After modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot create an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


 5000 to 5999 for user-defined ACLs. You cannot create a user-defined ACL if the ipv6 keyword is 


specified. 


Modified command: acl copy 


Syntax 


acl [ ipv6 ] copy { source-acl-number | name source-acl-name } to { dest-acl-number | name dest-acl-


name } 


Views 


System view 


Change description 


Before modification: The value range for the source-acl-number and dest-acl-number arguments is as 


follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 
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 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


After modification: The value range for the source-acl-number and dest-acl-number arguments is as 


follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


 5000 to 5999 for user-defined ACLs. You cannot specify a user-defined ACL if the ipv6 keyword 


is specified. 


Modified command: description 


Syntax 


description text 


Views 


IPv4 basic/advanced ACL view 


IPv6 basic/advanced ACL view 


Ethernet frame header ACL view 


User-defined ACL view 


Change description 


Before modification: This command cannot be configured in user-defined ACL view. 


After modification: This command can be configured in user-defined ACL view. 


Modified command: display acl 


Syntax 


display acl [ ipv6 ] { acl-number | all | name acl-name } 


Views 


Any view 


Change description 


Before modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


After modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 
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 5000 to 5999 for user-defined ACLs. You cannot specify a user-defined ACL if the ipv6 keyword 


is specified. 


Modified command: display packet-filter statistics 


Syntax 


display packet-filter statistics interface interface-type interface-number { inbound | outbound } [ [ ipv6 ] 


{ acl-number | name acl-name } ] [ brief ] 


Views 


Any view 


Change description 


Before modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


After modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


 5000 to 5999 for user-defined ACLs. You cannot specify a user-defined ACL if the ipv6 keyword 


is specified. 


Modified command: display packet-filter statistics sum 


Syntax 


display packet-filter statistics sum { inbound | outbound } [ ipv6 ] { acl-number | name acl-name } 


[ brief ] 


Views 


Any view 


Change description 


Before modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


After modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 
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 5000 to 5999 for user-defined ACLs. You cannot specify a user-defined ACL if the ipv6 keyword 


is specified. 


Modified command: display packet-filter verbose 


Syntax 


display packet-filter verbose interface interface-type interface-number { inbound | outbound } [ [ ipv6 ] 


{ acl-number | name acl-name } ] [ slot slot-number ] 


Views 


Any view 


Change description 


Before modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


After modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


 5000 to 5999 for user-defined ACLs. You cannot specify a user-defined ACL if the ipv6 keyword 


is specified. 


Modified command: packet-filter 


Syntax 


packet-filter [ ipv6 ] { acl-number | name acl-name } { inbound | outbound } [ hardware-count ] 


undo packet-filter [ ipv6 ] { acl-number | name acl-name } { inbound | outbound } 


Views 


Layer 2/Layer 3 Ethernet interface view 


VLAN interface view 


S-channel interface/S-channel aggregate interface view 


VSI interface/VSI aggregate interface view 


Change description 


Before modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


After modification: The value range for the acl-number argument is as follows: 
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 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


 5000 to 5999 for user-defined ACLs. You cannot specify a user-defined ACL if the ipv6 keyword 


is specified. 


Modified command: reset acl counter 


Syntax 


reset acl [ ipv6 ] counter { acl-number | all | name acl-name } 


Views 


User view 


Change description 


Before modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


After modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


 5000 to 5999 for user-defined ACLs. You cannot specify a user-defined ACL if the ipv6 keyword 


is specified. 


Modified command: reset packet-filter statistics 


Syntax 


reset packet-filter statistics interface [ interface-type interface-number ] { inbound | outbound } [ [ ipv6 ] 


{ acl-number | name acl-name } ] 


Views 


User view 


Change description 


Before modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 


 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


After modification: The value range for the acl-number argument is as follows: 


 2000 to 2999 for basic ACLs. 
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 3000 to 3999 for advanced ACLs. 


 4000 to 4999 for Ethernet frame header ACLs. You cannot specify an Ethernet frame header ACL 


if the ipv6 keyword is specified. 


 5000 to 5999 for user-defined ACLs. You cannot specify a user-defined ACL if the ipv6 keyword 


is specified. 


Modified command: rule comment 


Syntax 


rule rule-id comment text 


undo rule rule-id comment 


Views 


IPv4 basic/advanced ACL view 


IPv6 basic/advanced ACL view 


Ethernet frame header ACL view 


User-defined ACL view 


Change description 


Before modification: This command cannot be configured in user-defined ACL view. 


After modification: This command can be configured in user-defined ACL view. 


Modified feature: Defining an ACL-based match criterion 


Feature change description 


In this release, the device supports using a user-defined ACL to define a match criterion. 


Command changes 


Modified command: if-match 


Syntax 


if-match match-criteria 


undo if-match match-criteria 


Views 


Traffic class view 


Change description 


Before modification: You cannot use a user-defined ACL to define a match criterion. 


After modification: You can use a user-defined ACL to define a match criterion. 
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Modified feature: Deleting ACL rules 


Feature change description 


In versions earlier than Release 2416, you must specify the rule ID for the undo rule command to delete 


an ACL rule. 


In Release 2416 and later versions, you can delete an ACL rule in either of the following ways: 


 Specify the rule ID for the undo rule command. 


 Specify all the match criteria in the rule for the undo rule command. 


Command changes 


Modified command: rule (Ethernet frame header ACL view) 


Old syntax 


rule [ rule-id ] { deny | permit } [ cos vlan-pri | counting | dest-mac dest-address dest-mask | { lsap 


lsap-type lsap-type-mask | type protocol-type protocol-type-mask } | source-mac source-address source-


mask | time-range time-range-name ] * 


undo rule rule-id [ counting | time-range ] * 


New syntax 


rule [ rule-id ] { deny | permit } [ cos vlan-pri | counting | dest-mac dest-address dest-mask | { lsap 


lsap-type lsap-type-mask | type protocol-type protocol-type-mask } | source-mac source-address source-


mask | time-range time-range-name ] * 


undo rule rule-id [ counting | time-range ] * 


undo rule { deny | permit } [ cos vlan-pri | counting | dest-mac dest-address dest-mask | { lsap lsap-


type lsap-type-mask | type protocol-type protocol-type-mask } | source-mac source-address source-mask 


| time-range time-range-name ] * 


Views 


Ethernet frame header ACL view 


Change description 


Before modification: To delete an Ethernet frame header ACL rule, you must specify the rule ID for the 


undo rule command. 


After modification: You can also specify all the match criteria in the rule for the undo rule command to 


delete an Ethernet frame header ACL rule. 


Modified command: rule (IPv4 advanced ACL view) 


Old syntax 


rule [ rule-id ] { deny | permit } protocol [ { { ack ack-value | fin fin-value | psh psh-value | rst rst-value 


| syn syn-value | urg urg-value } * | established } | counting | destination { dest-address dest-wildcard 


| any } | destination-port operator port1 [ port2 ] | { dscp dscp | { precedence precedence | tos tos } 


* } | fragment | icmp-type { icmp-type [ icmp-code ] | icmp-message } | logging | source { source-
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address source-wildcard | any } | source-port operator port1 [ port2 ] | time-range time-range-name ] 


* 


undo rule rule-id [ { { ack | fin | psh | rst | syn | urg } * | established } | counting | destination | 


destination-port | { dscp | { precedence | tos } * } | fragment | icmp-type | logging | source | 


source-port | time-range ] * 


New syntax 


rule [ rule-id ] { deny | permit } protocol [ { { ack ack-value | fin fin-value | psh psh-value | rst rst-value 


| syn syn-value | urg urg-value } * | established } | counting | destination { dest-address dest-wildcard 


| any } | destination-port operator port1 [ port2 ] | { dscp dscp | { precedence precedence | tos tos } 


* } | fragment | icmp-type { icmp-type [ icmp-code ] | icmp-message } | logging | source { source-


address source-wildcard | any } | source-port operator port1 [ port2 ] | time-range time-range-name ] 


* 


undo rule rule-id [ { { ack | fin | psh | rst | syn | urg } * | established } | counting | destination | 


destination-port | { dscp | { precedence | tos } * } | fragment | icmp-type | logging | source | 


source-port | time-range ] * 


undo rule { deny | permit } protocol [ { { ack ack-value | fin fin-value | psh psh-value | rst rst-value | 


syn syn-value | urg urg-value } * | established } | counting | destination { dest-address dest-wildcard 


| any } | destination-port operator port1 [ port2 ] | { dscp dscp | { precedence precedence | tos tos } 


* } | fragment | icmp-type { icmp-type [ icmp-code ] | icmp-message } | logging | source { source-


address source-wildcard | any } | source-port operator port1 [ port2 ] | time-range time-range-name 


| ] * 


Views 


IPv4 advanced ACL view 


Change description 


Before modification: To delete an IPv4 advanced ACL rule, you must specify the rule ID for the undo 


rule command. 


After modification: You can also specify all the match criteria in the rule for the undo rule command to 


delete an IPv4 advanced ACL rule. 


Modified command: rule (IPv4 basic ACL view) 


Old syntax 


rule [ rule-id ] { deny | permit } [ counting | fragment | logging | source { source-address source-


wildcard | any } | time-range time-range-name ] * 


undo rule rule-id [ counting | fragment | logging | source | time-range ] * 


New syntax 


rule [ rule-id ] { deny | permit } [ counting | fragment | logging | source { source-address source-


wildcard | any } | time-range time-range-name ] * 


undo rule rule-id [ counting | fragment | logging | source | time-range] * 


undo rule { deny | permit } [ counting | fragment | logging | source { source-address source-wildcard 


| any } | time-range time-range-name ] * 


Views 


IPv4 basic ACL view 
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Change description 


Before modification: To delete an IPv4 basic ACL rule, you must specify the rule ID for the undo rule 


command. 


After modification: You can also specify all the match criteria in the rule for the undo rule command to 


delete an IPv4 basic ACL rule. 


Modified command: rule (IPv6 advanced ACL view) 


Old syntax 


rule [ rule-id ] { deny | permit } protocol [ { { ack ack-value | fin fin-value | psh psh-value | rst rst-value 


| syn syn-value | urg urg-value } * | established } | counting | destination { dest-address dest-prefix | 


dest-address/dest-prefix | any } | destination-port operator port1 [ port2 ] | dscp dscp | flow-label 


flow-label-value | fragment | icmp6-type { icmp6-type icmp6-code | icmp6-message } | logging | 


routing [ type routing-type ] | hop-by-hop [ type hop-type ] | source { source-address source-prefix | 


source-address/source-prefix | any } | source-port operator port1 [ port2 ] | time-range time-range-


name ] * 


undo rule rule-id [ { { ack | fin | psh | rst | syn | urg } * | established } | counting | destination | 


destination-port | dscp | flow-label | fragment | icmp6-type | logging | routing | hop-by-hop | 


source | source-port | time-range ] * 


New syntax 


rule [ rule-id ] { deny | permit } protocol [ { { ack ack-value | fin fin-value | psh psh-value | rst rst-value 


| syn syn-value | urg urg-value } * | established } | counting | destination { dest-address dest-prefix | 


dest-address/dest-prefix | any } | destination-port operator port1 [ port2 ] | dscp dscp | flow-label 


flow-label-value | fragment | icmp6-type { icmp6-type icmp6-code | icmp6-message } | logging | 


routing [ type routing-type ] | hop-by-hop [ type hop-type ] | source { source-address source-prefix | 


source-address/source-prefix | any } | source-port operator port1 [ port2 ] | time-range time-range-


name ] * 


undo rule rule-id [ { { ack | fin | psh | rst | syn | urg } * | established } | counting | destination | 


destination-port | dscp | flow-label | fragment | icmp6-type | logging | routing | hop-by-hop | 


source | source-port | time-range ] * 


undo rule { deny | permit } protocol [ { { ack ack-value | fin fin-value | psh psh-value | rst rst-value | 


syn syn-value | urg urg-value } * | established } | counting | destination { dest-address dest-prefix | 


dest-address/dest-prefix | any } | destination-port operator port1 [ port2 ] | dscp dscp | flow-label 


flow-label-value | fragment | icmp6-type { icmp6-type icmp6-code | icmp6-message } | logging | 


routing [ type routing-type ] | hop-by-hop [ type hop-type ] | source { source-address source-prefix | 


source-address/source-prefix | any } | source-port operator port1 [ port2 ] | time-range time-range-


name ] * 


Views 


IPv6 advanced ACL view 


Change description 


Before modification: To delete an IPv6 advanced ACL rule, you must specify the rule ID for the undo 


rule command. 


After modification: You can also specify all the match criteria in the rule for the undo rule command to 


delete an IPv6 advanced ACL rule. 
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Modified command: rule (IPv6 basic ACL view) 


Old syntax 


rule [ rule-id ] { deny | permit } [ counting | fragment | logging | routing [ type routing-type ] | source 


{ source-address source-prefix | source-address/source-prefix | any } | time-range time-range-name ] 


* 


undo rule rule-id [ counting | fragment | logging | routing | source | time-range ] * 


New syntax 


rule [ rule-id ] { deny | permit } [ counting | fragment | logging | routing [ type routing-type ] | source 


{ source-address source-prefix | source-address/source-prefix | any } | time-range time-range-name ] 


* 


undo rule rule-id [ counting | fragment | logging | routing | source | time-range ] * 


undo rule { deny | permit } [ counting | fragment | logging | routing [ type routing-type ] | source 


{ source-address source-prefix | source-address/source-prefix | any } | time-range time-range-name ] 


* 


Views 


IPv6 basic ACL view 


Change description 


Before modification: To delete an IPv6 basic ACL rule, you must specify the rule ID for the undo rule 


command. 


After modification: You can also specify all the match criteria in the rule for the undo rule command to 


delete an IPv6 basic ACL rule. 


Modified feature: Traffic evaluation algorithms 


Feature change description 


To evaluate traffic in a more complex environment and achieve more policing flexibility, this release 


modified traffic evaluation algorithms. For the two rate three color algorithm, the EBS was changed 


from the size of bucket E minus size of bucket C to the size of bucket E. After modification, the following 


algorithms are available: 


 Single rate two color—Uses one token bucket and the following parameters: 


 CIR—Rate at which tokens are put into bucket C. It sets the average packet transmission or 


forwarding rate allowed by bucket C. 


 CBS—Size of bucket C, which specifies the transient burst of traffic that bucket C can forward. 


When a packet arrives and is evaluated, the following rules apply: 


 If bucket C has enough tokens to forward the packet, the packet is colored green. 


 Otherwise, the packet is colored red. 


 Single rate three color—Uses two token buckets and the following parameters: 


 CIR—Rate at which tokens are put into bucket C. It sets the average packet transmission or 


forwarding rate allowed by bucket C. 


 CBS—Size of bucket C, which specifies the transient burst of traffic that bucket C can forward. 
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 EBS—Size of bucket E minus size of bucket C. The EBS specifies the transient burst of traffic 


that bucket E can forward. The EBS cannot be 0. The size of bucket E is the sum of the CBS 


and EBS. 


When a packet arrives and is evaluated, the following rules apply: 


 If bucket C has enough tokens, the packet is colored green. 


 If bucket C does not have enough tokens but bucket E has enough tokens, the packet is colored 


yellow. 


 If neither bucket C nor bucket E has enough tokens, the packet is colored red. 


 Two rate three color—Uses two token buckets and the following parameters: 


 CIR—Rate at which tokens are put into bucket C. It sets the average packet transmission or 


forwarding rate allowed by bucket C. 


 CBS—Size of bucket C, which specifies the transient burst of traffic that bucket C can forward. 


 PIR—Rate at which tokens are put into bucket E, which specifies the average packet 


transmission or forwarding rate allowed by bucket E. 


 EBS—Size of bucket E, which specifies the transient burst of traffic that bucket E can forward. 


When a packet arrives and is evaluated, the following rules apply: 


 If bucket C has enough tokens, the packet is colored green. 


 If bucket C does not have enough tokens but bucket E has enough tokens, the packet is colored 


yellow. 


 If neither bucket C nor bucket E has enough tokens, the packet is colored red. 


Command changes 


Modified command: car 


Old syntax 


car cir committed-information-rate [ cbs committed-burst-size [ ebs excess-burst-size ] ] [ pir peak-


information-rate ] [ green action | red action | yellow action ] * [ hierarchy-car hierarchy-car-name 


[ mode { and | or } ] ] 


New syntax 


car cir committed-information-rate [ cbs committed-burst-size [ ebs excess-burst-size ] ] [ green action | 


red action | yellow action ] * [ hierarchy-car hierarchy-car-name [ mode { and | or } ] ] 


car cir committed-information-rate [ cbs committed-burst-size ] pir peak-information-rate [ ebs excess-


burst-size ] [ green action | red action | yellow action ] * [ hierarchy-car hierarchy-car-name [ mode 


{ and | or } ] ] 


Views 


Traffic behavior view 


Change description 


Before modification: When the two rate three color algorithm is used to evaluate traffic, the EBS is the 


size of bucket E minus the size of bucket C. 


After modification: When the two rate three color algorithm is used to evaluate traffic, the EBS is the 


size of bucket E. The original command was split into two commands. One command is used to 
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configure the single rate two color algorithm and the single rate three color algorithm. The other 


command is used to configure the two rate three color algorithm. 


Modified command: qos car 


Old syntax 


qos car car-name { aggregative | hierarchy } cir committed-information-rate [ cbs committed-burst-size 


[ ebs excess-burst-size ] ] [ pir peak-information-rate ] [ green action | red action | yellow action ] * 


New syntax 


qos car car-name { aggregative | hierarchy } cir committed-information-rate [ cbs committed-burst-size 


[ ebs excess-burst-size ] ] [ green action | red action | yellow action ] * 


qos car car-name { aggregative | hierarchy } cir committed-information-rate [ cbs committed-burst-size ] 


pir peak-information-rate [ ebs excess-burst-size ] [ green action | red action | yellow action ] * 


Views 


System view 


Change description 


Before modification: When the two rate three color algorithm is used to evaluate traffic, the EBS is the 


size of bucket E minus the size of bucket C. 


After modification: When the two rate three color algorithm is used to evaluate traffic, the EBS is the 


size of bucket E. The original command was split into two commands. One command is used to 


configure the single rate two color algorithm and the single rate three color algorithm. The other 


command is used to configure the two rate three color algorithm. 


Modified feature: Associating a class with a behavior in a 


QoS policy 


Feature change description 


You can insert a class before an existing class when you associate the class with a behavior in a QoS 


policy. 


Modified command: classifier behavior 


Old syntax 


classifier classifier-name behavior behavior-name [ mode dcbx ] 


New syntax 


classifier classifier-name behavior behavior-name [ mode dcbx | insert-before before-classifier-name ] 


* 


Views 


QoS policy view 


Parameters 


classifier-name: Specifies a class by its name, a case-sensitive string of 1 to 31 characters. 
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behavior-name: Specifies a behavior by its name, a case-sensitive string of 1 to 31 characters. 


mode dcbx: Specifies that the class-behavior association applies only to the DCBX. For more information 


about DCBX, see Layer 2—LAN Switching Configuration Guide. 


insert-before before-classifier-name: Inserts the new class before an existing class. The before-classifier-


name argument specifies an existing class by its name, a case-sensitive string of 1 to 31 characters. If 


you do not specify the insert-before before-classifier-name option, the new class is placed at the end of 


the QoS policy. 


Usage guidelines 


A class can be associated only with one behavior in a QoS policy. 


If the specified class or behavior does not exist, the system creates an empty class or behavior. 


You cannot change the position of an existing class in a QoS policy. 


Change description 


Before modification: A new class-behavior association is placed at the end of a QoS policy. 


After modification: When associating a class with a behavior in a QoS policy, you can  insert the class 


before an existing class. 


Modified feature: Displaying the configuration of priority 


maps 


Feature change description 


You can display the configuration of the EXP-to-drop priority map. 


Modified command: display qos map-table 


Old syntax 


display qos map-table [ dot1p-dp | dot1p-exp | dot1p-lp | dscp-dot1p| dscp-dp | dscp-dscp | exp-


dot1p ] 


New syntax 


display qos map-table [ dot1p-dp | dot1p-exp | dot1p-lp | dscp-dot1p| dscp-dp | dscp-dscp | exp-


dot1p | exp-dp ] 


Views 


Any view 


Change description 


Before modification: The switch does not support displaying the configuration of the EXP-to-drop priority 


map. 


After modification: The switch supports displaying the configuration of the EXP-to-drop priority map (the 


exp-dp keyword was added). 
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Modified feature: Entering the specified priority map view 


Feature change description 


You can enter view of the EXP-to-drop priority map. 


Modified command: qos map-table 


Old syntax 


qos map-table { dot1p-dp | dot1p-exp | dot1p-lp | dscp-dot1p| dscp-dp | dscp-dscp | exp-dot1p } 


New syntax 


qos map-table { dot1p-dp | dot1p-exp | dot1p-lp | dscp-dot1p| dscp-dp | dscp-dscp | exp-dot1p | 


exp-dp } 


Views 


System view 


Change description 


Before modification: The switch does not support entering the view of the EXP-to-drop priority map. 


After modification: The switch supports entering the view of the EXP-to-drop priority map (the exp-dp 


keyword was added). 


Modified feature: Configuring a match rule for a DHCP user 


class 


Feature change description 


In this release, the rule rule-number option was added to the if-match command. You can assign IDs to 


match rules to identify them. 


Command changes 


Modified command: if-match 


Old syntax 


if-match option option-code [ hex hex-string [ mask mask | offset offset length length ] ] 


undo if-match option option-code [ hex hex-string [ mask mask | offset offset length length ] ] 


New syntax 


if-match rule rule-number option option-code [ hex hex-string [ mask mask | offset offset length length ] ] 


undo if-match rule rule-number 


Views 


DHCP user class view 
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Change description 


Before modification: This command does not support assigning IDs to match rules by using the rule rule-


number option. 


After modification: This command supports the rule rule-number option. You can identify the match rules 


by assigning them different IDs. 


Modified feature: Displaying IGMP information for an 


interface 


Feature change description 


In this release, the host keyword was added to the display igmp interface command. You can display 


IGMP information for an interface that is enabled with the IGMP host feature. 


Command changes 


Modified command: display igmp interface 


Old syntax 


display igmp interface [ interface-type interface-number ] [ verbose ] 


New syntax 


display igmp interface [ interface-type interface-number ] [ host ] [ verbose ] 


Views 


Any view 


Change description 


Before modification: This command does not support the host keyword. 


After modification: This command supports the host keyword. 


Modified feature: Displaying user line information 


Feature change description 


The value ranges for the following items changed: 


 Absolute number for a user line. 


 Relative number for an AUX user line. 


Command reference 


Modified command: display line 


Syntax 


display line [ number1 | { aux | vty } number2 ] [ summary ] 
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Views 


User view 


Change description 


Before modification: The value range for the number1 argument is 0 to 73. The value range for the 


number2 argument is 0 to 9 for an AUX line. 


After modification: The value range for the number1 argument is 0 to 192. The value range for the 


number2 argument is 0 to 128 for an AUX line. 


Modified command: display user-interface 


Syntax 


display user-interface [ number1 | { aux | vty } number2 ] [ summary ] 


Views 


User view 


Change description 


Before modification: The value range for the number1 argument is 0 to 73. The value range for the 


number2 argument is 0 to 9 for an AUX line. 


After modification: The value range for the number1 argument is 0 to 192. The value range for the 


number2 argument is 0 to 128 for an AUX line. 


Modified feature: Releasing a user line 


Feature change description 


The value ranges for the following items changed: 


 Absolute number for a user line. 


 Relative number for an AUX user line. 


Command reference 


Modified command: free line 


Syntax 


free line [ number1 | { aux | vty } number2 ] 


Views 


User view 


Change description 


Before modification: The value range for the number1 argument is 0 to 73. The value range for the 


number2 argument is 0 to 9 for an AUX line. 


After modification: The value range for the number1 argument is 0 to 192. The value range for the 


number2 argument is 0 to 128 for an AUX line. 
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Modified command: free user-interface 


Syntax 


free user-interface [ number1 | { aux | vty } number2 ] [ summary ] 


Views 


User view 


Change description 


Before modification: The value range for the number1 argument is 0 to 73. The value range for the 


number2 argument is 0 to 9 for an AUX line. 


After modification: The value range for the number1 argument is 0 to 192. The value range for the 


number2 argument is 0 to 128 for an AUX line. 


Modified feature: Entering user line view 


Feature change description 


The value ranges for the following items changed: 


 Absolute number for a user line. 


 Relative number for an AUX user line. 


Command reference 


Modified command: line 


Syntax 


line { first-number1 [ last-number1 ] | { aux | vty } first-number2 [ last-number2 ] } 


Views 


System view 


Change description 


Before modification: The value ranges for the first-number1 and last-number1 arguments are 0 to 73. 


The value ranges for the first-number2 and last-number2 arguments are 0 to 9 for an AUX line. 


After modification: The value ranges for the first-number1 and last-number1 arguments are 0 to 192. 


The value ranges for the first-number2 and last-number2 arguments are 0 to 128 for an AUX line. 


Modified command: user-interface 


Syntax 


user-interface { first-number1 [ last-number1 ] | { aux | vty } first-number2 [ last-number2 ] } 


Views 


System view 
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Change description 


Before modification: The value ranges for the first-number1 and last-number1 arguments are 0 to 73. 


The value ranges for the first-number2 and last-number2 arguments are 0 to 9 for an AUX line. 


After modification: The value ranges for the first-number1 and last-number1 arguments are 0 to 192. 


The value ranges for the first-number2 and last-number2 arguments are 0 to 128 for an AUX line. 


Modified feature: Sending messages to user lines 


Feature change description 


The value ranges for the following items changed: 


 Absolute number for a user line. 


 Relative number for an AUX user line. 


Command reference 


Modified command: send 


Syntax 


send { all | number1 | { aux | vty } number2 } 


Views 


User view 


Change description 


Before modification: The value range for the number1 argument is 0 to 73. The value range for the 


number2 argument is 0 to 9 for an AUX line. 


After modification: The value range for the number1 argument is 0 to 192. The value range for the 


number2 argument is 0 to 128 for an AUX line. 


Modified feature: The default maximum number of concurrent 


users 


Feature change description 


The default maximum number of concurrent users was changed from 16 to 32 for a type of users (FTP, 


HTTP, HTTPS, SSH, or Telnet). 


Command changes 


Changed command: aaa session-limit 


Syntax 


In non-FIPS mode: 
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aaa session-limit { ftp | http | https | ssh | telnet } max-sessions 


undo aaa session-limit { ftp | http | https | ssh | telnet } 


In FIPS mode: 


aaa session-limit { https | ssh } max-sessions 


undo aaa session-limit { https | ssh } 


Views 


System view 


Change description 


Before modification: The default maximum number of concurrent users is 16 for a type of users. 


After modification: The default maximum number of concurrent users is 32 for a type of users. 


Modified feature: Working directory authorization for FTP, 


SFTP, and SCP users 


Feature change description 


The maximum length of an FTP/SFTP/SCP working directory in the authorization attribute was shortened 


from 512 characters to 255 characters. 


Command changes 


Modified command: authorization-attribute (local user view/user group view) 


Syntax 


authorization-attribute { acl acl-number | idle-cut minute | user-profile profile-name | user-role role-


name | vlan vlan-id | work-directory directory-name } * 


Views 


Local user view/user group view 


Change description 


Before modification: The directory-name argument is a string of 1 to 512 characters. 


After modification: The directory-name argument is a string of 1 to 255 characters. 


Modified feature: Fast terminating Stelnet connections 


Feature change description 


The feature change applies when the device acts as an Stelnet client. 


Before modification: When the Stelnet server runs exceptionally or reboots, the device cannot terminate 


the Stelnet connection until the server reboots. 
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After modification: The device supports using an escape sequence to fast terminate the Stelnet 


connection. The escape sequence is a combination of an escape character and a dot (.). To specify the 


escape character, use the ssh2 or ssh2 ipv6 command. The escape sequence enables the device to 


handle exceptions promptly. 


Command changes 


Modified command: ssh2 


Old syntax 


In non-FIPS mode: 


ssh2 server [ port-number ] [ identity-key { dsa | ecdsa | rsa } | prefer-compress zlib | prefer-ctos-


cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | 


prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | 


aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ dscp dscp-value | publickey 


keyname | source { interface interface-type interface-number | ip ip-address } ] * 


In FIPS mode: 


ssh2 server [ port-number ] [ identity-key { ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher 


{ aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-


cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ publickey keyname | source 


{ interface interface-type interface-number | ip ip-address } ] * 


New syntax 


In non-FIPS mode: 


ssh2 server [ port-number ] [ identity-key { dsa | ecdsa | rsa } | prefer-compress zlib | prefer-ctos-


cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | 


prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | 


aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ dscp dscp-value | escape 


character | publickey keyname | source { interface interface-type interface-number | ip ip-address } ] 


* 


In FIPS mode: 


ssh2 server [ port-number ] [ identity-key { ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher 


{ aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-


cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ escape character | publickey 


keyname | source { interface interface-type interface-number | ip ip-address } ] * 


Views 


User view 


Change description 


Before modification: The escape character option is not supported. 


After modification: The escape character option is supported. This option specifies an escape character 


that can be used with a dot (.) as an escape sequence to fast terminate an Stelnet connection. By default, 


the escape character is a tilde (~). 


HP recommends that you use the default escape character. Do not specify any character in SSH 


usernames as the escape character. 
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For the escape sequence to take effect, you must enter it at the very beginning of a line. If you have 


entered other characters or performed operations in a line, enter the escape sequence in the next line.  


Modified command: ssh2 ipv6 


Old syntax 


In non-FIPS mode: 


ssh2 ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { dsa | ecdsa | rsa } 


| prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 


| md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-


stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] 


* [ dscp dscp-value | publickey keyname | source { interface interface-type interface-number | ipv6 


ipv6-address } ] * 


In FIPS mode: 


ssh2 ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { ecdsa | rsa } | 


prefer-compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | 


prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] 


* [ publickey keyname | source { interface interface-type interface-number | ipv6 ipv6-address } ] * 


New syntax 


In non-FIPS mode: 


ssh2 ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { dsa | ecdsa | rsa } 


| prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 


| md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-


stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] 


* [ dscp dscp-value | escape character | publickey keyname | source { interface interface-type 


interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 


ssh2 ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { ecdsa | rsa } | 


prefer-compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | 


prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] 


* [ escape character | publickey keyname | source { interface interface-type interface-number | ipv6 


ipv6-address } ] * 


Views 


User view 


Change description 


Before modification: The escape character option is not supported. 


After modification: The escape character option is supported. This option specifies an escape character 


that can be used with a dot (.) as an escape sequence to fast terminate an Stelnet connection. By default, 


the escape character is a tilde (~). 


HP recommends that you use the default escape character. Do not specify any character in SSH 


usernames as the escape character. 


For the escape sequence to take effect, you must enter it at the very beginning of a line. If you have 


entered other characters or performed operations in a line, enter the escape sequence in the next line. 







345 


Modified feature: Authorization attribute configuration 


Feature change description 


The switch now supports authorization of user profiles. 


Command changes 


Modified command: authorization-attribute 


Old syntax 


In ISP domain view: 


authorization-attribute idle-cut minute [ flow ] 


undo authorization-attribute idle-cut 


In local user view/user group view: 


authorization-attribute { acl acl-number | idle-cut minute | user-role role-name | vlan vlan-id | work-


directory directory-name } * 


undo authorization-attribute { acl | idle-cut | user-role role-name | vlan | work-directory } * 


New syntax 


In ISP domain view: 


authorization-attribute { idle-cut minute [ flow ] | user-profile profile-name } 


undo authorization-attribute { idle-cut | user-profile } 


In local user view/user group view: 


authorization-attribute { acl acl-number | idle-cut minute | user-profile profile-name | user-role role-


name | vlan vlan-id | work-directory directory-name } * 


undo authorization-attribute { acl | idle-cut | user-profile profile-name | user-role role-name | vlan | 


work-directory } * 


Views 


ISP domain view, local user view, user group view 


Change description 


Before modification: The user-profile profile-name option is not supported. 


After modification: The user-profile profile-name option is supported. The profile-name argument 


specifies a user profile name, which is a case-sensitive string of 1 to 31 characters. 


Modified feature: Enabling the SCP server function 


Feature change description 


Before modification: The ssh server enable command enables both the Stelnet server and SCP server 


function. 
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After modification: The ssh server enable command enables only the Stelnet server function. The newly 


added command scp server enable enables the SCP server function. 


Command changes 


New command: scp server enable 


Use scp server enable to enable the SCP server function. 


Use undo scp server enable to restore the default. 


Syntax 


scp server enable 


undo scp server enable 


Default 


The SCP server function is disabled. 


Views 


System view 


Predefined user roles 


network-admin 


Examples 


# Enable the SCP server function. 


<Sysname> system-view 


[Sysname] scp server enable 


Modified feature: Specifying startup image files 


Feature change description 


The all keyword was added to the boot-loader file command. This keyword specifies startup image files 


for all member devices in the IRF fabric. 


Command reference 


Modified command: boot-loader file 


Old syntax 


boot-loader file boot boot-package system system-package [ feature feature-package&<1-30> ] slot 


slot-number { backup | main } 


boot-loader file ipe-filename slot slot-number { backup | main } 


New syntax 


boot-loader file boot boot-package system system-package [ feature feature-package&<1-30> ] { all | 


slot slot-number } { backup | main } 


boot-loader file ipe-filename { all | slot slot-number } { backup | main } 
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Views 


User view 


Change description 


Before modification: The all keyword is not supported. 


After modification: The all keyword is supported. 


Modified feature: Startup images synchronization from the 


master to a subordinate device 


Feature change description 


The all keyword was added to the boot-loader update command. This keyword synchronizes startup 


images from the master to all subordinate devices in an IRF fabric. 


Command reference 


Modified command: boot-loader update 


Old syntax 


boot-loader update slot slot-number 


New syntax 


boot-loader update { all | slot slot-number } 


Views 


User view 


Change description 


Before modification: The all keyword is not supported. 


After modification: The all keyword is supported. 


Modified feature: Patch image installation and removal 


Feature change description 


This release supports using a single command to install or remove a patch image on all member devices. 


Command reference 


Modified command: install deactivate patch 


Old syntax 


install deactivate patch filename slot slot-number 
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New syntax 


install deactivate patch filename { all | slot slot-number } 


Views 


User view 


Change description 


Before modification: The all keyword is not supported. 


After modification: The all keyword is supported. 


Modified command: install activate patch 


Old syntax 


install activate patch filename slot slot-number 


New syntax 


install activate patch filename { all | slot slot-number } 


Views 


User view 


Change description 


Before modification: The all keyword is not supported. 


After modification: The all keyword is supported. 


Modified feature: Ping IPv6 


Feature change description 


The position of the -i interface-type interface-number option was changed in the ping ipv6 command 


syntax. 


Command changes 


Modified command: ping ipv6 


Old syntax 


ping ipv6 [ -a source-ipv6 | -c count | -m interval | -q | -s packet-size | -t timeout | -tc traffic-class | 


-v ] * host [ -i interface-type interface-number ] 


New syntax 


ping ipv6 [ -a source-ipv6 | -c count |-i interface-type interface-number | -m interval | -q | -s packet-


size | -t timeout | -tc traffic-class | -v ] * host 


Views 


Any view 


Change description 


The position of the -i interface-type interface-number option was changed in the command syntax. 
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Modified feature: Disabling an interface from processing NTP 


messages 


Feature change description 


The command syntax for the ntp-service inbound disable command was changed. 


Command changes 


Modified command: ntp-service inbound enable 


Old syntax 


ntp-service inbound disable 


New syntax 


ntp-service inbound enable 


Views 


Interface view 


Change description 


Before modification: The command syntax is ntp-service inbound disable. 


After modification: The command syntax is ntp-service inbound enable. 


Modified command: ntp-service ipv6 inbound enable 


Old syntax 


ntp-service ipv6 inbound disable 


New syntax 


ntp-service ipv6 inbound enable 


Views 


Interface view 


Change description 


Before modification: The command syntax is ntp-service ipv6 inbound disable. 


After modification: The command syntax is ntp-service ipv6 inbound enable. 


Modified feature: Specifying the log file directory 


Feature change description 


The maximum length of the directory names for the diagnostic log files, log files, and the security log 


file was changed from 64 characters to 511 characters. 
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Command changes 


Modified command: info-center diagnostic-logfile directory 


Syntax 


info-center diagnostic-logfile directory dir-name 


Views 


System view 


Change description 


Before modification: The dir-name argument is a string of 1 to 64 characters. 


After modification: The dir-name argument is a string of 1 to 511 characters. 


Modified command: info-center logfile directory 


Syntax 


info-center logfile directory dir-name 


Views 


System view 


Change description 


Before modification: The dir-name argument is a string of 1 to 64 characters. 


After modification: The dir-name argument is a string of 1 to 511 characters. 


Modified command: info-center security-logfile directory 


Syntax 


info-center security-logfile directory dir-name 


Views 


System view 


Change description 


Before modification: The dir-name argument is a string of 1 to 64 characters. 


After modification: The dir-name argument is a string of 1 to 511 characters. 


Modified feature: Specifying a log host 


Feature change description 


The info-center loghost command provides separate arguments (hostname, ipv4-address, and ipv6-


address) to specify the host name, IPv4 address, and IPv6 address of log hosts. The hostname argument 


applies to both IPv4 and IPv6 log hosts. 
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Command changes 


Modified command: info-center loghost 


Old syntax 


info-center loghost { loghost | ipv6 loghost } [ port port-number ] [ facility local-number ] 


New syntax 


info-center loghost { hostname | ipv4-address | ipv6 ipv6-address} [ port port-number ] [ facility local-


number ] 


Views 


System view 


Change description 


Before modification:  


 The first loghost argument specifies an IPv4 log host by its IPv4 address or host name. The host 


name is a case-insensitive string of 1 to 253 characters. 


 The second loghost argument specifies an IPv6 log host by its IPv6 address or host name. The host 


name is a case-insensitive string of 1 to 253 characters. 


After modification:  


 The hostname argument was added. It specifies an IPv4 or IPv6 log host by the host name, which 


is a case-insensitive string of 1 to 253 characters. 


 The ipv4-address argument was added. It specifies the IPv4 address of a log host. 


 The ipv6 loghost option was replaced by ipv6 ipv6-address, which specifies the IPv6 address of 


a log host. 


Modified feature: Adding a user to an SNMPv1 or SNMPv2c 


group 


Feature change description 


When deleting a user from an SNMPv1 or SNMPv2c group, you do not specify a group name. 


Command changes 


Modified command: snmp-agent usm-user { v1 | v2c } 


Old syntax 


undo snmp-agent usm-user { v1 | v2c } user-name group-name 


New syntax 


undo snmp-agent usm-user { v1 | v2c } user-name 


Views 


Interface view 
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Change description 


When deleting a user from an SNMPv1 or SNMPv2c group, you do not specify a group name. 


Modified feature: Calculating a digest for the ciphertext 


authentication or privacy key converted from a plaintext key 


Feature change description 


The 3desmd5 and 3dessha modes were added in calculating a digest for the ciphertext authentication 


or privacy key converted from a plaintext key. 


 3desmd5—Converts the plaintext privacy key to an encrypted key for 3DES encryption used in 


conjunction with MD5 authentication.  


 3dessha—Converts the plaintext privacy key to an encrypted key for 3DES encryption used in 


conjunction with SHA-1 authentication. 


Command changes 


Modified command: snmp-agent calculate-password 


Old syntax 


snmp-agent calculate-password plain-password mode { md5 | sha } { local-engineid | specified-


engineid engineid } 


New syntax 


snmp-agent calculate-password plain-password mode { 3desmd5 | 3dessha | md5 | sha } { local-


engineid | specified-engineid engineid } 


Views 


System view 


Change description 


Before modification: The 3desmd5 and 3dessha keywords are not supported. 


After modification: The 3desmd5 and 3dessha keywords are supported. 


Modified feature: Using the RBAC mode to configure an 


SNMPv3 user 


Feature change description 


The RBAC mode was added for configuring an SNMPv3 user. 
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Command changes 


New command: snmp-agent usm-user v3 user-role 


Use snmp-agent usm-user v3 user-role to assign a user role to an SNMPv3 user created in RBAC mode. 


Use undo snmp-agent usm-user user-role to remove a user role. 


Syntax 


snmp-agent usm-user v3 user-name user-role role-name 


undo snmp-agent usm-user v3 user-name user-role role-name 


Default 


No SNMPv3 users have been configured in RBAC mode. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


user-name: Specifies an SNMPv3 username, a case-sensitive string of 1 to 32 characters. 


user-role role-name: Specifies a user role name, a case-sensitive string of 1 to 63 characters. 


Examples 


# Assign the user role network-operator to the SNMPv3 user testUser. 


<Sysname> system-view 


[Sysname] snmp-agent usm-user v3 testUser user-role network-operator 


Modified feature: Using the RBAC mode to configure an 


SNMP community 


Feature change description 


The RBAC mode was added for configuring an SNMP community. 


Command changes 


New command: snmp-agent community user-role 


Use snmp-agent community user-role to assign a user role to an SNMP community created in RBAC 


mode. 


Use undo snmp-agent community user-role to remove a user role. 


Syntax 


snmp-agent community [ simple | cipher ] community-name user-role role-name [ acl acl-number | acl 


ipv6 ipv6-acl-number ] * 
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undo snmp-agent community [ simple | cipher ] community-name user-role role-name [ acl acl-number 


| acl ipv6 ipv6-acl-number ] * 


Default 


No SNMP communities have been configured in RBAC mode. 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


community-name: Sets a case-sensitive community name. In plain text, the community name must be a 


string of 1 to 32 characters. In cipher text, the community name must be a string of 33 to 73 characters. 


Input a string as escape characters after a backslash (\). 


user-role role-name: Specifies a user role name, a case-sensitive string of 1 to 63 characters. 


Examples 


# Assign the user role network-operator to the SNMP community testUser. 


<Sysname> system-view 


[Sysname] snmp-agent community testUser user-role network-operator 


Modified feature: Configuring the SNMP agent to send SNMP 


notifications to a host 


Feature change description 


In this release, the device supports specifying the host name of the target host as the destination of 


SNMP notifications. 


Command changes 


Modified command: snmp-agent target-host 


Old syntax 


In non-FIPS mode: 


snmp-agent target-host inform address udp-domain { ip-address | ipv6 ipv6-address } [ udp-port port-


number ] params securityname security-string { v2c | v3 [ authentication | privacy ] } 


snmp-agent target-host trap address udp-domain { ip-address | ipv6 ipv6-address } [ udp-port port-


number ] params securityname security-string [ v1 | v2c | v3 [ authentication | privacy ] ] 


In FIPS mode: 


snmp-agent target-host inform address udp-domain { ip-address | ipv6 ipv6-address } [ udp-port port-


number ] params securityname security-string v3 { authentication | privacy } 


snmp-agent target-host trap address udp-domain { ip-address | ipv6 ipv6-address } [ udp-port port-


number ] params securityname security-string v3 { authentication | privacy } 
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New syntax 


In non-FIPS mode: 


snmp-agent target-host inform address udp-domain { target-host | ipv6 target-host } [ udp-port port-


number ] params securityname security-string { v2c | v3 [ authentication | privacy ] } 


snmp-agent target-host trap address udp-domain { target-host | ipv6 target-host } [ udp-port port-


number ] params securityname security-string [ v1 | v2c | v3 [ authentication | privacy ] ] 


In FIPS mode: 


snmp-agent target-host inform address udp-domain { target-host | ipv6 target-host } [ udp-port port-


number ] params securityname security-string v3 { authentication | privacy } 


snmp-agent target-host trap address udp-domain { target-host | ipv6 target-host } [ udp-port port-


number ] params securityname security-string v3 { authentication | privacy } 


Views 


System view 


Change description 


Before modification: You can specify only the IPv4 or IPv6 address of the target host as the destination 


of SNMP notifications.  


After modification: The ipv4-address and ipv6-address arguments were changed to loghost. You can 


specify both the IPv4/IPv6 address and the host name of the target host as the destination of SNMP 


notifications. 


Modified feature: Enabling SNMP logging 


Feature change description 


In this release, the device supports enabling logging SNMP authentication failures. 


Command changes 


Modified command: snmp-agent log 


Old syntax 


snmp-agent log { all | get-operation | set-operation } 


New syntax 


snmp-agent log { all | authfail | get-operation | set-operation } 


Views 


System view 


Change description 


Before modification: Enabling logging SNMP authentication failures is not supported. 


After modification: Enabling logging SNMP authentication failures is supported. 
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Modified feature: Creating NQA templates 


Feature change description 


The maximum length of an NQA template name string increases to 32 characters from 31 characters. 


Command changes 


Modified command: nqa template 


Syntax 


nqa template { dns | ftp | http | icmp | tcp } name 


Views 


System view 


Change description 


Before modification: The name argument is a string of 1 to 31 characters. 


After modification: The name argument is a string of 1 to 32 characters. 


Modified feature: Configuring the local connection properties 


for the main connection 


Feature change description 


This release supports configuring an IPv4 or IPv6 address and a port number for the main connection 


of the switch. 


Command changes 


Modified command: controller address 


Old syntax 


controller controller-id address { ip ip-address | ipv6 ipv6-address } [ port port-number ] [ ssl ssl-policy-


name ] 


undo controller controller-id address 


New syntax 


controller controller-id address { ip ip-address | ipv6 ipv6-address } [ port port-number ] [ local address 


{ ip ip-address | ipv6 ipv6-address } [ port port-number ]] [ ssl ssl-policy-name ]  


undo controller controller-id address 


Views 


OpenFlow instance view 
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Change description 


Before modification: This command does not support configuring an IPv4 or IPv6 address and a port 


number for the main connection of the switch. 


After modification: This command supports configuring an IPv4 or IPv6 address and a port number for 


the main connection of the switch. 


Modified feature: Displaying and resetting backup routing 


information for an IRF member device 


Feature change description 


The standby slot slot-number option was added to the display commands and reset commands. 


Command changes 


Modified command: display ip routing-table 


Old syntax 


display ip routing-table [ verbose ] 


New syntax 


display ip routing-table [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup routing table information for an IRF member device. 


Modified command: display ip routing-table acl 


Old syntax 


display ip routing-table acl acl-number [ verbose ] 


New syntax 


display ip routing-table acl acl-number [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup information about routes permitted by the basic ACL for an 


IRF member device. 
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Modified command: display ip routing-table ip-address 


Old syntax 


display ip routing-table ip-address [ mask | mask-length ] [ longer-match ] [ verbose ] 


display ip routing-table ip-address1 to ip-address2 [ verbose ] 


New syntax 


display ip routing-table ip-address [ mask | mask-length ] [ longer-match ] [ verbose ] [ standby slot 


slot-number ] 


display ip routing-table ip-address1 to ip-address2 [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup information about routes to the specified destination 


addresses for an IRF member device. 


Modified command: display ip routing-table prefix-list 


Old syntax 


display ip routing-table prefix-list prefix-list-name [ verbose ] 


New syntax 


display ip routing-table prefix-list prefix-list-name [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup routes permitted by the IP prefix list for an IRF member device. 


Modified command: display ip routing-table protocol 


Old syntax 


display ip routing-table protocol protocol [ inactive | verbose ] 


New syntax 


display ip routing-table protocol protocol [ inactive | verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup information about routes installed by the protocol for an IRF 


member device. 
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Modified command: display ip routing-table statistics 


Old syntax 


display ip routing-table statistics 


New syntax 


display ip routing-table statistics [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup IPv4 route statistics for an IRF member device. 


Modified command: display ipv6 rib attribute 


Old syntax 


display ipv6 rib attribute [ attribute-id ] 


New syntax 


display ipv6 rib attribute [ attribute-id ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup route attribute information in the IPv6 RIB for an IRF member 


device. 


Modified command: display ipv6 rib nib 


Old syntax 


display ipv6 rib nib [ self-originated ] [ nib-id ] [ verbose ] 


display ipv6 rib nib protocol protocol-name [ verbose ] 


New syntax 


display ipv6 rib nib [ self-originated ] [ nib-id ] [ verbose ] [ standby slot slot-number ] 


display ipv6 rib nib protocol protocol-name [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup next hop information in the IPv6 RIB for an IRF member 


device. 
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Modified command: display ipv6 routing-table 


Old syntax 


display ipv6 routing-table [ verbose ] 


New syntax 


display ipv6 routing-table [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup IPv6 routing table information for an IRF member device. 


Modified command: display ipv6 routing-table acl 


Old syntax 


display ipv6 routing-table acl acl-number [ verbose ] 


New syntax 


display ipv6 routing-table acl acl-number [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup information permitted by the IPv6 basic ACL for an IRF 


member device. 


Modified command: display ipv6 routing-table ipv6-address 


Old syntax 


display ipv6 routing-table ipv6-address [ prefix-length ] [ longer-match ] [ verbose ] 


display ipv6 routing-table ipv6-address1 to ipv6-address2 [ verbose ] 


New syntax 


display ipv6 routing-table] ipv6-address [ prefix-length ] [ longer-match ] [ verbose ] [ standby slot slot-


number ] 


display ipv6 routing-table ipv6-address1 to ipv6-address2 [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup information about IPv6 routes for an IRF member device. 
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Modified command: display ipv6 routing-table prefix-list 


Old syntax 


display ipv6 routing-table prefix-list prefix-list-name [ verbose ] 


New syntax 


display ipv6 routing-table prefix-list prefix-list-name [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup information about IPv6 routes permitted by the IPv6 prefix 


list for an IRF member device. 


Modified command: display ipv6 routing-table protocol 


Old syntax 


display ipv6 routing-table protocol protocol [ inactive | verbose ] 


New syntax 


display ipv6 routing-table protocol protocol [ inactive | verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup information about IPv6 routes installed by the protocol for 


an IRF member device. 


Modified command: display ipv6 routing-table statistics 


Old syntax 


display ipv6 routing-table statistics 


New syntax 


display ipv6 routing-table statistics [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup IPv6 route statistics for an IRF member device. 
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Modified command: display rib attribute 


Old syntax 


display rib attribute [ attribute-id ] 


New syntax 


display rib attribute [ attribute-id ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup route attribute information in the RIB for an IRF member 


device. 


Modified command: display rib nib 


Old syntax 


display rib nib [ self-originated ] [ nib-id ] [ verbose ] 


display rib nib protocol protocol-name [ verbose ] 


New syntax 


display rib nib [ self-originated ] [ nib-id ] [ verbose ] [ standby slot slot-number ] 


display rib nib protocol protocol-name [ verbose ] [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Displays backup next hop information in the RIB for an IRF member device. 


Modified command: reset ip routing-table statistics protocol 


Old syntax 


reset ip routing-table statistics protocol { protocol | all } 


New syntax 


reset ip routing-table statistics protocol { protocol | all } [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Clears backup IPv4 route statistics for an IRF member device. 
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Modified command: reset ipv6 routing-table statistics protocol 


Old syntax 


reset ipv6 routing-table statistics protocol { protocol | all } 


New syntax 


reset ipv6 routing-table statistics protocol { protocol | all } [ standby slot slot-number ] 


Views 


Any view 


Change description 


After modification, the following option was added: 


standby slot slot-number: Clears backup IPv6 route statistics for an IRF member device. 


Modified feature: Configuring the ingress and transit nodes of 


a static CRLSP 


Feature change description 


The CT and required bandwidth for a static CRLSP can be specified when you configure the ingress 


and transit nodes of the static CRLSP. 


Command reference 


Modified command: static-cr-lsp 


Old syntax 


static-cr-lsp ingress lsp-name { nexthop next-hop-addr | outgoing-interface interface-type interface-


number } out-label out-label-value 


static-cr-lsp transit lsp-name in-label in-label-value { nexthop next-hop-addr | outgoing-interface 


interface-type interface-number } out-label out-label-value 


New syntax 


static-cr-lsp ingress lsp-name { nexthop next-hop-addr | outgoing-interface interface-type interface-


number } out-label out-label-value [ bandwidth [ ct0 | ct1 | ct2 | ct3 ] bandwidth-value ] 


static-cr-lsp transit lsp-name in-label in-label-value { nexthop next-hop-addr | outgoing-interface 


interface-type interface-number } out-label out-label-value [ bandwidth [ ct0 | ct1 | ct2 | ct3 ] 


bandwidth-value ] 


Views 


System view 


Change description 


The following keywords were newly added: 
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 bandwidth: Specifies the CT and required bandwidth for the static CRLSP. If you do not specify 


this keyword, the bandwidth required by the static CRLSP is 0 kbps. If you specify this keyword 


but do not specify a CT, the static CRLSP belongs to CT 0. 


 ct0: Specifies CT 0 for the static CRLSP. 


 ct1: Specifies CT 1 for the static CRLSP. 


 ct2: Specifies CT 2 for the static CRLSP. 


 ct3: Specifies CT 3 for the static CRLSP. 


 bandwidth-value: Specifies the bandwidth required by the static CRLSP, in the range of 1 to 


4294967295 kbps. The default is 0 kbps. 


Usage guidelines 


CT 2 and CT 3 are valid only in IETF DS-TE mode. In prestandard DS-TE mode, CT 2 and CT 3 are 


invalid and the tunnel cannot be established. 


Modified feature: Binding a VFC interface to an S-channel 


interface 


Feature change description 


In this release, you can bind a VFC interface to an S-channel interface. 


You must change the switch to the expert mode before binding a VFC interface to an S-channel interface 


or S-channel aggregate interface. Otherwise, the binding will fail. The switch supports FCoE over S-


channel capabilities only when it is operating in expert mode. For information about system operating 


modes, see Fundamentals Configuration Guide. For information about S-channel interfaces and S-


channel aggregate interfaces, see EVB Configuration Guide. 


To successfully bind a VFC interface to an S-channel interface, make sure the Layer 2 Ethernet interface 


associated with the S-channel interface has FCoE over S-channel capabilities. To successfully bind a 


VFC interface to an S-channel aggregate interface, make sure all member ports of the Layer 2 Ethernet 


aggregate interface associated with the S-channel aggregate interface have FCoE over S-channel 


capabilities. New member ports of the Layer 2 Ethernet aggregate interface must also have FCoE over 


S-channel capabilities. Otherwise, FCoE traffic might be blocked.  


The binding to an S-channel aggregate interface does not take effect when you perform the following 


tasks: 


 Bind one VFC interface to the S-channel aggregate interface. 


 Bind another VFC interface to a member port of the Layer 2 aggregate interface associated with 


the S-channel aggregate interface. 


Enabling EVB on a Layer 2 Ethernet interface or Layer 2 aggregate interface disables the interface from 


forwarding FCoE traffic. To enable such an interface to forward FCoE traffic, you must create an S-


channel interface or S-channel aggregate interface and bind a VFC interface to the created interface. 


FCoE over S-channel can be used only between a switch and a server. 
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Command reference 


Modified command: bind interface 


Syntax 


bind interface interface-type interface-number [ mac mac-address ] 


undo bind interface 


Views 


VFC interface view 


Change description 


Before modification: 


interface-type interface-number: Specifies an interface by its type and number. The interface type can 


be one of the following: 


 Layer 2 Ethernet interface. 


 Layer 2 aggregate interface. 


After modification: 


interface-type interface-number: Specifies an interface by its type and number. The interface type can 


be one of the following: 


 Layer 2 Ethernet interface. 


 Layer 2 aggregate interface. 


 S-channel interface. 


 S-channel aggregate interface. 


Modified feature: Deregistering an OpenFlow instance 


Feature change description 


In this release and later versions, the switch supports using the undo active instance command to 


deregister an OpenFlow instance. You can use the active instance command to activate a deregistered 


OpenFlow instance.  


Command changes 


Modified command: active instance 


Syntax 


active instance 


undo active instance 


Views 


OpenFlow instance view 
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Change description 


Before modification: The switch does not support using the undo active instance command to deregister 


an OpenFlow instance. 


After modification: The switch supports using the undo active instance command to deregister an 


OpenFlow instance. 


Modified feature: Executing Comware commands in Tcl 


configuration view 


Feature change description 


In a version earlier than Release 2416, if a Comware command conflicts with a Tcl command, the Tcl 


command will be executed.  


If you use Release 2416 or its later versions, you can use the cli command to enable a Comware 


command to be executed when it conflicts with a Tcl command. 


When you use this feature, follow these restrictions and guidelines: 


 The cli command is a Tcl command, so you cannot enter ? to obtain online help or press Tab to 


complete an abbreviated command. 


 You can use the cli command to execute all Comware commands in Tcl configuration view. 


 To execute multiple Comware commands in one operation: 


 Provide multiple Comware commands for the cli command, quote them, and separate them 


by a space and a semicolon. For example, cli "rip 1 ; network 10.1.1.1". 


 Provide one Comware command for each cli command and separate them by a space and 


a semicolon. For example, cli rip 1 ; cli network 10.1.1.1. 


To execute Comware commands in Tcl configuration view: 
 


Step Command Remarks 


1. Enter Tcl configuration view tclsh N/A 


2. Execute Comware 


commands. 
cli command 


This command cannot be 


used to execute Tcl 


commands. 


 


Command reference 


New command: cli 


Use cli to execute Comware commands in Tcl configuration view. 


Syntax 


cli command 


Views 


Tcl configuration view 
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Predefined user roles 


network-admin 


Parameters 


command: Specifies the commands to be executed. They must be complete command lines. 


Usage guidelines 


In Tcl configuration view, a Tcl command takes preference over a Comware command when a conflict 


occurs. This command enables a Comware command to be executed when a conflict occurs. 


This command cannot be used to execute Tcl commands. 


Examples 


# Execute a Comware command that conflicts with a Tcl command. The output shows that the Comware 


command cannot be executed. 


<Sysname> tclsh 


<Sysname-tcl> system-view 


[Sysname-tcl] user-interface vty 0 63 


[Sysname-tcl-line-vty0-63] set authentication password simple password1                     


wrong # args: should be "set varName ?newValue?" 


# Configure the cli command to execute the Comware command again. The output shows that the 


Comware command can be executed successfully. 


[Sysname-tcl-line-vty0-63] cli set authentication password simple password1 


# Execute multiple Comware commands in one operation to enter RIP view. 


Method 1: 


[Sysname-tcl] cli "rip 1 ; network 10.1.1.1" 


[Sysname-tcl-rip-1] 


Method 2: 


[Sysname-tcl] cli rip 1 ; cli network 10.1.1.1 


[Sysname-tcl-rip-1] 


Modified feature: Setting the maximum number of concurrent 


802.1X users on a port 


Feature change description 


This release has the following changes to the maximum number of concurrent 802.1X users on a port: 


 The value range was changed to 1 to 4294967295. 


 The default setting was changed from 2048 to 4294967295. 


Command changes 


Modified command: dot1x max-user 


Syntax 


dot1x max-user user-number 
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undo dot1x max-user 


Views 


Layer 2 Ethernet interface view 


Change description 


Before modification: The value range for the user-number argument is 1 to 2048. The default setting is 


2048. 


After modification: The value range for the user-number argument is 1 to 4294967295. The default 


setting is 4294967295. 


Modified feature: Setting the maximum number of concurrent 


MAC authentication users on a port 


Feature change description 


This release has the following changes to the maximum number of concurrent MAC authentication users 


on a port: 


 The value range was changed to 1 to 4294967295. 


 The default setting was changed from 2048 to 4294967295. 


Command changes 


Modified command: mac-authentication max-user 


Syntax 


mac-authentication max-user user-number 


undo mac-authentication max-user 


Views 


Layer 2 Ethernet interface view 


Change description 


Before modification: The value range for the user-number argument is 1 to 2048. The default setting is 


2048. 


After modification: The value range for the user-number argument is 1 to 4294967295. The default 


setting is 4294967295. 


Modified feature: Setting port security's limit on the number 


of secure MAC addresses on a port 


Feature change description 


The value range was changed to 1 to 4294967295 for setting port security's limit on the number of 


secure MAC addresses on a port. 
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Command changes 


Modified command: port-security max-mac-count 


Syntax 


port-security max-mac-count count-value 


undo port-security max-mac-count 


Views 


Layer 2 Ethernet interface view 


Change description 


Before modification: The value range for the count-value argument is 1 to 2048. 


After modification: The value range for the count-value argument is 1 to 4294967295. 


Modified feature: Setting the aging timer for IPv4 dynamic 


member ports 


Feature change description 


The value range for the aging timer of IPv4 dynamic member ports was changed to 1 to 8097894 


seconds. 


Command changes 


Modified command: host-aging-time (IGMP-snooping view) 


Syntax 


host-aging-time interval 


Views 


IGMP-snooping view 


Change description 


Before modification: The value range for the interval argument is 200 to 1000 seconds. 


After modification: The value range for the interval argument is 1 to 8097894 seconds. 


Modified command: igmp-snooping host-aging-time 


Syntax 


igmp-snooping host-aging-time interval 


Views 


VLAN view 
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Change description 


Before modification: The value range for the interval argument is 200 to 1000 seconds. 


After modification: The value range for the interval argument is 1 to 8097894 seconds. 


Modified feature: Setting the aging timer for IPv6 dynamic 


member ports 


Feature change description 


The value range for the aging timer of IPv6 dynamic member ports was changed to 1 to 8097894 


seconds. 


Command changes 


Modified command: host-aging-time (MLD-snooping view) 


Syntax 


host-aging-time interval 


Views 


MLD-snooping view 


Change description 


Before modification: The value range for the interval argument is 200 to 1000 seconds. 


After modification: The value range for the interval argument is 1 to 8097894 seconds. 


Modified command: mld-snooping host-aging-time 


Syntax 


mld-snooping host-aging-time interval 


Views 


VLAN view 


Change description 


Before modification: The value range for the interval argument is 200 to 1000 seconds. 


After modification: The value range for the interval argument is 1 to 8097894 seconds. 


Modified feature: Setting the aging timer for IPv4 dynamic 


router ports 


Feature change description 


The value range for the aging timer of IPv4 dynamic router ports was changed to 1 to 8097894 seconds. 
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Command changes 


Modified command: router-aging-time (IGMP-snooping view) 


Syntax 


router-aging-time interval 


Views 


IGMP-snooping view 


Change description 


Before modification: The value range for the interval argument is 1 to 1000 seconds. 


After modification: The value range for the interval argument is 1 to 8097894 seconds. 


Modified command: igmp-snooping router-aging-time 


Syntax 


igmp-snooping router-aging-time interval 


Views 


VLAN view 


Change description 


Before modification: The value range for the interval argument is 1 to 1000 seconds. 


After modification: The value range for the interval argument is 1 to 8097894 seconds. 


Modified feature: Setting the aging timer for IPv6 dynamic 


router ports 


Feature change description 


The value range for the aging timer of IPv6 dynamic router ports was changed to 1 to 8097894 seconds. 


Command changes 


Modified command: router-aging-time (MLD-snooping view) 


Syntax 


router-aging-time interval 


Views 


MLD-snooping view 


Change description 


Before modification: The value range for the interval argument is 1 to 1000 seconds. 


After modification: The value range for the interval argument is 1 to 8097894 seconds. 







372 


Modified command: mld-snooping router-aging-time 


Syntax 


mld-snooping router-aging-time interval 


Views 


VLAN view 


Change description 


Before modification: The value range for the interval argument is 1 to 1000 seconds. 


After modification: The value range for the interval argument is 1 to 8097894 seconds. 


Modified feature: Setting the IGMP last member query 


interval in a VLAN 


Feature change description 


The value range for the IGMP last member query interval was changed to 1 to 25 seconds. 


Command changes 


Modified command: igmp-snooping last-member-query-interval 


Syntax 


igmp-snooping last-member-query-interval interval 


Views 


VLAN view 


Change description 


Before modification: The value range for the interval argument is 1 to 5 seconds. 


After modification: The value range for the interval argument is 1 to 25 seconds. 


Modified feature: Setting the MLD last listener query interval 


in a VLAN 


Feature change description 


The value range for the MLD last listener query interval was changed to 1 to 25 seconds. 


Command changes 


Modified command: mld-snooping last-listener-query-interval 


Syntax 


mld-snooping last-listener-query-interval interval 
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Views 


VLAN view 


Change description 


Before modification: The value range for the interval argument is 1 to 5 seconds. 


After modification: The value range for the interval argument is 1 to 25 seconds. 


Modified feature: Setting the maximum response time for 


IGMP general queries in a VLAN 


Feature change description 


The value range for the maximum response time of IGMP general queries was changed to 1 to 3174 


seconds. 


Command changes 


Modified command: igmp-snooping max-response-time interval 


Syntax 


igmp-snooping max-response-time interval 


Views 


VLAN view 


Change description 


Before modification: The value range for the interval argument is 1 to 25 seconds. 


After modification: The value range for the interval argument is 1 to 3174 seconds. 


Modified feature: Setting the maximum response time for 


MLD general queries in a VLAN 


Feature change description 


The value range for the maximum response time of MLD general queries was changed to 1 to 3174 


seconds. 


Command changes 


Modified command: mld-snooping max-response-time 


Syntax 


mld-snooping max-response-time interval 


Views 


VLAN view 
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Change description 


Before modification: The value range for the interval argument is 1 to 25 seconds. 


After modification: The value range for the interval argument is 1 to 3174 seconds. 


Modified feature: Enhanced CC authentication feature 


Feature change description 


The enhanced CC authentication feature enhances the cryptographic algorithms for IPsec, public key 


cryptography, SSH, and SSL. It changes the method for configuring the IKE pre-shared key in FIPS mode, 


and causes command changes for IPsec, public key cryptography, SSH, and SSL. 


Command changes 


New command: public-key local export ecdsa 


Use public-key local export ecdsa to display the local ECDSA host public key in a specific format, or 


export the key in a specific format to a file. 


Syntax 


public-key local export ecdsa [ name key-name ] { openssh | ssh2 } [ filename ] 


Views 


System view 


Predefined user roles 


network-admin 


Parameters 


name key-name: Specifies a local ECDSA key pair by its name, a case-insensitive string of 1 to 128 


characters, which can include letters, digits, and hyphens (-). If you do not specify a key pair name, the 


command displays or exports the host public key of the local ECDSA key pair that takes the default 


name. 


openssh: Uses the format of OpenSSH. 


ssh2: Uses the format of SSH2.0. 


filename: Specifies the name of the file for saving the ECDSA host public key. The file name is a case-


insensitive string excluding ./ and ../. The name cannot be all dots (.), hostkey, serverkey, dsakey, or 


ecdsakey, and cannot start with a slash (/). For more information about file name, see Fundamentals 


Configuration Guide.  


Usage guidelines 


To display the local ECDSA host public key in a specific format, do not use the filename argument. 


To export the local ECDSA host public key in a specific format to a file, use the filename argument to 


specify the file name.  


SSH2.0 and OpenSSH are different public key formats. Choose the correct format that is supported by 


the device where you import the host public key. 


Only an ECDSA host public key generated by using the secp256r1 curve can be exported. 
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Examples 


# Export the ECDSA host public key in OpenSSH format to the file named key.pub. 


<Sysname> system-view 


[Sysname] public-key local export ecdsa openssh key.pub 


# Display the ECDSA host public key in SSH2.0 format. 


<Sysname> system-view 


[Sysname] public-key local export ecdsa ssh2 


---- BEGIN SSH2 PUBLIC KEY ----                                                  


Comment: "ecdsa-sha2-nistp256-2014/07/06"                                        


AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAAIbmlzdHAyNTYAAABBBBREw5tkARpbV+sYArt/xcW+UJEA 


evx7OckTtTLPBiLP5bWkSdKbvo+3oHRuIyZqmNTIcxuBjuBap+pHc919C58=                     


---- END SSH2 PUBLIC KEY ----                  


# Display the ECDSA host public key in OpenSSH format. 


<Sysname> system-view 


[Sysname] public-key local export ecdsa openssh                                       


ecdsa-sha2-nistp256 AAAAE2VjZHNhLXNoYTItbmlzdHAyNTYAAAAIbmlzdHAyNTYAAABBBBREw5tk 


ARpbV+sYArt/xcW+UJEAevx7OckTtTLPBiLP5bWkSdKbvo+3oHRuIyZqmNTIcxuBjuBap+pHc919C58= 


 ecdsa-key                                                                 


Modified command: authentication-algorithm 


Old syntax 


In non-FIPS mode: 


authentication-algorithm { md5 | sha } 


In FIPS mode: 


authentication-algorithm sha 


New syntax 


In non-FIPS mode: 


authentication-algorithm { md5 | sha | sha256 | sha384 | sha512 } 


In FIPS mode: 


authentication-algorithm { sha | sha256 | sha384 | sha512 } 


Views 


IKE proposal view 


Change description 


The following parameters were added:  


 sha256: Specifies the HMAC-SHA256 authentication algorithm. 


 sha384: Specifies the HMAC-SHA384 authentication algorithm. 


 Sha512: Specifies the HMAC-SHA512 authentication algorithm. 


In FIPS mode, the default authentication algorithm was changed to HMAC-SHA256. 
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Modified command: ciphersuite 


Old syntax 


In FIPS mode: 


ciphersuite { dhe_rsa_aes_128_cbc_sha | dhe_rsa_aes_256_cbc_sha | rsa_aes_128_cbc_sha | 


rsa_aes_256_cbc_sha } * 


New syntax 


In FIPS mode: 


ciphersuite { sa_aes_128_cbc_sha | rsa_aes_256_cbc_sha } * 


Views 


SSL server policy view 


Change description 


In FIPS mode, the following keywords were removed:  


 dhe_rsa_aes_128_cbc_sha 


 dhe_rsa_aes_256_cbc_sha 


Modified command: prefer-cipher 


Old syntax 


In FIPS mode: 


prefer-cipher { dhe_rsa_aes_128_cbc_sha | dhe_rsa_aes_256_cbc_sha | rsa_aes_128_cbc_sha | 


rsa_aes_256_cbc_sha } 


New syntax 


In FIPS mode: 


prefer-cipher { sa_aes_128_cbc_sha | rsa_aes_256_cbc_sha } 


Views 


SSL client policy view 


Change description 


In FIPS mode, the following keywords were removed:  


 dhe_rsa_aes_128_cbc_sha 


 dhe_rsa_aes_256_cbc_sha 


Modified command: pre-shared-key 


Old syntax 


pre-shared-key { address { ipv4-address [ mask | mask-length ] | ipv6 ipv6-address [ prefix-length ] } 


| hostname host-name } key { cipher cipher-key | simple simple-key }  


New syntax 


In non-FIPS mode: 
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pre-shared-key { address { ipv4-address [ mask | mask-length ] | ipv6 ipv6-address [ prefix-length ] } 


| hostname host-name } key { cipher cipher-key | simple simple-key } 


In FIPS mode: 


pre-shared-key { address { ipv4-address [ mask | mask-length ] | ipv6 ipv6-address [ prefix-length ] } 


| hostname host-name } key [ cipher cipher-key ] 


Views 


IKE keychain view 


Change description 


In FIPS mode, the simple simple-key option was removed. You can use the key keyword without any 


options to specify a plaintext key in interactive mode. The key is a case-sensitive string of 15 to 128 


characters, and it must contain uppercase and lowercase letters, digits, and special characters except 


the question mark (?). 


Modified command: public-key local create 


Old syntax 


public-key local create { dsa | ecdsa | rsa } [ name key-name ] 


New syntax 


In non-FIPS mode: 


public-key local create { dsa | ecdsa { secp192r1 | secp256r1 } | rsa } [ name key-name ] 


In FIPS mode: 


public-key local create { dsa | ecdsa secp256r1 } | rsa } [ name key-name ] 


Views 


System view 


Change description 


Before modification, the ecdsa keyword enables generating a 192-bit ECDSA key pair by using the 


secp192r1 curve. 


After modification, the following keywords were added: 


 secp192r1: Generates a 192-bit ECDSA key pair by using the secp192r1 curve. This parameter is 


supported only in non-FIPS mode. 


 secp256r1: Generates a 256-bit ECDSA key pair by using the secp256r1 curve. 


Modified command: scp 


Old syntax 


In non-FIPS mode: 


scp server [ port-number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { dsa | 


rsa } | prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac 


{ md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } 


| prefer-stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | 


sha1-96 }] * [ publickey keyname | source { interface interface-type interface-number | ip ip-address } ] 


* 
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In FIPS mode: 


scp server [ port-number ] { put | get } source-file-name [ destination-file-name ] [ identity-key rsa | 


prefer-compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | 


prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-


96 } ] * [ publickey keyname | source { interface interface-type interface-number | ip ip-address } ] * 


New syntax 


In non-FIPS mode: 


scp server [ port-number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { dsa | 


ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-


ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-


group14 } | prefer-stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 


| sha1 | sha1-96 }] * [ publickey keyname | source { interface interface-type interface-number | ip ip-


address } ] * 


In FIPS mode: 


scp server [ port-number ] { put | get } source-file-name [ destination-file-name ] [ identity-key { ecdsa 


| rsa } | prefer-compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | 


sha1-96 } | prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 


| sha1-96 } ] * [ publickey keyname | source { interface interface-type interface-number | ip ip-


address } ] * 


Views 


User view 


Change description 


The ecdsa keyword was added. 


Modified command: scp ipv6 


Old syntax 


In non-FIPS mode: 


scp ipv6 server [ port-number ] [ -i interface-type interface-number ] { put | get } source-file-name 


[ destination-file-name ] [ identity-key { dsa | rsa } | prefer-compress zlib | prefer-ctos-cipher { 3des 


| aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-


group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | aes256 | des } | 


prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ publickey keyname | source { interface 


interface-type interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 


scp ipv6 server [ port-number ] [ -i interface-type interface-number ] { put | get } source-file-name 


[ destination-file-name ] [ identity-key rsa | prefer-compress zlib | prefer-ctos-cipher { aes128 | aes256 } 


| prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } 


| prefer-stoc-hmac { sha1 | sha1-96 } ] * [ publickey keyname | source { interface interface-type 


interface-number | ipv6 ipv6-address } ] * 


New syntax 


scp ipv6 server [ port-number ] [ -i interface-type interface-number ] { put | get } source-file-name 


[ destination-file-name ] [ identity-key { dsa | ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher 


{ 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | prefer-
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kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | aes256 


| des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ publickey keyname | source 


{ interface interface-type interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 


scp ipv6 server [ port-number ] [ -i interface-type interface-number ] { put | get } source-file-name 


[ destination-file-name ] [ identity-key { ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher 


{ aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-


cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ publickey keyname | source 


{ interface interface-type interface-number | ipv6 ipv6-address } ] * 


Views 


User view 


Change description 


The ecdsa keyword was added. 


Modified command: sftp 


Old syntax 


In non-FIPS mode: 


sftp server [ port-number ] [ identity-key { dsa | rsa } | prefer-compress zlib | prefer-ctos-cipher { 3des 


| aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-


group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | aes256 | des } | 


prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ dscp dscp-value | publickey keyname | 


source { interface interface-type interface-number s | ip ip-addres} ] * 


In FIPS mode: 


sftp server [ port-number ] [ identity-key rsa | prefer-compress zlib | prefer-ctos-cipher { aes128 | 


aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-cipher { aes128 


| aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ publickey keyname | source { interface interface-


type interface-number s | ip ip-addres} ] * 


New syntax 


In non-FIPS mode: 


sftp server [ port-number ] [ identity-key { dsa | ecdsa | rsa } | prefer-compress zlib | prefer-ctos-


cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | 


prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | 


aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ dscp dscp-value | publickey 


keyname | source { interface interface-type interface-number s | ip ip-addres} ] * 


In FIPS mode: 


sftp server [ port-number ] [ identity-key { ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher 


{ aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-


cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ publickey keyname | source 


{ interface interface-type interface-number s | ip ip-addres} ] * 


Views 


User view 
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Change description 


The ecdsa keyword was added. 


Modified command: sftp ipv6 


Old syntax 


In non-FIPS mode: 


sftp ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { dsa | rsa } | prefer-


compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-


96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-stoc-


cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * 


[ dscp dscp-value | publickey keyname | source { interface interface-type interface-number | ipv6 ipv6-


addres} ] * 


In FIPS mode: 


sftp ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key rsa | prefer-compress 


zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-


group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ publickey 


keyname | source { interface interface-type interface-number | ipv6 ipv6-addres} ] * 


New syntax 


In non-FIPS mode: 


sftp ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { dsa | ecdsa | rsa } 


| prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 


| md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-


stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] 


* [ dscp dscp-value | publickey keyname | source { interface interface-type interface-number | ipv6 


ipv6-addres} ] * 


In FIPS mode: 


sftp ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { ecdsa | rsa } | 


prefer-compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | 


prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-


96 } ] * [ publickey keyname | source { interface interface-type interface-number | ipv6 ipv6-addres} ] 


* 


Views 


User view 


Change description 


The ecdsa keyword was added. 


Modified command: ssh2 


Old syntax 


In non-FIPS mode: 


ssh2 server [ port-number ] [ identity-key { dsa | rsa } | prefer-compress zlib | prefer-ctos-cipher { 3des 


| aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | prefer-kex { dh-


group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | aes256 | des } | 
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prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ dscp dscp-value | escape character | 


publickey keyname | source { interface interface-type interface-number | ip ip-address } ] * 


In FIPS mode: 


ssh2 server [ port-number ] [ identity-key rsa | prefer-compress zlib | prefer-ctos-cipher { aes128 | 


aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-cipher { aes128 


| aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ escape character | publickey keyname | source 


{ interface interface-type interface-number | ip ip-address } ] * 


New syntax 


In non-FIPS mode: 


ssh2 server [ port-number ] [ identity-key { dsa | ecdsa | rsa } | prefer-compress zlib | prefer-ctos-


cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 | md5-96 | sha1 | sha1-96 } | 


prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-stoc-cipher { 3des | aes128 | 


aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 } ] * [ dscp dscp-value | escape 


character | publickey keyname | source { interface interface-type interface-number | ip ip-address } ] 


* 


In FIPS mode: 


ssh2 server [ port-number ] [ identity-key { ecdsa | rsa } | prefer-compress zlib | prefer-ctos-cipher 


{ aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-kex dh-group14 | prefer-stoc-


cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * [ escape character | publickey 


keyname | source { interface interface-type interface-number | ip ip-address } ] * 


Views 


User view 


Change description 


The ecdsa keyword was added. 


Modified command: ssh2 ipv6 


Old syntax 


In non-FIPS mode: 


ssh2 ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { dsa | rsa } | 


prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 


| md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-


stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 }] 


* [ dscp dscp-value | escape character | publickey keyname | source { interface interface-type 


interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 


ssh2 ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key rsa | prefer-


compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | prefer-


kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] * 


[ escape character | publickey keyname | source { interface interface-type interface-number | ipv6 


ipv6-address } ] * 


New syntax 


In non-FIPS mode: 
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ssh2 ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { dsa | ecdsa | rsa } 


| prefer-compress zlib | prefer-ctos-cipher { 3des | aes128 | aes256 | des } | prefer-ctos-hmac { md5 


| md5-96 | sha1 | sha1-96 } | prefer-kex { dh-group-exchange | dh-group1 | dh-group14 } | prefer-


stoc-cipher { 3des | aes128 | aes256 | des } | prefer-stoc-hmac { md5 | md5-96 | sha1 | sha1-96 }] 


* [ dscp dscp-value | escape character | publickey keyname | source { interface interface-type 


interface-number | ipv6 ipv6-address } ] * 


In FIPS mode: 


ssh2 ipv6 server [ port-number ] [ -i interface-type interface-number ] [ identity-key { ecdsa | rsa } | 


prefer-compress zlib | prefer-ctos-cipher { aes128 | aes256 } | prefer-ctos-hmac { sha1 | sha1-96 } | 


prefer-kex dh-group14 | prefer-stoc-cipher { aes128 | aes256 } | prefer-stoc-hmac { sha1 | sha1-96 } ] 


* [ escape character | publickey keyname | source { interface interface-type interface-number | ipv6 


ipv6-address } ] * 


Views 


User view 


Change description 


The ecdsa keyword was added. 


Modified feature: Cryptographic algorithm self-test 


Feature change description 


Before modification: Cryptographic algorithm self-test runs only on FIPS devices. It includes power-up 


self-test, conditional self-test, and manually triggered self-test. 


After modification: 


 In FIPS mode, pairwise conditional test (PWCT) was added for power-up self-test and manually 


triggered self-test. 


 In non-FIPS mode, the device supports cryptographic algorithm self-test when it starts up. 


Command changes 


Modified command: fips self-test 


Syntax 


fips self-test 


Views 


System view 


Change description 


After modification, PWCT was added for power-up self-test and manually triggered self-test. 


Examples 


# Manually trigger cryptographic algorithm self-tests. 


<Sysname> system-view 


[Sysname] fips self-test 


Cryptographic Algorithms Tests are running ... 
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Slot 1: 


Starting Known-Answer tests in the user space. 


Known-answer test for SHA1 passed. 


Known-answer test for SHA224 passed. 


Known-answer test for SHA256 passed. 


Known-answer test for SHA384 passed. 


Known-answer test for SHA512 passed. 


Known-answer test for HMAC-SHA1 passed. 


Known-answer test for HMAC-SHA224 passed. 


Known-answer test for HMAC-SHA256 passed. 


Known-answer test for HMAC-SHA384 passed. 


Known-answer test for HMAC-SHA512 passed. 


Known-answer test for AES passed. 


Known-answer test for RSA(signature/verification) passed. 


Pairwise conditional test for RSA(signature/verification) passed. 


Pairwise conditional test for RSA(encrypt/decrypt) passed. 


Pairwise conditional test for DSA(signature/verification) passed. 


Pairwise conditional test for ECDSA(signature/verification) passed. 


Known-answer test for DRBG passed. 


Known-Answer tests in the user space passed. 


Starting Known-Answer tests in the kernel. 


Known-answer test for AES passed. 


Known-answer test for SHA1 passed. 


Known-answer test for HMAC-SHA1 passed. 


Known-Answer tests in the kernel passed. 


Modified feature: Setting the Overload bit of LSPs and the 


lifetime of the set Overload bit 


Feature change description 


The set-overload keyword was changed to the set overload keyword. 


Command changes 


Modified command: set overload 


Old syntax 


set-overload [ timeout ] 


New syntax 


set overload [ timeout ] 


Views 


TRILL view 
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Change description 


The set-overload keyword was changed to the set overload keyword. 


Modified feature: Enabling TRILL multicast ECMP 


Feature change description 


The p2p-ignore keyword was added to the multicast-ecmp enable command. This keyword allows only 


one of the equal-cost routes between the DRB and its neighbor to forward multicast traffic in the following 


conditions: 


 The DRB has only one neighbor on a broadcast network. 


 The pseudonode bypass feature is enabled on the DRB. 


For multicast traffic to be forwarded correctly, make sure the status of TRILL multicast ECMP is the same 


across the TRILL network. 


Command changes 


Modified command: multicast-ecmp enable 


Old syntax 


multicast-ecmp enable 


New syntax 


multicast-ecmp enable [ p2p-ignore ] 


Views 


TRILL view 


Change description 


The p2p-ignore keyword was added. 


p2p-ignore: Uses one of the equal-cost routes between the DRB and its neighbor to forward multicast 


traffic when the pseudonode bypass feature is enabled on the DRB. If you do not specify this keyword, 


all the equal-cost routes are used to share traffic. To communicate with a third-party device, you can 


specify this keyword as required. 


Modified feature: Command output from the display mad 


verbose command 


Feature change description 


This release has the following changes to the display mad verbose command output: 


 The IRF fabric status field name was changed from Current MAD status to Multi-active recovery 


state. The values for the field were also changed. 


 The following information was added to the command output: 


 LACP MAD operating status on the LACP MAD-enabled aggregate interface. 
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 Member ports of the LACP MAD-enabled aggregate interface and the LACP MAD operating 


status on each member port. 
 


 IMPORTANT: 


The MAD operating status indicates whether a port or interface has MAD capability, but it cannot 


reflect whether an IRF fabric has split. 
 


For more information about these changes, see Table 50. 


Command changes 


Modified command: display mad 


Syntax 


display mad [ verbose ] 


Views 


Any view 


Change description 


Before modification: The display mad verbose command does not display LACP MAD operating status 


information. The IRF fabric status field name is Current MAD status. The following is sample output: 


<Sysname> display mad verbose 


Current MAD status: Detect 


Excluded ports(configurable): 


Excluded ports(can not be configured): 


  Ten-GigabitEthernet1/0/25 


  Ten-GigabitEthernet1/0/26 


  Ten-GigabitEthernet2/0/27 


  Ten-GigabitEthernet2/0/28 


MAD ARP enabled interface: 


  Vlan-interface3 


MAD ND enabled interface: 


  Vlan-interface3 


MAD LACP disabled. 


Table 49 Command output 


Field Description 


Current MAD status 


MAD status: 


 Detect—The IRF fabric is integrated.  


 Recovery—The IRF fabric is in Recovery state. When MAD detects that an 


IRF fabric has split into multiple IRF fabrics, it allows one fabric to forward 


traffic. All the other IRF fabrics are set to the Recovery state. In Recovery 


state, MAD shuts down all physical ports in the fabric except for the IRF 


physical interfaces and ports configured to not shut down. 


 Detect to Recovery—State of the IRF fabric is changing from Detect to 


Recovery, for example, as the result of an IRF split.  


 Recovery to Detect—State of the IRF fabric is changing from Recovery to 


Detect.  
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Field Description 


Excluded 


ports(configurable) 


Ports manually configured to not shut down when the IRF fabric transitions to 


the Recovery state.  


Excluded ports(can not be 


configured) 


Ports by default set to not shut down when the IRF fabric transitions to the 


Recovery state.  


 


After modification: The LACP MAD operating status information is added to the display mad verbose 


command output. The IRF status field name is Multi-active recovery state. The following is sample output: 


<Sysname> display mad verbose 


Multi-active recovery state: No 


Excluded ports(user-configured): 


  Vlan-interface999 


Excluded ports(system-configured): 


  Ten-GigabitEthernet1/0/25 


  Ten-GigabitEthernet1/0/26 


  Ten-GigabitEthernet2/0/27 


  Ten-GigabitEthernet2/0/28 


MAD ARP enabled interface: 


  Vlan-interface2 


MAD ND enabled interface: 


  Vlan-interface2 


MAD LACP enabled interface: Bridge-Aggregation 1 


  MAD status                 : Normal 


  Member ID       Port                           MAD status 


  1               Ten-GigabitEthernet1/0/1       Normal 


  2               Ten-GigabitEthernet2/0/1       Normal 


Table 50 Command output 


Field Description 


Multi-active recovery state 


Whether the IRF fabric is in Recovery state: 


 Yes—The IRF fabric is in Recovery state. When MAD detects 


that an IRF fabric has split into multiple IRF fabrics, it allows 


one fabric to forward traffic. All the other IRF fabrics are set to 


the Recovery state. In Recovery state, MAD shuts down all 


physical ports in the fabric except for the IRF physical interfaces 


and ports configured to not shut down. 


 No—The IRF fabric is not in Recovery state. The fabric is active 


and can forward traffic. 


Excluded ports (user-configurable) 
Ports manually configured to not shut down when the IRF fabric 


changes to the Recovery state. 


Excluded ports (system-configured) 
Ports set by default to not shut down when the IRF fabric changes 


to the Recovery state. These ports are not user configurable. 


MAD status 


MAD operating status: 


 Normal—The MAD mechanism is operating correctly. 


 Faulty—The MAD mechanism is not operating correctly. You 


must check the interface or port for connectivity or 


configuration problems (for example, you can check whether 


all member devices have member ports used for LACP MAD). 
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Field Description 


Member ID IRF member ID of the local device. 


Port Member ports of the aggregate interface used for LACP MAD. 


 


Removed feature: IP virtual fragment reassembly 


Feature change description 


This feature was removed in this release. 


Command changes 


Removed command: ip virtual-reassembly 


Syntax 


ip virtual-reassembly [ drop-fragments | max-fragments number | max-reassemblies number | 


timeout seconds ] * 


undo ip virtual-reassembly 


Views 


VLAN interface view 


Removed feature: Displaying IP virtual fragment reassembly 


information for an interface 


Feature change description 


This release does not support displaying information about IP virtual fragment reassembly for an 


interface. 


Removed commands 


display ip virtual-reassembly 


Syntax 


display ip virtual-reassembly [ interface interface-type interface-number ] 


View 


Any view 
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About software feature changes 


This document introduces the modification of software features on  


 HP 5700-CMW710-R2416 from HP 5700-CMW710-R2311P05. 


 Releases that follow HP 5700-CMW710-R2416. 


For information about the software feature changes between releases before HP 5700-CMW710-R2416, 


see Software Feature Changes for the target release. 
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This document describes the features, restrictions and guidelines, open problems, and workarounds for 


version 5700-CMW710-R2416. Before you use this version in a live network, back up the configuration 


and test the version to avoid software upgrade affecting your live network.  


Use this document in conjunction with HP 5700-CMW710-R2416 Release Notes (Software Feature 


Changes) and the documents listed in "Related documentation." 


Important Information 


If the switch running this software is used in a network that implements Spanning Tree, HP recommends 


applying the Hot-Patch R2416H01.  If this Hot-Patch is not implemented, and Spanning Tree is disabled 


on any port, BPDU packets will not be forwarded transparently by the switch.  Dropped BPDUs could 


disrupt Spanning Tree processing on other devices. 


This Hot-Patch is included in the download package with this software which is available for download 


from the My Networking web site: 


https://h10145.www1.hp.com/downloads/ProductsList.aspx?lang=&cc=&prodSeriesId= 


Version information 


Version number 


HP Comware Software, Version 7.1.045, Release 2416 


Note: You can see the version number with the command display version in any view. Please see Note①. 


Version history 


Table 1 Version history 


Version number Last version Release Date 
Release 
type 


Remarks 


5700-CMW710-


R2416 


5700-CMW710-


R2311P05 
2015-1-21 


Release 


version 


For more information about the 


feature change, see HP 5700-


CMW710-R2416 Release Notes 


(Software Feature Changes).  


Fixed bugs. 



https://h10145.www1.hp.com/downloads/ProductsList.aspx?lang=&cc=&prodSeriesId





Version number Last version Release Date 
Release 
type 


Remarks 


5700-CMW710-


R2311P05 


5700-CMW710-


R2311P04 
2014-12-29 


Release 


version 


Added features: 


 Applicable scope of packet 


filtering on a VLAN interface 


 Disabling SSL 3.0 


 Support of OpenFlow for 


reserved ports of the In Port 


type 


 Support of OpenFlow for 


groups of the Indirect type 


Modified features: 


 Executing Comware 


commands in Tcl configuration 


view 


 Displaying queue-based 


outgoing traffic statistics for 


interfaces 


Fixed bugs. 


5700-CMW710-


R2311P04 


5700-CMW710-


R2311P03 
2014-11-11 


Release 


version 


Added features: 


 Per-flow load sharing 


algorithm configuration for 


Ethernet link aggregation 


 Local-first load sharing 


 Queue aging time 


 Packet rate-limiting for the 


table-miss flow entry 


Modified features: 


 Displaying queue-based 


outgoing traffic statistics 


 Per-flow load sharing 


Fixed bugs. 







Version number Last version Release Date 
Release 
type 


Remarks 


5700-CMW710-


R2311P03 


5700-CMW710-


R2311P02 
2014-9-15 


Release 


version 


Added features: 


 DHCPv6 client DUID 


 Configuration differences 


display between configuration 


files 


 ARP blackhole route probe 


settings 


 Interval for sending periodical 


notifications 


Modified features: 


 Including time zone 


information in the timestamp 


of system information sent to a 


log host 


 HTTPS service association with 


a certificate attribute-based 


access control policy 


 HTTPS service association with 


an SSL server policy 


 TRILL Hello interval and Hello 


multiplier 


Fixed bugs. 


5700-CMW710-


R2311P02 


5700-CMW710-


R2311P01 
2014-8-9 


Release 


version 


Added features: 


 Remote flow mirroring 


Modified features: 


 Per-flow load sharing 


 Enhanced CC authentication 


Fixed bugs. 


5700-CMW710-


R2311P01 


5700-CMW710-


R2311 
2014-7-16 


Release 


version 


Added features: 


 TCP fragment attack protection 


 DHCPv6 client 


 Static IPv6 prefix configuration 


 IPv6 prefix information display 


Deleted features: 


 Clearing outgoing queue-


based traffic statistics 


Fixed bugs. 


5700-CMW710-


R2311 


5700-CMW710-


R2310 
2014-6-25 


Release 


version 


Added features: 


 CWMP 


 NETCONF over SSH 


Modified features: 


 Generating SSH key pairs 


Fixed bugs. 


5700-CMW710-


R2310 
First release 2014-5-23 


Release 


version 
None 







 


Hardware and software compatibility matrix 


Table 2 Hardware and software compatibility matrix 


Item Specifications 


Product family 5700 Series 


Hardware platform 


HP 5700-40XG-2QSFP+/HP 5700-40XG-2QSFP+ TAA 


HP 5700-32XGT-8XG-2QSFP+/HP 5700-32XGT-8XG-2QSFP+ TAA  


HP 5700-48G-4XG-2QSFP+/HP 5700-48G-4XG-2QSFP+ TAA 


Minimum memory requirements 2 GB 


Minimum Flash requirements 512 M 


Boot ROM version 
Version 132 or higher (Note: Use the display version command in any 


view to view the version information. Please see Note②) 


Host software 5700-CMW710-R2416.ipe 


iMC version 


iMC BIMS 7.1 (E0301) 


iMC EAD 7.1 (E0301) 


iMC TAM 7.1 (E0302) 


iMC UAM 7.1 (E0302) 


iMC NTA 7.1 (E0301) 


iMC PLAT 7.1 (E0302) 


iMC QoSM 7.1 (E0301) 


iMC RAM 7.1 (E0301) 


iMC SDNM 7.1 (E0301) 


iMC SHM 7.1 (E0301) 


iMC UBA 7.1 (E0301) 


iMC VCM 7.1 (E0301) 


iMC VFM 7.1 (E0301) 


iNode version iNode PC 7.1 (E0302) 


Web version None 


Remarks None 


 


Display the system software and Boot ROM versions of 5700:  


<HP> display version                                                             


HP Comware Software, Version 7.1.045, Release 2416           ------- Note                        


Copyright (c) 2010-2014 Hewlett-Packard Development Company, L.P.                


HP 5700-40XG-2QSFP+ Switch uptime is 0 weeks, 0 days, 0 hours, 13 minutes      


Last reboot reason : User reboot                                                 


                                                                                 


Boot image: flash:/5700-cmw710-boot-r2416.bin                                 


Boot image version: 7.1.045P21, Release 2416                                  


  Compiled Aug 09 2014 15:07:40                                                  







System image: flash:/5700-cmw710-system-r2416.bin                             


System image version: 7.1.045, Release 2416                                   


  Compiled Aug 09 2014 15:07:50                                                  


                                                                                                           


Slot 1  


HP 5700-40XG-2QSFP+ with 2 Processors  


Last reboot reason : User reboot  


2048M bytes SDRAM  


4M bytes Nor Flash Memory  


512M bytes Nand Flash Memory  


Config Register points to Nand Flash  


                                                                                 


Hardware Version is Ver.B  


CPLDA Version is 002, CPLDB Version is 002  


BootRom Version is 132                                     ------ Note 


[SubSlot 0] 40SFP Plus+2QSFP Plus Hardware Version is Ver.B  


    


ISSU compatibility list 


Table 3 ISSU compatibility list 


Current version Earlier version Compatibility 


5700-CMW710-R2416 None  


Upgrading restrictions and guidelines 


 FCoE traffic is interrupted during an ISSU (ISSU reboot) from R2310 to R2311. 


 HP recommends not downgrading the software to an earlier version after upgrading the 


software to R2311P04 on the HP 5700-32XGT-8XG-2QSFP+/HP 5700-32XGT-8XG-2QSFP+ TAA 


switch. After the software is upgraded to R2311P04 on an S6300-42QT switch, the system 


prompts you to upgrade the CPLD. If you enter Y or do not perform any operation, the CPLD is 


automatically upgrade to version 003/003 and then the switch reboots to complete the 


upgrade. If the software on the switch is then downgraded to R2311, R2311P01, R2311P02, or 


R2311P03, the system still prompts you to upgrade the CPLD. If you enter Y or do not perform 


any operation, the CPLD is upgraded and the switch reboots. After the reboot, the system still 


prompts you to upgrade the CPLD. If you enter Y or do not perform any operation for these 


prompts, the switch is repeatedly reboot.  


 Use the boot-loader command or the BootRom menu to upgrade the software from 23XX to 


24XX, rather than using the issu command.  







Hardware feature updates 


5700-CMW710-R2416 


None. 


5700-CMW710-R2311P05 


None. 


5700-CMW710-R2311P04 


Added support for the HPSR300-A power module. 


5700-CMW710-R2311P03 


None. 


5700-CMW710-R2311P02 


None. 


5700-CMW710-R2311P01 


None. 


5700-CMW710-R2311 


Added support for the following modules: 


 HP X180 10G SFP+ LC LH 80km 1538.19nm DWDM Transceiver. 


 HP X180 10G SFP+ LC LH 80km 1537.40nm DWDM Transceiver. 


5700-CMW710-R2310 


First release. 
 







Software feature and command updates 


For more information about the software feature and command update history, see HP 5700-CMW710-


R2416 Release Notes (Software Feature Changes).  


MIB Updates 


Table 4 MIB updates 


Item MIB file Module Description 


5700-CMW710-R2416 


New 


hh3c-multicast-snooping.mib 


 


hh3c-splat-igsp.mib 


 


hh3c-stack.mib 


HH3C-MULTICAST-


SNOOPING-MIB 


 


HH3C-LswIGSP-MIB 


 


HH3C-STACK-MIB 


Added HH3C-MULTICAST-


SNOOPING-MIB  


Added 


hh3cLswIgmpsnoopingMibO


bject 


Added hh3cStackDomainId 


Modified None None None 


5700-CMW710-R2311P05 


New None None None 


Modified None None None 


5700-CMW710-R2311P04 


New hh3c-stack.mib HH3C-STACK-MIB Added hh3cStackDomainId 


Modified None None None 


5700-CMW710-R2311P03 


New None None None 


Modified None None None 


5700-CMW710-R2311P02 


New None None None 


Modified None None None 


5700-CMW710-R2311P01 


New None None None 


Modified None None None 


5700-CMW710-R2311 


New None None None 


Modified hh3c-lsw-dev-adm.mib HH3C-LSW-DEV-ADM-MIB 
For detailed information, see 


< Comware V7 


S6300&5700 MIB 







Item MIB file Module Description 


Companion(R2311).docx> 


5700-CMW710-R2310 


New First release First release First release 


Modified First release First release First release 


 


Operation Changes 


Operation changes in R2416 


 Change to the maximum number of Layer 3 aggregate subinterfaces on a Layer 3 aggregate 


interface 


Before modification, a Layer 3 aggregate interface can have up to 500 Layer 3 aggregate 


subinterfaces.  


After modification, a Layer 3 aggregate interface can have up to 50 Layer 3 aggregate 


subinterfaces.  


 Change to the forwarding for packets with the destination MAC address 0180-c200-000e by 


default 


Before modification, packets with the destination MAC address 0180-c200-000e and the 


protocol type 0x88cc are not forwarded by default. 


After modification, packets with the destination MAC address 0180-c200-000e are not 


forwarded by default, regardless of the protocol type. 


Operation changes in R2311P05 


 Clearing the useless fields of zone merge packets 


Before modification, some reserved fields of zone merge packets are set to random values 


rather than cleared. These fields are useful in later versions. As a result, zone merge might fail 


during interoperation with later versions.  


After modification, the reserved fields in zone merge packets are cleared to ensure 


interoperation with later versions.  


 Change to using the DHCPv6 client to obtain IPv6 addresses 


Before modification, route prefixes cannot be obtained through RA messages.  


After modification, route prefixes can be obtained through RA messages.  


 Enhanced the feature of establishing neighbor ship through LLDP 







Before modification, LLDP cannot establish neighbor ship when both PSE and PD features are 


set in the TLVs sent by the neighbor.  


After modification, LLDP can establish neighbor ship when both PSE and PD features are set in 


the TLVs sent by the neighbor. 


 Support of the OpenFlow apply action for issuing groups 


Before modification, the OpenFlow apply action does not support issuing groups.  


After modification, the OpenFlow apply action supports issuing groups.  


 Support of OpenFlow for adding and deleting flow entries with invalid buffer IDs 


Before modification, when OpenFlow issues or deletes a flow entry, it checks the buffer ID 


carried in the packet. If the buffer ID does not exist, OpenFlow does not add or delete the flow 


entry, and it returns an error code.  


After modification, when OpenFlow issues or deletes a flow entry, it checks the buffer ID carried 


in the packet. If the buffer ID does not exist, OpenFlow continues to add or delete the flow 


entry, and it prints a trace message.  


Operation changes in R2311P04 


 Collecting statistics about packets that do not match flow entries in an OpenFlow network 


Before modification, the number of replies to aggregate statistic multi-part requests does not 


contain the number of packets that do not match flow entries.  


After modification, the number of replies to aggregate statistic multi-part requests contains the 


number of packets that do not match flow entries. 


 Collecting port statistics at a nanosecond-level interval in an OpenFlow network 


Before modification, OpenFlow does not support collecting reply statistics for a port at a 


nanosecond-level interval. 


After modification, OpenFlow supports collecting reply statistics for a port at a nanosecond-


level interval. 


 Cancelling responding to OpenFlow multipart reply messages with blank messages 


Before modification, the system responds to a multipart reply message with two messages. The 


second message is blank, which indicates that the message ends.  


After modification, the system does not respond to a multipart reply message with a blank 


message.  


 Change to the response to the pop VLAN action in an OpenFlow network 


Before modification, when a pop VLAN action is executed for packets that match flow entries 


and do not have VLAN tags, the switch returns an OFPET_BAD_ACTION 


OFPBAC_MATCH_INCONSISTENT error message.  


After modification, when a pop VLAN action is executed for packets that match flow entries 


and do not have VLAN tags, the switch returns an OFPBAC_BAD_TYPE message.  







 Returning error codes when the switch receives unsupported configuration sets in an OpenFlow 


network 


Before modification, when the switch receives unsupported configuration sets in an OpenFlow 


network, the switch ignores them and does not return error codes to the controller.  


After modification, when the switch receives unsupported configuration sets in an OpenFlow 


network, the switch returns error codes to the controller.  


 Change to the processing when the packet out action is modified into the normal action in an 


OpenFlow network 


Before modification, when the packet out action is modified into the normal action, Layer 2 


packets whose destination MAC address is not the MAC address of a local VLAN interface and 


Layer 2 packets that do not match MAC address entries are dropped.  


After modification, when the packet out action is modified into the normal action, Layer 2 


packets whose destination MAC address is not the MAC address of a local VLAN interface and 


Layer 2 packets that do not match MAC address entries are broadcast. 


 Change to the output for the startup self test on a switch in non-FIPS mode 


Before modification, when the switch operates in non-FIPS mode, the following output appears 


for the startup self test: 


Cryptographic Algorithms Tests are running ...                                   


Slot 1:                                                                          


Starting Known-Answer tests in the user space.                                   


Known-answer test for SHA1 passed.                                               


Known-answer test for SHA224 passed.                                             


Known-answer test for SHA256 passed.                                             


Known-answer test for SHA384 passed.                                             


Known-answer test for SHA512 passed.                                             


Known-answer test for HMAC-SHA1 passed.                                          


Known-answer test for HMAC-SHA224 passed.                                        


Known-answer test for HMAC-SHA256 passed.                                        


Known-answer test for HMAC-SHA384 passed.                                        


Known-answer test for HMAC-SHA512 passed.                                        


Known-answer test for AES passed.                                                


Known-answer test for RSA(signature/verification) passed.                        


Pairwise conditional test for RSA(signature/verification) passed.                


Pairwise conditional test for RSA(encrypt/decrypt) passed.                       


Pairwise conditional test for DSA(signature/verification) passed.                


Pairwise conditional test for ECDSA(signature/verification) passed.              


Known-answer test for DRBG passed.                                               


Known-Answer tests in the user space passed.                                     


Starting Known-Answer tests in the kernel.                                       


Known-answer test for AES passed.                                                


Known-answer test for SHA1 passed.                                               


Known-answer test for HMAC-SHA1 passed.                                          


Known-Answer tests in the kernel passed.                                         


Cryptographic Algorithms Tests passed. 







After modification, when the switch operates in non-FIPS mode, the following output appears for 


the startup self test: 


Cryptographic algorithms tests passed. 


 Change to the random number algorithm 


Before modification, the randomness of random numbers generated by the random number 


algorithm is low.  


After modification,  the randomness of random numbers generated by the random number 


algorithm is high. 


 Change to the prompt message if the underlayer resources are insufficient when the ip verify 


source command is used 


Before modification, when the underlayer resources are insufficient, no message appears, a 


user can obtain an IP address, but the user cannot access the network.  


After modification, the following message appears when the underlayer resources are 


insufficient.  


Failed to add an IP source guard binding (IP 1.1.1.1, MAC 0001-0001-0001, and VLAN 


65535) on interface Vlan-interface1. Feature not supported. 


 Change to the maximum number of characters allowed in the system prompt 


Before modification, the system prompt can contain up to 127 characters, and the exceeding 


characters are truncated.  


After modification, the system prompt can contain up to 360 characters.  


 A domain ID cannot contain letters 


Before modification, when the domain ID is configured as 123abc in the configuration file and 


the switch starts up with the configuration file, the domain ID is automatically parsed into 123. 


A domain ID cannot be configured as 123abc at the CLI.  


After modification, when a domain ID contains letters, it cannot be issued either in a 


configuration file or at the CLI. A domain ID must meet the following requirements: 


 A domain ID supports 0 and positive decimal integers, and does not support negative 


numbers.  


 A domain ID can start with multiple zeros, for example, 000123568. 


 The domain ID configuration command supports multiple spaces, for example, irf      


domain  333 


 The domain ID configuration command supports adding a plus sign before the domain ID, 


for example, irf domain  +333 


 A domain ID can be up to 4294967295. When you configure the irf domain 4294967296 


command, the configuration fails and the domain ID will be set to the default value (0).  


 Change to the output from the display openflow instance command  


Before modification, the output does not contain a colon after the Classification field, as follows: 


Classification VLAN, total VLANs(1) 


After modification, the output contains a colon after the Classification field, as follows: 







Classification: VLAN, total VLANs(1). 


Operation changes in R2311P03 


 Added the bcm slot-number 0 show/c command to show MAC chip statistics in the output from 


the display diagnostic-information command.  


Operation changes in R2311P02 


 Change to management user login information:  


Before modification, the system does not record login failure times for management users.   


After modification, the system, if enabled with password control, displays the last login time, 


and the number of login failure times between the last login and this login for a management 


user that logs into the system. 


 Change to user authentication and login information:  


Before modification, the system does not record information about authentication success, 


authentication failure, login, and logout for users.   


After modification, the system records information about authentication success, authentication 


failure, login, and logout for users. 


 Change to FIPS log information:  


Before modification, if the old password entered for password modification is incorrect, the 


switch in FIP mode prompts a message but does not record the message.   


After modification, if the old password entered for password modification is incorrect, the 


switch in FIP mode prompts a message and records the message. 


 Change to MAC learning for LLDP:  


Before modification, the switch learns the source MAC addresses of LLDP packets.    


After modification, the switch does not learn the source MAC addresses of LLDP packets. 


Operation changes in R2311P01 


 Change to SSH login banner information:  


Before modification, the SSH login banner information is displayed in the sequence of 


username, password, copyright, legal, motd, login, and shell.   


After modification, the SSH login banner information is displayed in the sequence of username, 


login, password, copyright, legal, motd, and shell. 


 Change to the number of MAC addresses that can be displayed: 


Before modification, MAC addresses from the maximum number of preserved MAC addresses 


plus 1 to the maximum number of preserved MAC addresses plus 41 cannot be displayed. 







Preserved MAC addresses include the bridge MAC address and Layer 3 interfaces' MAC 


addresses. Preserved MAC addresses are from the bridge MAC address to the bridge MAC 


address plus n. The following shows the value of n on different switch models: 


 89 for HP 5700-40XG-2QSFP+/HP 5700-40XG-2QSFP+ TAA/HP 5700-32XGT-8XG-


2QSFP+/HP 5700-32XGT-8XG-2QSFP+ TAA/ HP 5700-48G-4XG-2QSFP+/HP 5700-48G-


4XG-2QSFP+ TAA 


After modification, MAC addresses from the maximum number of preserved MAC addresses 


plus 1 to the maximum number of preserved MAC addresses plus 41 can be displayed. 


Operation changes in R2311 


 Change to the maximum number of IRF physical ports in an IRF port 


Before modification: Up to four physical ports can be bound to an IRF port. 


After modification: Up to eight physical ports can be bound to an IRF port. 


Operation changes in R2310 


First release. 


Restrictions and cautions 


 If more than 7 VSANs are configured on an 5700 switch's VFC interface that connects to HP 


storage device, the 5700 switch cannot establish a connection to HP storage. 


Use one of the following methods to avoid this problem: 


 Change the default VLAN on the FCoE port of HP storage to a VLAN that is permitted by 


the connected port on the 5700 switch. 


 Change the configuration on 5700 switch; configure one VSAN on the VFC interface that 


connects to HP storage device. 


 After the software is upgraded to R2311 from an old version, it cannot be downgraded to that 


old version through ISSU. 


Open problems and workarounds 


LSV7D008033 


 Symptom: An SSH connection cannot be terminated by using the compound key CTRL+C or 


CTRL+K. 







 Condition: This symptom occurs when you use the compound key CTRL+C or CTRL+K to 


terminate a connection to the SSH server. 


 Workaround: None. 


List of resolved problems 


Resolved problems in R2416 


201410160581 


 Symptom: In an OpenFlow network, the switch is repeatedly connected to and disconnected 


from the controller.  


 Condition: This symptom occurs when the following conditions exist: 


 The controller deploys a flow table to the switch.  


 The default action for the table-miss flow entry is changed to send packets to the controller.  


 The flag is set to send_flow_rem for the table-miss flow entry. 


 Workaround: None. 


201410150850 


 Symptom: Two TRILL access switches become AVFs at the same time, and loops occur.  


 Condition: This symptom occurs when a network segment connects to the TRILL network through 


two RBs and the Hello interval is set to 255 seconds. 


 Workaround: Decrease the Hello interval.  


201411280112 


 Symptom: In the output from the display version command, WarmReboot might be displayed for 


the Reboot Cause field, which should be UserReboot. 


 Condition: This symptom occurs when you use the reboot command to reboot the switch and 


then execute the display version command.  


201412090131 


 Symptom: Some ports specified in a group table cannot forward traffic.  


 Condition: This symptom occurs when the following conditions exist: 


 A controller deploys flow tables and group tables.  


 Master/subordinate switchover is performed in an IRF fabric.  


201410230307 


 Symptom: When you delete the specified flow entry, another flow entry is deleted by mistake.  


 Condition: This symptom occurs when the following conditions exist:  







 The controller deploys two flow entries with the same destination MAC address but different 


VNIs.  


 Delete a flow entry specified by its address ID.  


201412300447 


 Symptom: A device cannot be pinged when it is directly connected to an aggregate interface. 


 Condition: This symptom occurs if TRILL is enabled (trill enable) and then disabled (undo trill 


enable) on the aggregate interface. 


201410200547 


 Symptom: In an OpenFlow network, the switch might lose connectivity to the controller. 


 Condition: This symptom might occur if the Layer 3 interface connected to the controller is 


repeatedly shut down and brought up. 


201411280017 


 Symptom: The State field displays Absent in the output from the display device usb command. 


 Condition: This symptom might occur when the following conditions exist: 


 Multiple switches form an IRF fabric. 


 A USB flash drive is inserted into an IRF member switch. 


 The display device usb command is executed after the IRF fabric is rebooted. 


201410230145 


 Symptom: The BFD session stays in down state on a GRE tunnel interface. 


 Condition: This symptom occurs when the following conditions exist: 


 The switch runs OSPF and establishes connections to other devices through the active GRE 


tunnel. 


 BFD is enabled for OSPF on the GRE tunnel interface. 


201411010063 


 Symptom: The Port and protocol VLAN supported field displays No in the output from the display 


lldp local-information interface command. 


 Condition: This symptom occurs if the lldp tlv-enable dot1-tlv protocol-vlan-id command has 


been configured on the specified Layer 2 Ethernet interface. 


201410290156 


 Symptom: The output from the display qos-acl resource command shows that the remaining VFP 


resources are oversized.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Create plenty of Layer 3 Ethernet subinterfaces, so that VFP resources are 100% used.  


b. Create a VLAN instance, and bind it to Layer 3 Ethernet interfaces.  







201411060336 


 Symptom: The CLI is stuck.  


 Condition: This symptom occurs when the following conditions exist: 


 Based on the 10-GE interface numbers starting from 1, each four interfaces are assigned to a 


group. 


 Some interfaces in a group are bound to IRF ports, and the other interfaces in the group are 


assigned to a service loopback group.  


201411050312 


 Symptom: MPLS-TE RSVP tunnels cannot come up correctly.  


 Condition: This symptom occurs after MPLS-TE RSVP Tunnels are established.  


201411100339 


 Symptom: The global BGP timer does not take effect.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Configure the timer for a specific BGP peer and configure the global timer.  


b. Use the undo peer timer command to restore the default timer for the peer.  


c. Execute the reset bgp all command.  


201410210032 


 Symptom: BGP learns routes very slowly.  


 Condition: This symptom occurs after MPLS-TE RSVP tunnels are established.  


201412300431 


 Symptom: An IRF fabric splits. 


 Condition: This symptom occurs if SPBM is disabled when the IRF fabric is receiving traffic from 


the SPBM network. 


201412050332 


 Symptom: The OperMau field displays Speed(0)/Duplex(Unknown) in the local or neighbor LLDP 


information of a 10-GE copper interface. 


 Condition: This symptom occurs if the local or neighbor LLDP information is displayed for the 


interface.  


201411280049 


 Symptom: A 40-G interface cannot be configured to operate in half duplex mode through CLI, 


but it can be configured to operate in half duplex mode through netconf. 


 Condition: This symptom occurs when netconf is used to configure the 40-G interface to operate 


in half duplex mode.  







201410140435 


 Symptom: The zone default-zone permit command configuration might fail to be deployed to 


some VSANs.  


 Condition: This symptom occurs when the following conditions exist: 


 Multiple switches form a network.  


 Reboot all switches in the network.  


201410200148 


 Symptom: After the screen disable command is executed, if the display copyright command is 


executed for multiple Telnet clients at the same time, the remaining CPU decreases and the 


switch reboots.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Start the Telnet server, and connect 20 Telnet clients to the server.  


b. Execute the screen disable command for each client, and then execute the display copyright 


command.  


201411130022 


 Symptom: The switch is in an SPBM network, and untagged frames are not correctly matched on 


an interface. 


 Condition: This symptom occurs if the switch is restarting or the frame match criterion of the 


Ethernet service instance is modified on the interface. 


Resolved problems in R2311P05 


CVE-2014-3567 


 Symptom: CVE-2014-3567. 


 Condition: When an OpenSSL SSL/TLS/DTLS server receives a session ticket the integrity of that 


ticket is first verified. In the event of a session ticket integrity check failing, OpenSSL will fail to 


free memory causing a memory leak. By sending a large number of invalid session tickets an 


attacker could exploit this issue in a Denial of Service attack. 


SSL 3.0 Fallback protection 


 Symptom: SSL 3.0 Fallback protection. 


 Condition: OpenSSL has added support for TLS_FALLBACK_SCSV to allow applications to block 


the ability for a MITM attacker to force a protocol downgrade. Some client applications (such as 


browsers) will reconnect using a downgraded protocol to work around interoperability bugs in 


older servers. This could be exploited by an active man-in-the-middle to downgrade connections 


to SSL 3.0 even if both sides of the connection support higher protocols. SSL 3.0 contains a 


number of weaknesses including POODLE (CVE-2014-3566). 



http://idms.h3c.com/Login?tabUrl=DefectDetail/Default/08236d74-f2f4-41b2-bd31-60c52134642e$tabTitle=201411130022





CVE-2014-3568 


 Symptom: CVE-2014-3568. 


 Condition: When OpenSSL is configured with "no-ssl3" as a build option, servers could accept 


and complete a SSL 3.0 handshake, and clients could be configured to send them. 


 201411040312 


 Symptom: In the output from the display device manuinfo slot slot-number power power-id 


command, the MANU SERIAL NUMBER field is blank.  


 Condition: This symptom occurs when the switch has an LSVM1AC300, LSVM1DC300, or 


LSVM1AC650 power supply installed and the display device manuinfo slot slot-number power 


power-id command is used to display the electronic label information about the power supply.  


201411280162 


 Symptom: The switch cannot respond to a multi reply message, and it is disconnected from the 


controller.  


 Condition: This symptom occurs when the following conditions exist: 


 The controller deploys two flow entries. The table-miss flow entry is not the default (by 


default, a table-miss flow entry drops packets).  


 The controller queries information about flow entries.  


201409030138 


 Symptom: During ISSU upgrade to a compatible version, the switches in an IRF fabric are 


reconnected to controllers.  


 Condition: This symptom occurs when the following conditions exist: 


 The switches form an IRF fabric and are connected to controllers.  


 ISSU upgrade to a compatible version is performed.  


201412090206 


 Symptom: When you Telnet to a switch and view the memory usage for the Telnet process, no 


information is displayed.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Telnet to the switch.  


b. Use the display process memory heap command to view the memory usage for the Telnet 


process.  


201411280348 


 Symptom: After mirroring packets to a CPU is configured, the packets mirrored to the CPU are 


incorrectly encapsulated.  


 Condition: This symptom occurs when the following conditions exist: 


 Configure mirroring packets to a CPU. 


 View the contents of packets mirrored to the CPU.  







201411110152 


 Symptom: LLDP information for a 40-GE interface is incorrectly displayed.  


 Condition: This symptom occurs when the following conditions exist: 


 LLDP is enabled globally and on the 40-GE interface.  


 The display lldp neighbor-information verbose command is used to display the detailed LLDP 


information for the 40-GE interface.  


201410150732 


 Symptom: When Layer 3 traffic passes through a network management interface, the network 


management interface operates incorrectly.  


 Condition: This symptom occurs when the following conditions exist: 


 The network management interface operates at 100 Mbps and at half duplex mode through 


autonegotiation.  


 Incoming packets and outgoing packets appear on the network management interface at the 


same time.  


2014111070472  


 Symptom: When a link-down event occurs to an aggregation group member port, the linkdown 


SNMP traps are not sent as expected.  


 Condition: This symptom occurs when the following conditions exist: 


 The 5900 switches form an IRF fabric. One interface on the master member switch and one 


interface on the subordinate member switch are assigned to Layer 2 aggregate interface 


BAGG1. 


 When the member port XGE 2/0/1 on the master member switch is shut down, the member 


port XGE 1/0/1 on the subordinate member switch does not send linkdown SNMP traps 


carrying ifAdminstatus and IfOperStatus. When the member port XGE 1/0/1 on the 


subordinate member switch is shut down, the linkdown traps can be sent.  


201411130364 


 Symptom: Static routes fail to be issued.  


 Condition: This symptom occurs when the following conditions exist: 


 NETCONF is used to issue static routes.  


 The value of <NexthopVrfIndex></NexthopVrfIndex> is different from the value of 


<DestVrfIndex></DestVrfIndex>. 


201410240289 


 Symptom: Flow mirroring cannot obtain the destination MAC address for an ARP entry, and the 


destination MAC address is displays as all-Fs.  


 Condition: This symptom occurs when the following conditions exist: 







 Configure the destination IP address of remote flow mirroring as a directly-connected IP 


address.  


 Shut down and then bring up the VLAN interface identified by the destination IP address.  


201410150536 


 Symptom: The switch displays errors in logs showing that "The driver does not support rule 


assignment."  


 Condition: This symptom occurs when the following conditions exist: 


 Cross-subnet portal authentication is enabled in an IRF fabric.  


 A user logs in successfully and traffic can be transmitted.  


201410220398 


 Symptom: A special configuration file name causes the configuration file comparison feature to 


fail.  


 Condition: This symptom occurs when a configuration file with a name containing "%s" is 


specified as the startup configuration file.  


201412130015 


 Symptom: In an IRF fabric, the system fails to allocate memory for sending packets on the 


subordinate card.  


 Condition: This symptom occurs when the interfaces on the subordinate card are repeatedly 


brought up and shut down.  


201410140570 


 Symptom: A downlink aggregation group member port of a monitor link group is down.  


 Condition: This symptom occurs when the uplink ports of the monitor link group are shut down.  


201410110066 


 Symptom: The ipv6 dhcp client duid mac command might still exist on a VLAN interface.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Configure the ipv6 dhcp client duid mac command in VLAN interface view.  


b. Delete the VLAN interface.  


c. Create the VLAN interface.  


201411270333 


 Symptom: When the table-miss flow entry is restored to the default, it does not support collecting 


packet statistics.  


 Condition: This symptom occurs when the following conditions exist: 


 The ACL table-miss flow entry configured for the OpenFlow instance is activated.  


 The ACL table-miss entry is deleted manually or aged.  







201411170127 


 Symptom: An aggregation group member port cannot get the LLDP neighbor information.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Shut down the aggregate interface.  


b. Bring up the aggregate interface when the member port is physically up.  


201411280337 


 Symptom: An SSH client fails to log in to the switch.  


 Condition: This symptom occurs when the following conditions exist: 


 The switch acts as the SSH server and is configured with RSA and DSA key pairs.  


 The SSH client uses the RSA public key algorithm.  


201411070457 


 Symptom: The display mac-address command does not display any MAC address entries.  


 Condition: This symptom occurs when private VLAN is configured on the switch and traffic 


arrives at the switch.  


201411060615 


 Symptom: The system displays an error message showing that "The service OFP status failed: 


abnormal exit!" 


 Condition: This symptom occurs when OFP instances are activated in an IRF fabric.  


Resolved problems in R2311P04 


201409090165 


 Symptom: The switch reboots unexpectedly.  


 Condition: This symptom occurs when about 4K DHCP users come online or renew leases.  


201409050316 


 Symptom: The NTP process exits unexpectedly on the switch.  


 Condition: This symptom occurs when the following procedure is performed: 


a. The switch is configured with NTP.  


b. The configuration is saved and then the switch is restarted.  


c. The switch receives private packets in NTP mode 7 after it is started.  


201408220191 


 Symptom: After the switch is patched or the aggregation process is restarted, the member ports 


in Individual state in an aggregation group leave the aggregation group and cannot be 


assigned to the aggregation group.  







 Condition: This symptom occurs when aggregation group member ports in Individual state exist 


on subordinate member switches of an IRF fabric.  


201409260401 


 Symptom: When the actions in an OpenFlow flow entry include sending packets to the controller 


and directing packets to a meter, the packets matching the flow entry cannot be sent to the 


controller.  


 Condition: This symptom occurs when the actions in an OpenFlow flow entry include sending 


packets to the controller and directing packets to a meter. 


201409260353 


 Symptom: The system displays a message showing "The service OFP status failed : 


abnormal exit!".  


 Condition: This symptom occurs when the following conditions exist: 


 OpenFlow deploys a meter associated with the table-miss flow entry and then deletes the 


meter.  


 Traffic to be processed by the table-miss flow entry arrives at the switch.  


201410090209 


 Symptom: A subordinate IRF member switch might reboot twice.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Use 40-G transceiver modules and fibers to connect switches to form an IRF fabric.  


b. Reboot the IRF fabric.  


201409050328 


 Symptom: When a command is used on the peer end to display the neighbor's LLDP 


information, the output shows that the rate and duplex mode of the local interface connected to 


the peer is as follows: 


 The speed is 0.  


 The duplex mode is unknown.  


 Condition: This symptom occurs when the following conditions exist: 


 LLDP is enabled globally and on all ports on the local switch.  


 The local switch is connected to the peer end through 40G QSFP+ transceiver modules of 


the CSR4 type.  


201404140063 


 Symptom: When the display transceiver manuinfo command is used to display electronic label 


information about a transceiver module, the system displays a message showing that "The 


transceiver does not support this function." 


 Condition: This symptom occurs when a DWDM SFP+ transceiver module for which the 


electronic label information has been written is installed.  







201408130322 


 Symptom: After a 40-GE interface is split into four 10-GE breakout interfaces and a QSFP+ 


transceiver module with the code of 0231A2E4 produced by INNOLIGHT is installed in the 40-


GE interface, the interface cannot recognize the transceiver module, and it repeatedly goes up 


and down.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Use the using tengige command to split the 40-GE interface into four 10-GE breakout 


interfaces. 


b. Install a 40-GE QSFP+ transceiver module with the code of 0231A2E4 produced by 


INNOLIGHT in the 40-GE interface.  


201406130208 


 Symptom: The duration_sec value (which indicates the lifetime of a flow entry) in the flow 


removed message that the OpenFlow switch sends to the controller might be one second longer 


than the hard_timeout value set in the flow entry that the controller deploys.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Deploy a flow entry configured with only hard_timeout.  


b. View the duration_sec value in the flow removed message sent to the controller after the 


flow entry times out.  


201409160439 


 Symptom: When the software image is downloaded, chassis appears in the message that 


appears.  


 Condition: This symptom occurs when the IRF software auto-update feature is used to download 


the software image.  


201408260460 


 Symptom: The entPhysicalVendorType value for an LR4 transceiver module obtained in MIB is 


incorrect.  


 Condition: This symptom occurs when the following procedure is performed: 


a. Install an LR4 transceiver module in a port of the switch. 


b. Use the MIB browser tool to read the entPhysicalVendorType value for the port.  


201409010368 


 Symptom: When the switch receives a Hello message of an unknown Hello element type, the 


switch does not ignore the message as defined in the standard, and the switch returns an error 


message.  


 Condition: This symptom occurs when the switch receives a Hello message of an unknown Hello 


element type in an OpenFlow network.  







201311180209 


 Symptom: The memory usage reaches the alarm threshold. The flow entries do not age out when 


traffic does exist in the network.  


 Condition: This symptom occurs when plenty of flow entries configured with idle time are 


deployed.  


201408250565 


 Symptom: The system displays a message showing that "System is busy or this command 


can't be executed because of no such privilege!" 


 Condition: This symptom occurs when you log in to the switch through SSH and issue commands 


in batches.  


201407040500 


 Symptom: The switch reboots unexpectedly or operates abnormally.  


 Condition: This symptom occurs when the following conditions exist:  


 Portal authentication is enabled on interfaces of the switch.  


 Plenty of users access the external network through the switch.  


201408060484 


 Symptom: When two users sharing an account log in after passing Layer 3 portal authentication 


in the Web interface, the user that first logs in is logged out 12 minutes after the login.  


 Condition: This symptom occurs when portal authentication is enabled and the two users are 


configured to use the same account on the IMC authentication server.  


201407250412 


 Symptom: The switch directly returns a hello packet received from a client, and then returns the 


hello packet of the server.  


 Condition: This symptom occurs when NETCONF operations are performed for the switch 


through NETCONF over SSH and the client immediately sends a hello packet after the SSH 


connection is established.  


201408220480   


 Symptom: CVE-2014-3508 


 Condition: A flaw in OBJ_obj2txt may cause pretty printing functions such as 


X509_name_oneline, X509_name_print_ex et al. to leak some information from the stack. 


Applications may be affected if they echo pretty printing output to the attacker. 


201409240323   


 Symptom: Long delay is detected when Vmotion is carried out, and mac-address mac-move fast-


update does not help the problem. 


 Condition: Vmotion is carried out on bridge aggregation. 







 201411040312 


 Symptom: In the output from the display device manuinfo slot slot-number power power-id 


command, the MANU SERIAL NUMBER field is blank.  


 Condition: This symptom occurs when the switch has an JG900A or JG901A power supply 


installed and the display device manuinfo slot slot-number power power-id command is used to 


display the electronic label information about the power supply.  


Resolved problems in R2311P03 


201407210092 


 Symptom: A Telnet or SSH user fails to log in to the switch without any prompt information when 


the upper limit for Telnet or SSH users has been reached.  


 Condition: This symptom can be seen if a Telnet or SSH user logs in to the switch when the 


upper limit for Telnet or SSH users has been reached. 


201406230420     


 Symptom: After an IRF fabric and a controller complete TCP handshake, the controller sends an 


OFP hello packet, but the IRF fabric returns a RST packet, resetting the TCP connection. 


 Condition: This symptom can be seen if the following conditions exist: 


 The controller connects to an IRF subordinate switch. 


 Repeated shutdown and undo shutdown operations are performed on the port that connects 


to the controller.   


201408010271 


 Symptom: The output from the display clock command does not show the local zone time 


although the local time zone has been configured.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Configure the local time zone. 


b. Perform an ISSU reboot.  


201407150514 


 Symptom: When dynamic link aggregation uses LACP to negotiate Selected ports, it is not the 


device with the smallest device ID (containing the system LACP priority and the system MAC 


address) that determines the Selected ports.  


 Condition: This symptom occurs when the following conditions exist:  


 The peer end of an aggregate link contains two devices. One of the two devices has a 


smaller device ID, which means a higher priority.  


 On the local end, the interface connecting to the higher-priority peer device has a greater 


index than the interface connecting to the lower-priority peer device.  







201407040601 


 Symptom: An aggregate interface fails to forward TRILL traffic.  


 Condition: This symptom can be seen if the following conditions exist: 


 Two RBs connected through Layer 2 Ethernet ports establish a neighbor relationship. 


 The ports between the two RBs are added to an aggregation group.  


201408260578 


 Symptom: CRC error packet statistics exist on the local 40GE port or the peer port. 


 Condition: This symptom can be seen if the local 40GE port is installed with a QSFP+ 


transceiver module that supports a maximum transmit distance of 300 meters.    


201407180277 


 Symptom: An IRF fabric on a TRILL network splits. 


 Condition: This symptom can be seen if the following conditions exist: 


 Rapidly enable and disable TRILL on a port. 


 A loop exists on the TRILL network, resulting TRILL loop storm.   


201408140216 


           Symptom: TRILL traffic is interrupted for up to 40 seconds. 


           Condition: This symptom can be seen if the following conditions exist: 


 An RB with the highest DRB priority joins a broadcast network. 


 The new RB has the lowest MAC address among non-DRBs. 


 Two DRBs (the new RB and the original DRB) appoint AVFs for VLANs on the broadcast 


network. 


201408220191 


 Symptom: After the peer ports of aggregation group member ports on an IRF subordinate 


device send LACPDUs, the local member ports are still in Individual state.  


 Condition: This symptom occurs if the link aggregation-related patches are installed, or ISSU is 


used to upgrade the software. 


201409010235 


 Symptom: A switch takes a long time to start up. 


 Condition: This symptom can be seen if the following procedure is performed: 


a. Enable global STP or enable STP on a port.  


b. Delete a dbm file. 


c. Reboot the switch. 


201407290032 


 Symptom: A shutdown FC interface performs link negotiation and has link state changes.  







 Condition: This symptom can be seen if the FC interface has a speed configured.  


201408130356 


 Symptom: The port link-aggregation group settings get lost on some member ports in an 


aggregation group after an IRF master/subordinate switchover.   


 Condition: This symptom can be seen if the following procedure is performed: 


a. Configure a multi-chassis link aggregation group on an IRF fabric.  


b. Perform an IRF master/subordinate switchover. 


201408080140 


 Symptom: When NETCONF use  <get-config> operation retrieves a data type namespace, the 


system prompts “Unexpected element” information, which is not clear.  


 Condition: This symptom can be seen when NETCONF use  <get-config> operation retrieves a 


data type namespace. 


201407040588 


 Symptom: The portal redirect function fails to direct the user to the portal authentication page.  


 Condition: This symptom can be seen when a portal user accesses the network by using a 


browser.  


201408060485 


 Symptom:  A portal user that first comes online is logged off after it has been online for 12 


minutes.   


 Condition: This symptom can be seen if the following conditions exist: 


 A user account configured on the IMC authentication server is used by two portal users. 


 The two portal users come online using the same user account.  


201408200531/201408190278/201408190284 


 Symptom: Some up 10GE ports split from a 40GE port might go down and up.   


 Condition: This symptom can be seen if the 40GE port split into four 10GE ports is installed with 


a QSFP+ transceiver module and some 10GE ports are up.   


201408190271 


 Symptom: A 10GE or 40GE port installed with a transceiver module that is not connected to any 


fiber goes up and down, or is always up.  


 Condition: This symptom can be seen if a 10GE or 40GE port is installed with a transceiver 


module that is not connected to any fiber. 


201408130187 


 Symptom: When the switch is configured with system LACP priority 0, a dynamic aggregation 


group on the switch chooses member ports with greater port IDs as Selected ports.  


 Condition: This symptom might occur when the system LACP priority of the switch is set to 0.  







Resolved problems in R2311P02 


201406240010 


 Symptom: The switch fails to perform local authentication for an administrator user (as 


configured) after remote HWTACACS authentication fails.  


 Condition: This symptom can be seen if the switch cannot exchange packets with the remote 


HWTACACS server after they establish a TCP connection.  


201407020210 


 Symptom: If an STP edge port goes down and up, all MAC entries on the switch are deleted.   


 Condition: This symptom can be seen if the following conditions exist: 


 STP is globally enabled.  


 An STP edge port goes down and up.  


201407040601 


 Symptom: If a TRILL port is added to an aggregation group, the switch fails to forward traffic 


due to miscalculation of multicast distribution trees. 


 Condition: This symptom can be seen if the following conditions exist: 


 A TRILL port is in an aggregation group. 


 The TRILL neighbor of the port is the peer of the port's aggregation group. 


201407080486 


 Symptom: The info-center loghost command is configured on a switch to specify two or more log 


hosts by IP address. However, the specified log hosts cannot receive logs from the switch.  


 Condition: This symptom can be seen if the following conditions exist: 


 The switch runs on Release 2310, Release 2311 or Release 2311P01 and is restarted or a 


master/subordinate switchover is performed after the log host configuration is saved. 


 The switch runs on Release 2308P01 or earlier and is upgraded to Release 2310, Release 


2311 or Release 2311P01 after the log host configuration is saved. 


201403290139 


 Symptom: The system prompts insufficient ACL resources when the default command is executed 


on a port.  


 Condition: This symptom can be seen if a VLAN interface is configured with packet-filter that 


contains large numbers of ACLs, some of which are not assigned due to shortage of ACL 


resources. 


201405130409 


 Symptom: The output from the ls or dir command shows incorrect file time.  


 Condition: This symptom can be seen if SFTP or FTP is used to log in to the switch.  







201404290451 


 Symptom: The master in an IRF fabric fails to work during an ISSU.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Create an IRF fabric that comprises more than five switches in ring topology. 


b. Assign more than 200 static MAC entries through OpenFlow. 


c. Perform an ISSU.  


201406090639 


 Symptom: IMC considers the deployment of a configuration file to a switch fails if the switch 


takes a long time to execute the configuration file.  


 Condition: This symptom can be seen if a switch takes a long time to execute a configuration file 


assigned from IMC. 


201406110412 


 Symptom: The display transceiver interface command shows transceiver type exception 


information for a port. 


 Condition: This symptom might be seen if the port is inserted with a 40GE QSFP+ transceiver 


module.  


201406240602 


 Symptom: The SSH server can use DSA to authenticate clients when the switch is in FIPS mode.  


 Condition: This symptom can be seen if the SSH server uses RSA and then DSA to authenticate 


clients.  


201407180193 


 Symptom: After the system default settings are restored using the restore factory-default 


command, the fan speed is high and cannot be lowered.  


 Condition: This symptom can be seen after the system default settings are restored using the 


restore factory-default command.  


201407170071 


 Symptom: An IRF fabric sends RSCN packets to the connected servers.  


 Condition: This symptom can be seen if the following conditions exist: 


 Only the subordinate switch is configured with FCoE/FC. 


 A master/subordinate switchover is performed.  


201406070113 


 Symptom: An SNMP walk on hh3cifMulSuppression MIB of an interface returns a value of 1 


when the multicast-suppression pps 0 command has been configured on the interface. 


 Condition: This symptom can be seen after an SNMP walk on hh3cifMulSuppression MIB of an 


interface where the multicast-suppression pps 0 command has been configured. 







201407030128 


 Symptom: An IRF member switch unexpectedly reboots due to handshake timeout.  


 Condition: This symptom can be seen if the following conditions exist: 


 There is a layer 2 loop that comprises two or more IRF member switches. 


 Enable and disable TRILL on a port that has been configured with qos trust dot1p.  


201407110459   


 Symptom: After an IRF member switch is rebooted, it stays in loading state and cannot be 


rebooted at the CLI.  


 Condition: This symptom can be seen if the IRF auto-update function is disabled on IRF member 


switches.   


201407230474 


 Symptom: The switch might unexpectedly reboot during a compatible ISSU. 


 Condition: This symptom might be seen during a compatible ISSU. 


201407040545 


 Symptom: The switch stops working when the software version is loaded during an ISSU. 


 Condition: This symptom can be seen if the following procedure is performed: 


a. Delete a valid license file. 


b. Perform an ISSU to load the software version.  


201407080145 


 Symptom: Memory usage continually increases when users repeatedly log in to the switch 


through an AUX or VTY user line.  


 Condition: This symptom can be seen if the following procedure is performed: 


 The idle-timeout 0 command is configured on the user line. 


 Telnet, SSH, and FTP users repeatedly log in to the switch through the user line. 


201407090176 


 Symptom: After a switch completes software upgrade by using a python POAP script obtained 


through auto-configuration, it does not release the temporary IP address assigned by DHCP. 


 Condition: This symptom can be seen if the reboot time in the python POAP script is earlier than 


the address release time.  


Resolved problems in R2311P01 


201406090268 


 Symptom: Flow control does not take effect when an Ethernet interface receives pause frames.  


 Condition: This symptom can be seen when the following procedure is performed:   







a. Restore a physical IRF port to a common Ethernet interface.   


b. Enable flow control on the Ethernet interface by using the flow-control command.  


201403200509 


 Symptom: A user who is authorized access permission to the interface feature cannot execute 


the mdix-mode and undo mdix-mode commands in interface view. 


 Condition: This symptom occurs when the user executes the commands in the following 


conditions:  


 The user has user role rules that can access the interface feature. 


 The user does not have user role rules configured for the commands individually. 


201404010200 


 Symptom: RBAC fails to control a user's access to specific interfaces when the interface numbers 


specified in the user role resource access policies contain leading digits. 


 Condition: This symptom occurs when the interface numbers specified in the user's user role 


resource access policies contain leading digits. For example, Ten-GigabitEthernet 02/0/1, Ten-


GigabitEthernet 2/00/1, and Ten-GigabitEthernet 2/0/01 contain leading digit 0. 


201406190088 


 Symptom: CVE-2014-0224.  


 Condition: This symptom can be seen when Open SSL Server is used. 


201403200475 


 Symptom: A user who has access permission to the device feature cannot execute the password-


recovery enable or undo password-recovery enable command. 


 Condition: This symptom occurs when the user executes the password-recovery enable and undo 


password-recovery enable commands in the following conditions: 


 The user has access permission to the device feature. 


 No permit command rule is configured for the commands. 


201406040553 


 Symptom: The output from the display transceiver alarm command sometimes does not show 


alarm information for a 40GE transceiver module. After the 40GE interface is split into four 


10GE interfaces, the output shows RX signal loss, which should be RX loss of signal.  


 Condition: This symptom can be seen when a 40GE fiber port is inserted with a 40GE 


transceiver module.  


201406160009 


 Symptom: When ARP packets are sent to the ingress port of an OpenFlow instance, twice as 


many ARP packets are received on the output port. 


 Condition: This symptom can be seen if the following procedure is performed:  


a. Create an OpenFlow instance that contains one ingress port and one output port.  







b. Create a flow entry with the output port as All. Then the ingress port receives ARP packets.  


201405260353  


 Symptom: After a reboot, the system enables SNMP v3, which is not enabled in the 


configuration file.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Configure the SNMP version as v1 or v2c by using the snmp-agent sys-info version 


command.  


b. Save the configuration. 


c. Delete the .mdb file. 


d. Reboot the switch.  


201406110376 


 Symptom: The system cannot display electronic label information for some SFP-GE modules.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Insert one of the following modules: JD113A, JD114A, JD115A, JD116A, JD109A, JD110A, 


JD111A, JD112A, JF829A, JF830A, and JF831A. The output from the display transceiver 


interface command does not display J# for these modules.  


b. Execute the display transceiver manuinfo command to display transceiver manufacture 


information.  


TB201404250053 


 Symptom: When the uplink interface that connects an NPV switch to an FCF switch becomes 


operational, the network card connected to the NPV switch might not register itself with the FCF 


switch.  


 Condition: This symptom can be seen if the following procedure is performed:  


a. An FC network card is connected to an NPV switch. The NPV switch is connected to an FCF 


switch. 


b. The FC interface that connects the NPV switch to the FC network card is assigned to a 


VSAN as an access port.  


c. The FC network card sends FLOGI packets to register itself with the FCF switch. The FC 


network card fails to register after several attempts, so the FC network stops registering itself 


with the FCF switch.  


d. The uplink interface that connects the NPV switch to the FCF switch becomes unavailable 


(down at the physical layer or data link layer).  


e. The uplink interface becomes operational after a period of time.  


201406030245 


 Symptom: Multicast data is cleared from hh3cIgmpSnoopingClearStats MIB.  







 Condition: This symptom can be seen if the hh3cIgmpSnoopingClearStats is set to 1 when 


hh3cIgmpSnoopingStatsObjects has multicast data.  


201405120011 


 Symptom: An OpenFlow instance cannot forward incoming VRRP packets to the controller.  


 Condition: This symptom can be seen if the following conditions exist: 


 Interfaces 1 and 2 are connected through a cable. 


 Interface 1 belongs to VLAN 1 where VRRP is enabled. 


 Interface 2 belongs to VLAN 2 that is configured as an OpenFlow VLAN. 


Resolved problems in R2311 


201406170025 


 Symptom:  After the undo shutdown command is executed on a fiber port, the port takes a 


certain time to come up. Or displaying diagnostics/alarm information on the fiber port responds 


slowly.  


 Condition: This symptom can be seen if the following conditions exist: 


 The fiber port connects to another device's fiber port.  


 The shutdown and undo shutdown commands are executed on the fiber port. Or the 


diagnostics/alarm information is displayed for the fiber port. 


201406200497 


 Symptom:  The switch has an exception or a watchdog reboot occurs upon receiving packets 


that match IRF packet type from a user port.  


 Condition: This symptom can be seen when the switch receives packets that match IRF packet 


type from a user port.  


201404300315/201404300303/201405150530/201405090318 


 Symptom: After an ISSU, the VSI connected to the CAS server goes offline and cannot come 


online again. The switch displays that the VSI comes online but the CAS server displays that the 


VSI has been offline.  


 Condition: This symptom occurs after an ISSU.  


201405080449 


 Symptom: An exception occurs to portal authentication, resulting in a system reboot.  


 Condition: This symptom can be seen if one of the following conditions exists: 


 Users frequently come online and go offline.  


 Portal packets have multiple attributes.  


 Portal packets that have illegal attributes exist.  


 Press CTRL+C when the display portal user command is executed.  







201406040842 


 Symptom: The system prompts that a transceiver module is removed during an ISSU.  


 Condition: This symptom can be seen if the ISSU method is ISSU Reboot.  


201405090087 


 Symptom: Enabling private VLAN on a 5700 series switch fails.  


 Condition: This symptom can be seen if you enable primary VLAN on a 5700 series switch. 


201403120102 


 Symptom: The ports that connect an HP 5700-32XGT-8XG-2QSFP+/HP 5700-32XGT-8XG-


2QSFP+ TAA switch and a 5900AF-48G-4XG-2QSFP+ switch cannot go up.  


 Condition: This symptom can be seen when the following conditions exist: 


 An 10G copper port of HP 5700-32XGT-8XG-2QSFP+/HP 5700-32XGT-8XG-2QSFP+ TAA 


connects to a 1G copper port of 5900AF-48G-4XG-2QSFP+. 


 EEE energy-saving is enabled on the HP 5700-32XGT-8XG-2QSFP+/HP 5700-32XGT-8XG-


2QSFP+ TAA switch. 


201405230102 


 Symptom: The display power command does not output any information.  


 Condition: This symptom can be seen after the switch is started up.  


201403200271 


 Symptom: Identical MAC entries exist on an IRF fabric.  


 Condition: This symptom can be seen if the following conditions exist: 


 Multiple switches form the IRF fabric.  


 An aggregate S channel is created through EVB. MAC and VLAN are used to identify 


traffic. 


 An IRF master/subordinate switchover is performed.  


201405090318 


 Symptom: After an ISSU, VSIs lose the connectivity to the CAS server.  


 Condition: This symptom can be seen if the following conditions exist: 


 EVB is configured on the switch to connect the CAS server.  


 An ISSU is performed at the CLI to upgrade the software.   


201405100126 


 Symptom: An ISSU fails on an HP 5700-40XG-2QSFP+/HP 5700-40XG-2QSFP+ TAA switch.  


 Condition: This symptom can be seen if the HP 5700-40XG-2QSFP+/HP 5700-40XG-2QSFP+ 


TAA switch has a 40G transceiver module.  







201404250050 


 Symptom: An FCoE switch fails to communicate with the connected server's NIC. 


 Condition: This symptom can be seen if the NIC continuously sends two FDISC packets.  


201404010478 


 Symptom: The output from the debug qacl show verbose command in probe view shows that the 


ACL entries for IP source guard are not deleted after IP source guard is disabled.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Configure MFF and IP source guard. 


b. Perform an ISSU to upgrade the software. 


c. Disable IP source guard.  


201405090467 


 Symptom: After an ISSU reboot, a port enabled with storm-constrain prints traffic alarm 


information. 


 Condition: This symptom can be seen after an ISSU reboot.  


201404140465   


 Symptom: After a reboot, the four 10GE ports split from a 40GE QSFP+ port might fail to 


identify the transceiver module.  


 Condition: This symptom can be seen if the following procedure is performed: 


a. Insert a transceiver module into a 40GE QSFP+ port. 


b. Split the 40GE QSFP+ port into four 10GE ports. 


c. Reboot the switch.  


201405120151 


 Symptom: The sequence number of a transceiver module obtained from IMC is incorrect.  


 Condition: This symptom can be seen when you use IMC to view the sequence number of a 


transceiver module. 


201405140359/201405120461 


 Symptom: After a member port is added to an aggregation interface, the member port might fail 


to forward multicast traffic.   


 Condition: This symptom might be seen after a member port is added to an aggregation 


interface that acts as an egress port for multicast forwarding.   


201405140076 


 Symptom: The output from the display diagnostic-information command is incomplete.  


 Condition: This symptom can be seen in the output from the display diagnostic-information 


command. 







201405060082 


 Symptom: A walk on hh3cevtPortSw-SFP-8GFC-SW or hh3cevtPortSw-SFP-8GFC-LW MIB returns 


incorrect information.  


 Condition: This symptom can be seen during a walk on hh3cevtPortSw-SFP-8GFC-SW or 


hh3cevtPortSw-SFP-8GFC-LW MIB. 


201404090038 


 Symptom: A walk on a 10G copper port's LswportType MIB returns incorrect information. 


 Condition: This symptom can be seen during a walk on a 10G copper port's LswportType MIB. 


201405080391 


 Symptom: The CPU usage of an IRF fabric increases, delaying access from other devices to the 


IRF fabric.  


 Condition: This symptom can be seen if the following conditions exist: 


 Multiple IRF member switches send packets that have the same 5-tuple at the same time.  


 The sent packets match ECMP routing, and all egress ports are Layer 3 ports.  


 Each slot has at least one egress port.  


201405150545  


 Symptom: The switch might fail to forward TRILL broadcast traffic.  


 Condition: This symptom might be seen if the following conditions exist: 


 A TRILL access port's link type is set to trunk and it permits multiple VLANs. 


 Repeated shutdown and undo shutdown operations are performed on another TRILL trunk 


port.  


201405140297 


 Symptom: IGMP snooping entries cannot be established for TRILL, resulting in multicast 


forwarding failure.   


 Condition: This symptom can be seen if the following procedure is performed: 


 A port enabled with TRILL is added to a multicast entry.  


 The VLAN enabled with IGMP snooping is configured with igmp-snooping drop-unknown. 


 The reset trill command is repeatedly executed.  


201405120392  


 Symptom: After the broadcast-suppression, multicast-suppression, or unicast-suppression 


command (that sets a non-zero percent or kbps value) is executed, the system prompts that the 


command does not take effect.   


 Condition: This symptom can be seen if the following procedure is performed: 


a. Use the broadcast-suppression, multicast-suppression, or unicast-suppression command to 


set a pps value of 0, and then restore the default.  







b. Use the broadcast-suppression, multicast-suppression, or unicast-suppression command to 


set a percent or kbps value of 0. 


c. Use a different command to set a non-zero percent or kbps value. For example, if the 


previous step uses broadcast-suppression, this step uses multicast-suppression or unicast-


suppression. 


201404280244  


 Symptom: The switch fails to forward OpenFlow traffic.   


 Condition: This symptom can be seen during batch assignment of flow entries.  


201405140158 


 Symptom: The dis evb summary command displays incorrect information. 


 Condition: This symptom can be seen if the dis evb summary command is executed when the S 


channel of a VSI (not the last one) is being deleted.  


201406050920 


 Symptom: A walk on snmpIfInDiscards MIB returns statistics for pause frames.  


 Condition: This symptom can be seen if the port is configured with flow-control or flow-control 


receive enable, and received pause frames.  


201406050946 


 Symptom: TCP/UDP traffic can be forwarded through only one link in an aggregation group.  


 Condition: This symptom can be seen when TCP/UDP traffic passes through an aggregate 


interface that is not configured with load sharing. 


201405150545 


 Symptom: The switch fails to forward TRILL traffic, or when TRILL debug information is displayed, 


the switch unexpectedly reboots.  


 Condition: This symptom can be seen if the following conditions exist: 


 Multiple links are enabled with TRILL or an aggregate interface is enabled with TRILL.  


 The trill enable/undo trill enable operations, or the trill cost enable/undo trill cost enable 


operations are performed on a TRILL port. 


Resolved problems in R2310 


First release. 







Related documentation 


Documentation set 


 About the HP FlexFabric 5700 Configuration Guides-R2310 


 HP FlexFabric 5700 Fundamentals Configuration Guide-R2310 


 HP FlexFabric 5700 IRF Configuration Guide-R2310 


 HP FlexFabric 5700 Layer 2—LAN Switching Configuration Guide-R2310 


 HP FlexFabric 5700 Layer 3—IP Services Configuration Guide-R2310 


 HP FlexFabric 5700 Layer 3—IP Routing Configuration Guide-R2310 


 HP FlexFabric 5700 IP Multicast Configuration Guide-R2310 


 HP FlexFabric 5700 ACL and QoS Configuration Guide-R2310 


 HP FlexFabric 5700 Security Configuration Guide-R2310 


 HP FlexFabric 5700 High Availability Configuration Guide-R2310 


 HP FlexFabric 5700 Network Management and Monitoring Configuration Guide-R2310 


 HP FlexFabric 5700 FCoE Configuration Guide-R2310 


 HP FlexFabric 5700 TRILL Configuration Guide-R2310 


 HP FlexFabric 5700 EVB Configuration Guide-R2310 


 HP FlexFabric 5700 OpenFlow Configuration Guide-R2310 


 HP FlexFabric 5700 Configuration Guides Index-R2310 


 About the HP FlexFabric 5700 Command References-R2310 


 HP FlexFabric 5700 Fundamentals Command Reference-R2310 


 HP FlexFabric 5700 IRF Command Reference-R2310 


 HP FlexFabric 5700 Layer 2—LAN Switching Command Reference-R2310 


 HP FlexFabric 5700 Layer 3—IP Services Command Reference-R2310 


 HP FlexFabric 5700 Layer 3—IP Routing Command Reference-R2310 


 HP FlexFabric 5700 IP Multicast Command Reference-R2310 


 HP FlexFabric 5700 ACL and QoS Command Reference-R2310 


 HP FlexFabric 5700 Security Command Reference-R2310 


 HP FlexFabric 5700 High Availability Command Reference-R2310 


 HP FlexFabric 5700 Network Management and Monitoring Command Reference-R2310 


 HP FlexFabric 5700 FCoE Command Reference-R2310 


 HP FlexFabric 5700 TRILLl Command Reference-R2310 







 HP FlexFabric 5700 EVB Command Reference-R2310 


 HP FlexFabric 5700 OpenFlow Command Reference-R2310 


 HP FlexFabric 5700 Installation Guide 


 HP A58x0AF 650W AC (JC680A) & 650W DC (JC681A) Power Supplies User Guide 


 HP A58x0AF 300W AC (JG900A) & 300W DC (JG901A) Power Supplies User Guide 


 HP LSWM1FANSC & LSWM1FANSCB Installation Manual 


 HP LSWM1HFANSC & LSWM1HFANSCB Installation Manual 


Obtaining documentation 


To find related documents, browse to the Manuals page of the HP Business Support Center website: 


http://www.hp.com/support/manuals  


Contacting HP 


For worldwide technical support information, see the HP support website: 


http://www.hp.com/support 


Before contacting HP, collect the following information: 


 Product model names and numbers 


 Technical support registration number (if applicable) 


 Product serial numbers 


 Error messages 


 Operating system type and revision level 


 Detailed questions 


Subscription service 


HP recommends that you register your product at the Subscriber's Choice for Business website: 


http://www.hp.com/go/wwalerts 


After registering, you will receive email notification of product enhancements, new driver versions, 


firmware updates, and other product resources. 


  



http://www.hp.com/support/manuals

http://www.hp.com/support

http://www.hp.com/go/wwalerts





Appendix A Feature list 


Hardware features 


Table 5 5700 series hardware features 


Item 
HP 5700-40XG-
2QSFP+/HP 5700-
40XG-2QSFP+ TAA 


HP 5700-32XGT-8XG-
2QSFP+/HP 5700-
32XGT-8XG-2QSFP+ 
TAA 


HP 5700-48G-4XG-
2QSFP+/HP 5700-48G-
4XG-2QSFP+ TAA 


Dimensions (H × 


W × D) 


43.6 × 440 × 460 mm 


(1.72 × 17.32 × 18.11 


in) 


43.6 × 440 × 660 mm 


(1.72 × 17.32 × 25.98 in) 


43.6 × 440 × 460 mm 


(1.72 × 17.32 × 18.11 in) 


Weight ≤ 10 kg (22.05 lb) ≤ 13 kg (28.66 lb) ≤ 10 kg (22.05 lb) 


Console ports 1 


Management 


Ethernet ports 
1 


USB ports 1 


SFP+ ports 40 8 4 


QSFP+ ports 2 


10/100/1000Ba


se-T autosensing 


Ethernet ports 


N/A N/A 48 


1/10GBase-T 


autosensing 


Ethernet ports 


N/A 32 N/A 


Fan tray slots 
LSWM1FANSC  


LSWM1FANSCB  


LSWM1HFANSC 


LSWM1HFANSCB 


LSWM1FANSC  


LSWM1FANSCB 


Power supply slots 


A58x0AF 300W DC 


Power Supply(JG901A)  


A58x0AF 300W AC 


Power Supply(JG900A) 


 


A58x0AF 650W DC 


Power Supply(JC681A) 


A58x0AF 650W AC 


Power Supply(JC680A) 


A58x0AF 300W DC 


Power Supply(JG901A)  


A58x0AF 300W AC 


Power Supply(JG900A) 


A58x0AF 650W DC 


Power Supply(JC681A) 


A58x0AF 650W AC 


Power Supply(JC680A) 


AC-input voltage 
 Rated voltage: 100 VAC to 240 VAC @ 50 or 60 Hz 


 Max voltage: 90 VAC to 264 VAC @ 47 to 63 Hz 







Item 
HP 5700-40XG-
2QSFP+/HP 5700-
40XG-2QSFP+ TAA 


HP 5700-32XGT-8XG-
2QSFP+/HP 5700-
32XGT-8XG-2QSFP+ 
TAA 


HP 5700-48G-4XG-
2QSFP+/HP 5700-48G-
4XG-2QSFP+ TAA 


DC-input voltage 


Rated voltage:  


-48 VDC to -60 VDC 


Max voltage:  


-36 VDC to -72 VDC 


Rated voltage:  


-40 VDC to -60 VDC 


Max voltage:  


-40 VDC to -72 VDC 


300W DC Power Supply : 


Rated voltage:  


-48 VDC to -60 VDC 


Max voltage:  


-36 VDC to -72 VDC 


650W DC Power Supply 


Rated voltage:  


-40 VDC to -60 VDC 


Max voltage:  


-40 VDC to -72 VDC 


Minimum power 


consumption 


 Single AC input: 83 


W 


 Dual AC inputs: 90 W 


 Single DC input: 80 


W 


 Dual DC inputs: 88 W 


 Single AC input: 135 W 


 Dual AC inputs: 150 W 


 Single DC input: 135 W 


 Dual DC inputs: 150 W 


 Single AC input: 98 W 


 Dual AC inputs: 115 W 


 Single DC input: 95 W 


 Dual DC inputs: 110 W 


Maximum power 


consumption 


 Single AC input: 153 


W 


 Dual AC inputs: 162 


W 


 Single DC input: 149 


W 


 Dual DC inputs: 157 


W 


 Single AC input: 343 W 


 Dual AC inputs: 350 W 


 Single DC input: 340 


W 


 Dual DC inputs: 344 W 


 Single AC input: 157 


W 


 Dual AC inputs: 175 W 


 Single DC input: 151 


W 


 Dual DC inputs: 169 W 


Operating 


temperature 
0°C to 45°C (32°F to 113°F) 


Operating 


humidity 
10% to 90%, noncondensing 


Software features 


Table 6 Software features of the 5700 series 


Feature 
HP 5700-40XG-
2QSFP+/HP 5700-
40XG-2QSFP+ TAA 


HP 5700-32XGT-8XG-
2QSFP+/HP 5700-
32XGT-8XG-2QSFP+ 
TAA 


HP 5700-48G-4XG-
2QSFP+/HP 5700-48G-
4XG-2QSFP+ TAA 


Full duplex 


Wire speed L2 


switching 


capacity 


960 Gbps 960 Gbps 336Gbps 







Feature 
HP 5700-40XG-
2QSFP+/HP 5700-
40XG-2QSFP+ TAA 


HP 5700-32XGT-8XG-
2QSFP+/HP 5700-
32XGT-8XG-2QSFP+ 
TAA 


HP 5700-48G-4XG-
2QSFP+/HP 5700-48G-
4XG-2QSFP+ TAA 


Whole system 


Wire speed L2 


switching 


Packet 


forwarding rate  


714.24 714.24 249.98 


Forwarding 


mode  
Store-forward and cut-through 


IRF 


 Ring topology 


 Daisy chain topology 


 LACP MAD 


 ARP MAD 


 ND MAD 


 ISSU 


 IRF comprised of different models 


Link 


aggregation 


 Aggregation of 10-GE ports 


 Aggregation of 40-GE ports 


 Static link aggregation 


 Dynamic link aggregation 


 When stacked, supports up to 128 aggregation groups, each supporting up to 16 


ports 


Data center 


 PFC 


 DCBX 


 FcoE(FCF/Transit/NPV) 


 TRILL 


 EVB 


Flow control  IEEE 802.3x flow control and back pressure 


Jumbo Frame  Supports maximum frame size of 10000 


MAC address 


table 


 128K MAC addresses 


 1K static MAC addresses 


 Blackhole MAC addresses 


 MAC address learning limit on a port 


VLAN 
 Port-based VLANs (4094 VLANs) 


 QinQ and selective QinQ 


VLAN mapping 


 One-to-one VLAN mapping  


 Many-to-one VLAN mapping  


 Two-to-two VLAN mapping  







Feature 
HP 5700-40XG-
2QSFP+/HP 5700-
40XG-2QSFP+ TAA 


HP 5700-32XGT-8XG-
2QSFP+/HP 5700-
32XGT-8XG-2QSFP+ 
TAA 


HP 5700-48G-4XG-
2QSFP+/HP 5700-48G-
4XG-2QSFP+ TAA 


ARP 


 1K entries 


 1K static entries  


 Gratuitous ARP 


 ARP source suppression 


 ARP black hole 


 ARP detection (based on DHCP snooping entries/802.1x security entries/static IP-to-


MAC bindings) 


 Multicast ARP 


ND 
 512 entries 


 512 static entries 


VLAN virtual 


interface 
32 


DHCP 


 DHCP client 


 DHCP snooping 


 DHCP relay agent 


 DHCP server 


 DHCPv6 server 


IPv4 route 
 128 static routes  


 RIP (Routing Information Protocol) v1/v2; up to 128 IPv4 routes 


IPv6 route 
 128 static routes  


 RIPng: Supports up to 128K IPv6 routes 


IPv4 multicast 
 IGMP snooping v1/v2/v3 


 PIM snooping 


IPv6 multicast 
 MLD snooping v1/v2 


 Ipv6 PIM snooping 


Broadcast/multi


cast/unicast 


storm control 


 Storm control based on port rate percentage  


 PPS-based storm control 


 Bps-based storm control  


MSTP 


 STP/RSTP/MSTP protocol 


 STP Root Guard 


 BPDU Guard 







Feature 
HP 5700-40XG-
2QSFP+/HP 5700-
40XG-2QSFP+ TAA 


HP 5700-32XGT-8XG-
2QSFP+/HP 5700-
32XGT-8XG-2QSFP+ 
TAA 


HP 5700-48G-4XG-
2QSFP+/HP 5700-48G-
4XG-2QSFP+ TAA 


QoS/ACL 


 Restriction of the rates at which a port sends and receives packets, with a granularity 


of 8 kbps. 


 Committed access rate (CAR), with a granularity of traffic limit 8 kbps.  


 Eight output queues for each port  


 Flexible queue scheduling algorithms based on port and queue, including strict 


priority (SP), Weighted Deficit Round Robin (WDRR), Weighted Fair Queuing 


(WFQ), SP + WDRR, and SP + WFQ.  


 Remarking of 802.1p and DSCP priorities 


 Packet filtering at L2 (Layer 2) through L4 (Layer 4); flow classification based on 


source MAC address, destination MAC address, source IP (IPv4/IPv6) address, 


destination IP (IPv4/IPv6) address, port, protocol, and VLAN. 


 Time range 


 Weighted Random Early Detection (WRED) 


 Queue based shaping 


 User profile 


 COPP 


 Explicit Congestion Notification (ECN) 


Mirroring 


 Stream mirroring 


 Port mirroring 


 Multiple mirror observing port 


Remote 


mirroring 
 Port remote mirroring (RSPAN) 


Security  


 Hierarchical management and password protection of users 


 AAA authentication 


 RADIUS authentication 


 HWTACACS 


 SSH 2.0 


 Port isolation 


 Port security 


 IP-MAC-port binding 


 IP Source Guard 


 HTTPS 


 SSL 


 PKI 


 Boot ROM access control (password recovery) 


802.1X 


 Up to 2,048 users  


 Port-based and MAC address-based authentication 


 Trunk port authentication 


Traffic 


Management 
 sFlow 


Loading and 


upgrading 


 Loading and upgrading through XModem protocol 


 Loading and upgrading through FTP 


 Loading and upgrading through the trivial file transfer protocol (TFTP) 







Feature 
HP 5700-40XG-
2QSFP+/HP 5700-
40XG-2QSFP+ TAA 


HP 5700-32XGT-8XG-
2QSFP+/HP 5700-
32XGT-8XG-2QSFP+ 
TAA 


HP 5700-48G-4XG-
2QSFP+/HP 5700-48G-
4XG-2QSFP+ TAA 


Management 


 Configuration at the command line interface 


 Remote configuration through Telnet 


 Configuration through Console port 


 Simple network management protocol (SNMP) 


 IMC NMS 


 System log 


 Hierarchical alarms 


 NTP 


 Power supply alarm function 


 Fan and temperature alarms 


Maintenance 


 Debugging information output 


 Ping and Tracert 


 NQA 


 Track 


 Remote maintenance through Telnet 


 802.1ag 


 802.3ah 


 DLDP 


 File download and upload through USB port 


Appendix B Upgrading software 


This chapter describes types of software used on the switch and how to upgrade software while the 


switch is operating normally or when the switch cannot correctly start up.  


System software file types 


Software required for starting up the switch includes:  


 Boot ROM image—A .bin file that comprises a basic section and an extended section. The basic 


section is the minimum code that bootstraps the system. The extended section enables hardware 


initialization and provides system management menus. You can use these menus to load 


software and the startup configuration file or manage files when the switch cannot correctly start 


up.  


 Software images—Includes boot images and system images.  


 Boot image—A .bin file that contains the operating system kernel. It provides process 


management, memory management, file system management, and the emergency shell. 







 System image—A .bin file that contains the minimum modules required for device operation 


and some basic features, including device management, interface management, 


configuration management, and routing management.  


The software images that have been loaded are called “current software images.” The software 


images specified to load at next startup are called “startup software images.” 


These images might be released separately or as a whole in one .ipe package file. If an .ipe file is 


used, the system automatically decompresses the file, loads the .bin boot and system images in the file 


and sets them as startup software images. Typically, the Boot ROM and software images for this switch 


series are released in an .ipe file named main.ipe.  
 


 NOTE: 


Boot ROM images are not released along with the boot images and system images. To get a version of 


Boot ROM image, contact the HP technical support. 
 


In addition to these images, HP irregularly releases patch images for you to fix bugs without rebooting 


the switch. A patch image does not add new features or functions.  


System startup process 


Upon power-on, the Boot ROM image runs to initialize hardware and then the software images run to 


start up the entire system, as shown in Figure 1. 


Figure 1 System startup process 
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Upgrade methods 


You can upgrade system software by using one of the following methods:  
 


Upgrading method Software types Remarks 


Upgrading from the CLI 


Software images 


 You must reboot the switch to 


complete the upgrade.  


 This method can interrupt ongoing 


network services. 


Patch packages 


The upgrade does not interrupt ongoing 


services. 


Make sure the patch images match the 


current software images. A patch image 


can fix bugs only for its matching 


software image version.  


Upgrading from the Boot menu 
 Boot ROM image 


 Software images 


Use this method when the switch cannot 


correctly start up.  


 CAUTION: 


Upgrading an IRF fabric from the CLI 


instead of the Boot menu.  


The Boot menu method increases the 


service downtime, because it requires that 


you upgrade the member switches one by 


one. 
 


The output in this document is for illustration only and might vary with software releases. This document 


uses boot.bin and system.bin to represent boot and system image names. The actual software image 


name format is chassis-model_Comware-version_image-type_release, for example, 5700-cmw710-boot-


r2310.bin and 5700-cmw710-system-r2310.bin. 


Upgrading from the CLI 


This section uses a two-member IRF fabric as an example to describe how to upgrade software from the 


CLI. If you have more than two subordinate switches, repeat the steps for the subordinate switch to 


upgrade their software. If you are upgrading a standalone switch, ignore the steps for upgrading the 


subordinate switch. For more information about setting up and configuring an IRF fabric, see the 


installation guide and IRF configuration guide for the HP 5700 switch series.  


Preparing for the upgrade 


Before you upgrade software, complete the following tasks:  


1. Log in to the IRF fabric through Telnet or the console port. (Details not shown.)  


2. Identify the number of IRF members, each member switch's role, and IRF member ID.  







<Sysname> display irf 


MemberID   Role   Priority  CPU-Mac         Description 


 *+1      Master  5         0023-8927-afdc  --- 


   2      Standby 1         0023-8927-af43  --- 


-------------------------------------------------- 


 * indicates the device is the master. 


 + indicates the device through which the user logs in. 


 


 The Bridge MAC of the IRF is: 0023-8927-afdb 


 Auto upgrade                : no 


 Mac persistent              : 6 min 


 Domain ID                   : 0   


3. Verify that each IRF member switch has sufficient storage space for the upgrade images. 
 


 IMPORTANT: 


Each IRF member switch must have free storage space that is at least two times the size of the 


upgrade image file. 
 


# Identify the free flash space of the master switch. 


<Sysname> dir 


Directory of flash: 


     0      -rw-       41424  Aug 23 2013 02:23:44     startup.mdb 


     1      -rw-        3792  Aug 23 2013 02:23:44     startup.cfg 


     2      -rw-    53555200  Aug 23 2013 09:53:48     system.bin 


     3      drw-           -  Aug 23 2013 00:00:07     seclog 


     4      drw-           -  Aug 23 2013 00:00:07     diagfile 


     5      drw-           -  Aug 23 2013 00:00:07     logfile 


     6      -rw-     9959424  Aug 23 2013 09:53:48     boot.bin 


     7      -rw-     9012224  Aug 23 2013 09:53:48     backup.bin 


 


524288 KB total (453416 KB free)   


# Identify the free flash space of each subordinate switch, for example, switch 2. 


<Sysname> dir slot2#flash:/ 


Directory of slot2#flash:/ 


     0      -rw-       41424  Jan 01 2011 02:23:44     startup.mdb 


     1      -rw-        3792  Jan 01 2011 02:23:44     startup.cfg 


     2      -rw-    93871104  Aug 23 2013 16:00:08     system.bin 


     3      drw-           -  Jan 01 2011 00:00:07     seclog 


     4      drw-           -  Jan 01 2011 00:00:07     diagfile 


     5      drw-           -  Jan 02 2011 00:00:07     logfile 


     6      -rw-     13611008  Aug 23 2013 15:59:00     boot.bin 


     7      -rw-     9012224  Nov 25 2011 09:53:48     backup.bin 


 


524288 KB total (453416 KB free) 


4. Compare the free flash space of each member switch with the size of the software file to load. 


If the space is sufficient, start the upgrade process. If not, go to the next step.  


5. Delete unused files in the flash memory to free space:  







 


 CAUTION: 


 To avoid data loss, do not delete the current configuration file. For information about the current 


configuration file, use the display startup command. 


 The delete /unreserved file-url command deletes a file permanently and the action cannot be 


undone. 


 The delete file-url command moves a file to the recycle bin and the file still occupies storage 


space. To free the storage space, first execute the undelete command to restore the file, and then 


execute the delete /unreserved file-url command. 
 


# Delete unused files from the flash memory of the master switch.  


<Sysname> delete /unreserved flash:/backup.bin 


The file cannot be restored. Delete flash:/backup.bin?[Y/N]:y 


Deleting the file permanently will take a long time. Please wait... 


Deleting file flash:/backup.bin...Done. 


# Delete unused files from the flash memory of the subordinate switch.  


<Sysname> delete /unreserved slot2#flash:/backup.bin 


The file cannot be restored. Delete slot2#flash:/backup.bin?[Y/N]:y 


Deleting the file permanently will take a long time. Please wait... 


Deleting file slot2#flash:/backup.bin...Done. 


Downloading software images to the master switch 


Before you start upgrading software images or patch packages, make sure you have downloaded the 


upgrading software files to the root directory in flash memory. This section describes downloading 


an .ipe software file as an example.  


The following are ways to download, upload, or copy files to the master switch:  


 FTP download from a server 


 FTP upload from a client 


 TFTP download from a server 


 Copying files from a USB flash drive 


Prerequisites 


If FTP or TFTP is used, the IRF fabric and the PC working as the FTP/TFTP server or FTP client can reach 


each other.  


Prepare the FTP server or TFTP server program yourself for the PC. The switch series does not come with 


these software programs. 


FTP download from a server 


You can use the switch as an FTP client to download files from an FTP server.  


To download a file from an FTP server, for example, the server at 10.10.110.1:  







1. Run an FTP server program on the server, configure an FTP username and password, specify the 


working directory and copy the file, for example, newest.ipe, to the directory.  


2. Execute the ftp command in user view on the IRF fabric to access the FTP server.  


<Sysname> ftp 10.10.110.1 


Trying 10.10.110.1... 


Press CTRL+K to abort 


Connected to 10.10.110.1 


220 FTP service ready.  


User(10.10.110.1:(none)):username                        


331 Password required for username. 


Password:                                                


230 User logged in 


3. Enable the binary transfer mode.  


ftp> binary 


  200 Type set to I. 


4. Execute the get command in FTP client view to download the file from the FTP server. 


ftp> get newest.ipe 


  227 Entering Passive Mode (10,10,110,1,17,97). 


  125 BINARY mode data connection already open, transfer starting for /newest.ipe 


  226 Transfer complete. 


  32133120 bytes received in 35 seconds (896. 0 kbyte/s) 


ftp> bye 


221 Server closing. 


FTP upload from a client 


You can use the IRF fabric as an FTP server and upload files from a client to the IRF fabric.  


To FTP upload a file from a client:  


On the IRF fabric:  


1. Enable FTP server.  


<Sysname> system-view 


[Sysname] ftp server enable 


2. Configure a local FTP user account: 


# Create the user account.  


[Sysname] local-user abc 


# Set its password and specify the FTP service. 


[Sysname-luser-manage-abc] password simple pwd 


[Sysname-luser-manage-abc] service-type ftp 


# Assign the network-admin user role to the user account for uploading file to the working 


directory of the server. 


[Sysname-luser-manage-abc] authorization-attribute user-role network-admin 


[Sysname-luser-manage-abc] quit 


[Sysname] quit 


On the PC: 







3. Log in to the IRF fabric (the FTP server) in FTP mode.  


c:\> ftp 1.1.1.1 


Connected to 1.1.1.1.  


220 FTP service ready. 


User(1.1.1.1:(none)):abc                                


331 Password required for abc. 


Password:                                               


230 User logged in. 


4. Enable the binary file transfer mode.  


ftp> binary 


200 TYPE is now 8-bit binary. 


5. Upload the file (for example, newest.ipe) to the root directory of the flash memory on the master 


switch.  


ftp> put newest.ipe 


200 PORT command successful 


150 Connecting to port 10002 


226 File successfully transferred 


ftp: 32133120 bytes sent in 64.58 secs (497.60 Kbytes/sec). 


TFTP download from a server 


To download a file from a TFTP server, for example, the server at 10.10.110.1: 


1. Run a TFTP server program on the server, specify the working directory, and copy the file, for 


example, newest.ipe, to the directory.  


2. On the IRF fabric, execute the tftp command in user view to download the file to the root 


directory of the flash memory on the master switch.  


<Sysname> tftp 10.10.110.1 get newest.ipe 


Press CTRL+C to abort. 


  % Total    % Received % Xferd  Average Speed   Time    Time     Time  Current 


                                 Dload  Upload   Total   Spent    Left  Speed 


100 30.6M    0 30.6M    0     0   143k      0 --:--:--  0:03:38 --:--:--  142k 


Copying files from a USB flash drive 


The 5700 switch provides a USB port for you to copy files from a USB flash drive.  


To copy a file from a USB flash drive to the flash memory of the master switch:  


1. Plug the USB flash drive in the USB port of the switch. 


2. Copy the file (for example, newest.ipe) to the flash memory of the switch. 


<Sysname> cd usba: 


<Sysname> copy usba:/newest.ipe newest.ipe 


Copy usba:/newest.ipe to flash:/newest.ipe?[Y/N]:y 


Start to copy usba:/newest.ipe to flash:/newest.ipe... Done. 


Upgrading the software images 


To upgrade the software images:  







1. Specify the upgrade image file (newest.ipe in this example) used at the next startup for the 


master switch, and assign the M attribute to the boot and system images in the file.  


<Sysname> boot-loader file flash:/newest.ipe slot 1 main 


Verifying image file..........Done.                                              


Images in IPE:                                                                   


  boot.bin                                              


  system.bin                                            


This command will set the main startup software images. Continue? [Y/N]:y        


Add images to target slot.                                                       


Decompressing file boot.bin to flash:/boot.bin....................Done.          


Decompressing file system.bin to flash:/system.bin................Done.          


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 1. 


2. Specify the upgrade image file as the main startup image file for each subordinate switch. This 


example uses IRF member 2. (The subordinate switches will automatically copy the file to the 


root directory of their flash memories.) 


<Sysname> boot-loader file flash:/newest.ipe slot 2 main 


Verifying image file..........Done.                                              


Images in IPE:                                                                   


  boot.bin                                              


  system.bin                                            


This command will set the main startup software images. Continue? [Y/N]:y        


Add images to target slot.                                                       


Decompressing file boot.bin to flash:/boot.bin....................Done.          


Decompressing file system.bin to flash:/system.bin................Done.          


The images that have passed all examinations will be used as the main startup so 


ftware images at the next reboot on slot 2. 


3. Enable the software auto-update function.  


<Sysname> system-view 


[Sysname] irf auto-update enable  


[Sysname] quit 


This function checks the software versions of member switches for inconsistency with the master 


switch. If a subordinate switch is using a different software version than the master, the function 


propagates the current software images of the master to the subordinate as main startup 


images. The function prevents software version inconsistency from causing the IRF setup failure. 


4. Save the current configuration in any view to prevent data loss.  


<Sysname> save 


The current configuration will be written to the device. Are you sure? [Y/N]:y 


Please input the file name(*.cfg)[flash:/startup.cfg] 


(To leave the existing filename unchanged, press the enter key): 


flash:/startup.cfg exists, overwrite? [Y/N]:y 


Validating file. Please wait................. 


Saved the current configuration to mainboard device successfully. 


Slot 2: 


Save next configuration file successfully. 


5. Reboot the IRF fabric to complete the upgrade.  







<Sysname> reboot 


Start to check configuration with next startup configuration file, please wait. 


........DONE! 


This command will reboot the device. Continue? [Y/N]:y 


 Now rebooting, please wait... 


The system automatically loads the .bin boot and system images in the .ipe file and sets them as 


the startup software images. 


6. Execute the display version command in any view to verify that the current main software 


images have been updated (details not shown). 
 


 NOTE: 


The system automatically checks the compatibility of the Boot ROM image and the boot and system 


images during the reboot. If you are prompted that the Boot ROM image in the upgrade image file is 


different than the current Boot ROM image, upgrade both the basic and extended sections of the Boot 


ROM image for compatibility. If you choose to not upgrade the Boot ROM image, the system will ask 


for an upgrade at the next reboot performed by powering on the switch or rebooting from the CLI 


(promptly or as scheduled). If you fail to make any choice in the required time, the system upgrades the 


entire Boot ROM image.  
 


Installing a patch package 


To install a patch package, for example, system-patch.bin:  


1. Activate the patch package on the master switch and the subordinate switch.  


<Sysname> install activate patch flash:/system-patch.bin slot 1 


<Sysname> install activate patch flash:/system-patch.bin slot 2 


2. Verify that the patch package has been activated.  


<Sysname> display install active 


Active packages on slot 1: 


  flash:/boot.bin 


  flash:/system.bin 


  flash:/system-patch.bin 


Active packages on slot 2: 


  flash:/boot.bin 


  flash:/system.bin 


  flash:/system-patch.bin 


3. Commit the installation so the patch package continues to take effect after a reboot.  


<Sysname> install commit 


4. Verify that the patch package installation has been committed.  


<Sysname> display install committed 


Committed packages on slot 1: 


  flash:/boot.bin 


  flash:/system.bin 


  flash:/system-patch.bin 


Committed packages on slot 2: 







  flash:/boot.bin 


  flash:/system.bin 


  flash:/system-patch.bin  


For more information about installing patch packages, see HP 5700 Switch Series Fundamentals 


Configuration Guide.  


Upgrading from the Boot menu 


From the Boot menu, you can upgrade the Boot ROM and Comware images, but not patch images.  


In this approach, you must access the Boot menu of each member switch to upgrade their software one 


by one. If you are upgrading software images for an IRF fabric, using the CLI is a better choice.  
 


 TIP: 


Upgrading through the management Ethernet port is faster than through the console port. 
 


Prerequisites 


Make sure the prerequisites are met before you start upgrading software from the Boot menu.  


Setting up the upgrade environment 


1. Use a console cable to connect the console terminal (for example, a PC) to the console port on 


the switch. 


2. Connect the management Ethernet port on the switch to the file server. 
 


 NOTE: 


The file server and the configuration terminal can be co-located. 
 


3. Run a terminal emulator program on the console terminal and set the following terminal settings:  


 Bits per second—9,600 


 Data bits—8 


 Parity—None 


 Stop bits—1 


 Flow control—None 


 Emulation—VT100 


Preparing for the TFTP or FTP transfer 


To use TFTP or FTP:  


 Run a TFTP or FTP server program on the file server or the console terminal. 


 Copy the upgrade file to the file server. 


 Correctly set the working directory on the TFTP or FTP server.  







 Make sure the file server and the switch can reach each other.  


Verifying that sufficient storage space is available 


 IMPORTANT: 


For the switch to start up correctly, do not delete the main startup software images when you free 


storage space before upgrading Boot ROM. On the Boot menu, the main startup software images are 


marked with an asterisk (*). 
 


When you upgrade software, make sure each member switch has sufficient free storage space for the 


upgrade file, as shown in Table 7. 


Table 7 Minimum free storage space requirements 


Upgraded images Minimum free storage space requirements 


Comware images Two times the size of the Comware upgrade package file. 


Boot ROM Same size as the Boot ROM upgrade image file. 


 


If no sufficient space is available, delete unused files as described in “Managing files from the Boot 


menu.” 


Scheduling the upgrade time 


During the upgrade, the switch cannot provide any services. You must make sure the upgrade has a 


minimal impact on the network services. 


Accessing the Boot menu 


Starting...... 


Press Ctrl+D to access BASIC BOOT MENU 


 


******************************************************************************** 


*                                                                              * 


*                  HP 5700-40XG-2QSFP+ BOOTROM, Version 132                    * 


*                                                                              * 


******************************************************************************** 


Copyright (c) 2010-2013 Hewlett-Packard Development Company, L.P. 


 


Creation Date   : Jan  6 2013,14:25:58 


CPU Clock Speed : 1000MHz 


Memory Size     : 2048MB 


Flash Size      : 512MB 


CPLD Version    : 002/002 


PCB Version     : Ver.B 


Mac Address     : 0CDA415E232E 


 


Press Ctrl+B to access EXTENDED BOOT MENU...1 







Press one of the shortcut key combinations at prompt. 


Table 8 Shortcut keys 


Shortcut keys Prompt message Function Remarks 


Ctrl+B 
Press Ctrl+B to enter 


Extended Boot menu... 


Accesses the extended Boot 


menu. 


Press the keys within 1 second 


(in fast startup mode) or 5 


seconds (in full startup mode) 


after the message appears. 


You can upgrade and 


manage system software and 


Boot ROM from this menu. 


Ctrl+D 
Press Ctrl+D to access 


BASIC BOOT MENU 
Accesses the basic Boot menu. 


Press the keys within 1 


seconds after the message 


appears. 


You can upgrade Boot ROM 


or access the extended Boot 


ROM segment from this menu. 


 


Accessing the basic Boot menu 


If the extended Boot ROM segment has corrupted, you can repair or upgrade it from the basic Boot 


menu. 


Press Ctrl+D within 1 seconds after the "Press Ctrl+D to access BASIC BOOT MENU" prompt message 


appears. If you fail to do this within the time limit, the system starts to run the extended Boot ROM 


segment. 


******************************************************************************** 


*                                                                              * 


*                          BASIC BOOTROM, Version 132                         * 


*                                                                              * 


******************************************************************************** 


                                                                                 


   BASIC BOOT MENU                                                               


                                                                                 


1. Update full BootRom                                                           


2. Update extended BootRom                                                       


3. Update basic BootRom                                                          


4. Boot extended BootRom                                                         


0. Reboot                                                                        


Ctrl+U: Access BASIC ASSISTANT MENU                                              


                                                                                 


Enter your choice(0-4):                                                          







Table 9 Basic Boot ROM menu options 


Option Task 


1. Update full BootRom 


Update the entire Boot ROM, including the basic segment 


and the extended segment. To do so, you must use 


XMODEM and the console port. For more information, see 


Using XMODEM to upgrade Boot ROM through the console 


port. 


2. Update extended BootRom 


Update the extended Boot ROM segment. To do so, you 


must use XMODEM and the console port. For more 


information, see Using XMODEM to upgrade Boot ROM 


through the console port. 


3. Update basic BootRom 


Update the basic Boot ROM segment. To do so, you must 


use XMODEM and the console port. For more information, 


see Using XMODEM to upgrade Boot ROM through the 


console port. 


4. Boot extended BootRom 


Access the extended Boot ROM segment.  


For more information, see Accessing the extended Boot 


menu. 


0. Reboot Reboot the switch. 


Ctrl+U: Access BASIC ASSISTANT MENU 
Press Ctrl + U to access the BASIC ASSISTANT menu (see 


Table 10).  


 


Table 10 BASIC ASSISTANT menu options 


Option Task 


1. RAM Test Perform a RAM self-test. 


0. Return to boot menu Return to the basic Boot menu. 


 


Accessing the extended Boot menu 


Press Ctrl+B within 1 second (in fast startup mode) or 5 seconds (in full startup mode) after the "Press 


Ctrl-B to enter Extended Boot menu..." prompt message appears. If you fail to do this, the system starts 


decompressing the system software. 


Alternatively, you can enter 4 in the basic Boot menu to access the extended Boot menu. 


The "Password recovery capability is enabled." or "Password recovery capability is disabled." message 


appears, followed by the extended Boot menu. Availability of some menu options depends on the state 


of password recovery capability (see Table 11). For more information about password recovery 


capability, see Fundamentals Configuration Guide in HP  5700 Switch Series Configuration Guides. 


Password recovery capability is enabled. 


 


   EXTENDED BOOT MENU  


 


1. Download image to flash  







2. Select image to boot  


3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 


 


Table 11 Extended Boot ROM menu options 


Option Tasks 


1. Download image to flash 


Download a software image file to the flash. 


If password recovery capability is enabled, you can use any version of 


the software image file for upgrade. 


If password recovery capability is disabled, you can use only the 


R2310 version (or higher) for upgrade. 


2. Select image to boot 


 Specify the main and backup software image file for the next 


startup: 


If password recovery capability is enabled, you can specify a software 


image file of any version. 


If password recovery capability is disabled, the software image file 


version must be R2310 or higher. 


 Specify the main and backup configuration files for the next startup. 


This task can be performed only if password recovery capability is 


enabled. 


3. Display all files in flash Display files on the flash. 


4. Delete file from flash Delete files to free storage space. 


5. Restore to factory default 


configuration 


Delete the current next-startup configuration files and restore the 


factory-default configuration.  


This option is available only if password recovery capability is 


disabled. 


6. Enter BootRom upgrade menu 


Access the Boot ROM upgrade menu. 


If password recovery capability is enabled, you can upgrade the Boot 


ROM to any version. 


If password recovery capability is disabled, you can upgrade the Boot 


ROM only to version 123 or higher. 







Option Tasks 


7. Skip current system 


configuration 


Start the switch without loading any configuration file. 


This is a one-time operation and takes effect only for the first system 


boot or reboot after you choose this option. 


This option is available only if password recovery capability is 


enabled. 


8. Set switch startup mode Set the startup mode to fast startup mode or full startup mode. 


0. Reboot Reboot the switch. 


Ctrl+F: Format file system Format the current storage medium. 


Ctrl+P: Change authentication for 


console login 


Skip the authentication for console login. 


This is a one-time operation and takes effect only for the first system 


boot or reboot after you choose this option. 


This option is available only if password recovery capability is 


enabled. 


Ctrl+R: Download image to 


SDRAM and run 


Download a system software image and start the switch with the 


image. 


This option is available only if password recovery capability is 


enabled. 


Ctrl+Z: Access EXTENDED 


ASSISTANT MENU 


Access the EXTENDED ASSISTANT MENU.  


For options in the menu, see Table 12. 


 


Table 12 EXTENDED ASSISTANT menu options 


Option Task 


1. Display Memory Display data in the memory. 


2. Search Memory Search the memory for a specific data segment. 


0. Return to boot menu Return to the extended Boot ROM menu. 


 


Upgrading Comware images from the Boot menu 


You can use the following methods to upgrade Comware images:  


 Using TFTP to upgrade software images through the management Ethernet port 


 Using FTP to upgrade software through the management Ethernet portUsing FTP to upgrade 


software through the management Ethernet port 


 Using XMODEM to upgrade software through the console port 


Using TFTP to upgrade software images through the management Ethernet port 


1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 







 


Enter your choice(0-3): 


2. Enter 1 to set the TFTP parameters.  


Load File Name      :update.ipe  


Server IP Address   :192.168.0.3  


Local IP Address    :192.168.0.2  


Subnet Mask         :255.255.255.0 


Gateway IP Address  :0.0.0.0 


Table 13 TFTP parameter description 


Item Description 


Load File Name Name of the file to download (for example, update.ipe).  


Server IP Address  IP address of the TFTP server (for example, 192.168.0.3).  


Local IP Address IP address of the switch (for example, 192.168.0.2).  


Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 


Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 


because the server and the switch are on the same subnet). 


 


 NOTE: 


 To use the default setting for a field, press Enter without entering any value.  


 If the switch and the server are on different subnets, you must specify a gateway address for the 


switch. 
 


3. Enter all required parameters, and enter Y to confirm the settings. The following prompt 


appears:  


Are you sure to download file to flash? Yes or No (Y/N):Y 


4. Enter Y to start downloading the image file. To return to the Boot menu without downloading 


the upgrade file, enter N.  


Loading......................................................................... 


................................................................................ 


................................................................................ 


................................................................Done! 


5. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign the 


main attribute to the images.  


Please input the file attribute (Main/Backup/None) M 


Image file boot.bin is self-decompressing... 


Free space: 534980608 bytes 


Writing flash................................................................... 


................................................................................ 


...................................................................Done! 


Image file system.bin is self-decompressing... 


Free space: 525981696 bytes 


Writing flash................................................................... 


................................................................................ 


................................................................................ 







................................................................................ 


................................................................................ 


................................................................................ 


.......................................................................Done! 


 


 NOTE: 


 The switch always attempts to boot with the main images first. If the attempt fails, for example, 


because the main images are not available, the switch tries to boot with the backup images. An 


image with the none attribute is only stored in flash memory for backup. To use it at reboot, you 


must change its attribute to main or backup. 


 If an image with the same attribute as the image you are loading is already in the flash memory, 


the attribute of the old image changes to none after the new image becomes valid. 
 


6. Enter 0 in the Boot menu to reboot the switch with the new software images.  


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  


3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 0 


Using FTP to upgrade software through the management Ethernet port  


1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 2 to set the FTP parameters.  


Load File Name      :update.ipe  


Server IP Address   :192.168.0.3  


Local IP Address    :192.168.0.2 


Subnet Mask         :255.255.255.0 


Gateway IP Address  :0.0.0.0 


FTP User Name       :switch 


FTP User Password   :*** 







Table 14 FTP parameter description 


Item Description 


Load File Name  Name of the file to download (for example, update.ipe).  


Server IP Address IP address of the FTP server (for example, 192.168.0.3).  


Local IP Address IP address of the switch (for example, 192.168.0.2).  


Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 


Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 


because the server and the switch are on the same subnet). 


FTP User Name 
Username for accessing the FTP server, which must be the same as 


configured on the FTP server. 


FTP User Password 
Password for accessing the FTP server, which must be the same as 


configured on the FTP server. 


 


 NOTE: 


 To use the default setting for a field, press Enter without entering any value.  


 If the switch and the server are on different subnets, you must specify a gateway address for the 


switch. 
 


3. Enter all required parameters, and enter Y to confirm the settings. The following prompt 


appears:  


Are you sure to download file to flash? Yes or No (Y/N):Y 


4. Enter Y to start downloading the image file. To return to the Boot menu without downloading 


the upgrade file, enter N.  


Loading......................................................................... 


................................................................................ 


................................................................................ 


................................................................Done! 


5. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign the 


main attribute to the images.  


Please input the file attribute (Main/Backup/None) M 


Image file boot.bin is self-decompressing... 


Free space: 534980608 bytes 


Writing flash................................................................... 


................................................................................ 


...................................................................Done! 


Image file system.bin is self-decompressing... 


Free space: 525981696 bytes 


Writing flash................................................................... 


................................................................................ 


................................................................................ 


................................................................................ 


................................................................................ 


................................................................................ 


.......................................................................Done! 







 


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  


3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8):0 


 


 NOTE: 


 The switch always attempts to boot with the main images first. If the attempt fails, for example, 


because the main images not available, the switch tries to boot with the backup images. An 


image with the none attribute is only stored in flash memory for backup. To use it at reboot, you 


must change its attribute to main or backup. 


 If an image with the same attribute as the image you are loading is already in the flash memory, 


the attribute of the old image changes to none after the new image becomes valid. 
 


6. Enter 0 in the Boot menu to reboot the switch with the new software images.  


Using XMODEM to upgrade software through the console port  


XMODEM download through the console port is slower than TFTP or FTP download through the 


management Ethernet port. To save time, use the management Ethernet port as long as possible.  


1. Enter 1 in the Boot menu to access the file transfer protocol submenu.  


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 3 to set the XMODEM download baud rate. 


Please select your download baudrate: 


1.* 9600 


2.  19200 


3.  38400 


4.  57600 


5.  115200 


0.  Return to boot menu 







 


Enter your choice(0-5):5 


3. Select an appropriate download rate, for example, enter 5 to select 115200 bps.  


Download baudrate is 115200 bps                                


Please change the terminal's baudrate to 115200 bps and select XMODEM protocol 


Press enter key when ready 


4. Set the serial port on the terminal to use the same baud rate and protocol as the console port. If 


you select 9600 bps as the download rate for the console port, skip this task. 


a. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the 


switch. 


Figure 2 Disconnecting the terminal from the switch 


 


 


b. Select File > Properties, and in the Properties dialog box, click Configure. 


Figure 3 Properties dialog box 


 


 


c. Select 115200 from the Bits per second list and click OK. 







Figure 4 Modifying the baud rate 


 
 


d. Select Call > Call to reestablish the connection. 


Figure 5 Reestablishing the connection 


 


 


5. Press Enter. The following prompt appears:  


Are you sure to download file to flash? Yes or No (Y/N):Y 


6. Enter Y to start downloading the file. (To return to the Boot menu, enter N.)  


Now please start transfer file with XMODEM protocol 


If you want to exit, Press <Ctrl+X> 


Loading ...CCCCCCCCCCCCCCCCCCCCCCCCC   


7. Select Transfer > Send File in the HyperTerminal window.  







Figure 6 Transfer menu 


 


 


8. In the dialog box that appears, click Browse to select the source file, and select Xmodem from 


the Protocol list. 


Figure 7 File transmission dialog box 


 


 


9. Click Send. The following dialog box appears: 


Figure 8 File transfer progress 


 
 


10. Enter the M (main), B (backup), or N (none) attribute for the images. In this example, assign the 


main attribute to the images.  


Please input the file attribute (Main/Backup/None) m 


The boot.bin image is self-decompressing... 


# At the Load File name prompt, enter a name for the boot image to be saved to flash memory.  


Load File name  : default_file boot-update.bin       (At the prompt,  







Free space: 470519808 bytes 


Writing flash................................................................... 


.............Done! 


The system-update.bin image is self-decompressing... 


# At the Load File name prompt, enter a name for the system image to be saved to flash 


memory. 


Load File name  : default_file system-update.bin       


Free space: 461522944 bytes 


Writing flash................................................................... 


.............Done! 


Your baudrate should be set to 9600 bps again! 


Press enter key when ready 


 


 NOTE: 


 The switch always attempts to boot with the main images first. If the attempt fails, for example, 


because the main images not available, the switch tries to boot with the backup images. An image 


with the none attribute is only stored in the flash memory for backup. To use it at reboot, you must 


change its attribute to main or backup. 


 If an image with the same attribute as the image you are loading is already in flash memory, the 


attribute of the old image changes to none after the new image becomes valid. 
 


11. If the baud rate of the HyperTerminal is not 9600 bps, restore it to 9600 bps as described in 


step 5.a. If the baud rate is 9600 bps, skip this step. 
 


 NOTE: 


The console port rate reverts to 9600 bps at a reboot. If you have changed the baud rate, you must 


perform this step so you can access the switch through the console port after a reboot. 
 


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  


3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 0 


12. Enter 0 in the Boot menu to reboot the system with the new software images.  







Upgrading Boot ROM from the Boot menu 


You can use the following methods to upgrade the Boot ROM image: 


 Using TFTP to upgrade Boot ROM through the management Ethernet port 


 Using FTP to upgrade Boot ROM through the management Ethernet port 


 Using XMODEM to upgrade Boot ROM through the console port 


Using TFTP to upgrade Boot ROM through the management Ethernet port  


1. Enter 6 in the Boot menu to access the Boot ROM update menu. 


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  


The file transfer protocol submenu appears: 


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


3. Enter 1 to set the TFTP parameters. 


Load File Name      :update.btm 


Server IP Address   :192.168.0.3  


Local IP Address    :192.168.0.2 


Subnet Mask         :255.255.255.0 


Gateway IP Address  :0.0.0.0 


Table 15 TFTP parameter description  


Item Description 


Load File Name Name of the file to download (for example, update.btm).  


Server IP Address  IP address of the TFTP server (for example, 192.168.0.3).  


Local IP Address IP address of the switch (for example, 192.168.0.2).  


Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 


Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 


because the server and the switch are on the same subnet). 


 


 NOTE: 


 To use the default setting for a field, press Enter without entering any value.  


 If the switch and the server are on different subnets, you must specify a gateway address for the 


switch. 







 


4. Enter all required parameters and press Enter to start downloading the file.  


Loading.................................................Done!   


5. Enter Y at the prompt to upgrade the basic Boot ROM section. 


Will you Update Basic BootRom? (Y/N):Y 


Updating Basic BootRom...........Done. 


6. Enter Y at the prompt to upgrade the extended Boot ROM section. 


Updating extended BootRom? (Y/N):Y 


Updating extended BootRom.........Done. 


7. Enter 0 in the Boot ROM update menu to return to the Boot menu.  


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


8. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image.  


Using FTP to upgrade Boot ROM through the management Ethernet port 


1. Enter 6 in the Boot menu to access the Boot ROM update menu. 


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  


The file transfer protocol submenu appears: 


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


3. Enter 2 to set the FTP parameters. 


Load File Name     :update.btm 


Server IP Address  :192.168.0.3 


Local IP Address   :192.168.0.2 


Subnet Mask        :255.255.255.0 


Gateway IP Address :0.0.0.0 


FTP User Name      :switch 


FTP User Password  :123 


Table 16 FTP parameter description 







Item Description 


Load File Name  Name of the file to download (for example, update.btm).  


Server IP Address IP address of the FTP server (for example, 192.168.0.3).  


Local IP Address IP address of the switch (for example, 192.168.0.2).  


Subnet Mask Subnet mask of the switch (for example, 255.255.255.0). 


Gateway IP Address 
IP address of the gateway (in this example, no gateway is required 


because the server and the switch are on the same subnet). 


FTP User Name 
Username for accessing the FTP server, which must be the same as 


configured on the FTP server. 


FTP User Password 
Password for accessing the FTP server, which must be the same as 


configured on the FTP server. 


 


 NOTE: 


 To use the default setting for a field, press Enter without entering any value.  


 If the switch and the server are on different subnets, you must specify a gateway address for the 


switch. 
 


4. Enter all required parameters and press Enter to start downloading the file.  


Loading.................................................Done!   


5. Enter Y at the prompt to upgrade the basic Boot ROM section. 


Will you Update Basic BootRom? (Y/N):Y 


Updating Basic BootRom...........Done. 


6. Enter Y at the prompt to upgrade the extended Boot ROM section. 


Updating extended BootRom? (Y/N):Y 


Updating extended BootRom.........Done. 


7. Enter 0 in the Boot ROM update menu to return to the Boot menu.  


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


8. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image.  


Using XMODEM to upgrade Boot ROM through the console port 


XMODEM download through the console port is slower than TFTP or FTP download through the 


management Ethernet port. To save time, use the management Ethernet port as long as possible.  


1. Enter 6 in the Boot menu to access the Boot ROM update menu. 


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 







2. Enter 1 in the Boot ROM update menu to upgrade the full Boot ROM.  


The file transfer protocol submenu appears: 


1. Set TFTP protocol parameters 


2. Set FTP protocol parameters 


3. Set XMODEM protocol parameters 


0. Return to boot menu 


 


Enter your choice(0-3): 


3. Enter 3 to set the XMODEM download baud rate.  


Please select your download baudrate: 


1.* 9600 


2.  19200 


3.  38400 


4.  57600 


5.  115200 


0.  Return to boot menu 


 


Enter your choice(0-5):5 


4. Select an appropriate download rate, for example, enter 5 to select 115200 bps.  


Download baudrate is 115200 bps                                


Please change the terminal's baudrate to 115200 bps and select XMODEM protocol 


Press enter key when ready 


5. Set the serial port on the terminal to use the same baud rate and protocol as the console port. If 


you select 9600 bps as the download rate for the console port, skip this task. 


a. Select Call > Disconnect in the HyperTerminal window to disconnect the terminal from the 


switch. 


Figure 9 Disconnecting the terminal from the switch 


 


 


b. Select File > Properties, and in the Properties dialog box, click Configure. 


Figure 10 Properties dialog box 







 


 


c. Select 115200 from the Bits per second list and click OK. 


Figure 11 Modifying the baud rate 


 







 


d. Select Call > Call to reestablish the connection. 


Figure 12 Reestablishing the connection 


 


 


6. Press Enter to start downloading the file.  


Now please start transfer file with XMODEM protocol 


If you want to exit, Press <Ctrl+X> 


Loading ...CCCCCCCCCCCCCCCCCCCCCCCCC   


7. Select Transfer > Send File in the HyperTerminal window.  


Figure 13 Transfer menu 


 


 


8. In the dialog box that appears, click Browse to select the source file, and select Xmodem from 


the Protocol list. 


Figure 14 File transmission dialog box 


 
 


9. Click Send. The following dialog box appears: 







Figure 15 File transfer progress 


 


 


10. Enter Y at the prompt to upgrade the basic Boot ROM section. 


Loading ...CCCCCCCCCCCCCC  ...Done!   


Will you Update Basic BootRom? (Y/N):Y 


Updating Basic BootRom...........Done. 


11. Enter Y at the prompt to upgrade the extended Boot ROM section. 


Updating extended BootRom? (Y/N):Y 


Updating extended BootRom.........Done. 


12. If the baud rate of the HyperTerminal is not 9600 bps, restore it to 9600 bps at the prompt, as 


described in step 4.a. If the baud rate is 9600 bps, skip this step. 


Please change the terminal's baudrate to 9600 bps, press ENTER when ready. 


 


 NOTE: 


The console port rate reverts to 9600 bps at a reboot. If you have changed the baud rate, you must 


perform this step so you can access the switch through the console port after a reboot. 
 


13. Press Enter to access the Boot ROM update menu. 


14. Enter 0 in the Boot ROM update menu to return to the Boot menu.  


1. Update full BootRom 


2. Update extended BootRom 


3. Update basic BootRom 


0. Return to boot menu 


 


Enter your choice(0-3): 


15. Enter 0 in the Boot menu to reboot the switch with the new Boot ROM image. 







Managing files from the Boot menu 


From the Boot menu, you can display files in flash memory to check for obsolete files, incorrect files, or 


space insufficiency, delete files to release storage space, or change the attributes of software images.  


Displaying all files 


Enter 3 in the Boot menu to display all files in flash memory and identify the free space size. 


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  


3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 3 


The following is a sample output:  


Display all file(s) in flash: 


 


File Number    File Size(bytes)     File Name 


================================================================================ 


1              8177                 flash:/testbackup.cfg 


2(*)           53555200             flash:/system.bin 


3(*)           9959424              flash:/boot.bin 


4              3678                 flash:/startup.cfg_backup 


5              30033                flash:/default.mdb 


6              42424                flash:/startup.mdb 


7              18                   flash:/.pathfile 


8              232311               flash:/logfile/logfile.log 


9              5981                 flash:/startup.cfg_back 


10(*)          6098                 flash:/startup.cfg 


11             20                   flash:/.snmpboots 


Free space: 464298848 bytes 


The current image is boot.bin 


(*)-with main attribute 


(b)-with backup attribute 


(*b)-with both main and backup attribute 


Deleting files 







If storage space is insufficient, delete obsolete files to free up storage space. 


To delete files:  


1. Enter 4 in the Boot menu:  


Deleting the file in flash: 


 


File Number    File Size(bytes)     File Name 


================================================================================ 


1              8177                 flash:/testbackup.cfg 


2(*)           53555200             flash:/system.bin 


3(*)           9959424              flash:/boot.bin 


4              3678                 flash:/startup.cfg_backup 


5              30033                flash:/default.mdb 


6              42424                flash:/startup.mdb 


7              18                   flash:/.pathfile 


8              232311               flash:/logfile/logfile.log 


9              5981                 flash:/startup.cfg_back 


10(*)          6098                 flash:/startup.cfg 


11             20                   flash:/.snmpboots 


Free space: 464298848 bytes 


The current image is boot.bin 


(*)-with main attribute 


(b)-with backup attribute 


(*b)-with both main and backup attribute 


2. Enter the number of the file to delete. For example, enter 1 to select the file testbackup.cfg.  


Please input the file number to change: 1 


3. Enter Y at the confirmation prompt.  


The file you selected is testbackup.cfg,Delete it? (Y/N):Y 


Deleting....................................Done! 


Changing the attribute of software images 


Software image attributes include main (M), backup (B), and none (N). System software and boot 


software can each have multiple none-attribute images but only one main image and one backup 


image on the switch. You can assign both the M and B attributes to one image. If the M or B attribute 


you are assigning has been assigned to another image, the assignment removes the attribute from that 


image. If the removed attribute is the sole attribute of the image, its attribute changes to N. 


For example, the system image system.bin has the M attribute and the system image system-update.bin 


has the B attribute. After you assign the M attribute to system-update.bin, the attribute of system-


update.bin changes to M+B and the attribute of system.bin changes to N.  


To change the attribute of a system or boot image:  


1. Enter 2 in the Boot menu.  


   EXTENDED BOOT MENU  


 


1. Download image to flash  


2. Select image to boot  







3. Display all files in flash  


4. Delete file from flash  


5. Restore to factory default configuration  


6. Enter BootRom upgrade menu  


7. Skip current system configuration  


8. Set switch startup mode  


0. Reboot  


Ctrl+Z: Access EXTENDED ASSISTANT MENU  


Ctrl+F: Format file system  


Ctrl+P: Change authentication for console login  


Ctrl+R: Download image to SDRAM and run  


 


Enter your choice(0-8): 2 


 


2. 1 or 2 at the prompt to set the attribute of a software image. (The following output is based on 


the option 2. To set the attribute of a configuration file, enter 3.) 


1. Set image file 


2. Set bin file  


3. Set configuration file 


0. Return to boot menu 


 


Enter your choice(0-3): 2 


 


File Number    File Size(bytes)     File Name 


================================================================================ 


 


1(*)              53555200              flash:/system.bin 


2(*)              9959424               flash:/boot.bin 


3                 13105152              flash:/boot-update.bin 


4                 91273216              flash:/system-update.bin 


Free space: 417177920 bytes 


(*)-with main attribute 


(b)-with backup attribute 


(*b)-with both main and backup attribute 


Note:Select .bin files. One but only one boot image and system image must be 


included. 


3. Enter the number of the file you are working with. For example, enter 3 to select the boot image 


boot-update.bin. and enter 4 to select the system image system-update.bin. 


Enter file No.(Allows multiple selection):3  


Enter another file No.(0-Finish choice):4 


4. Enter 0 to finish the selection. 


Enter another file No.(0-Finish choice):0 


You have selected:  


flash:/boot-update.bin  


flash:/system-update.bin 


5. Enter M or B to change its attribute to main or backup. If you change its attribute to M, the 


attribute of boot.bin changes to none.  







Please input the file attribute (Main/Backup) M 


This operation may take several minutes. Please wait.... 


Next time, boot-update.bin will become default boot file! 


Next time, system-update.bin will become default boot file!   


Set the file attribute success! 


Handling software upgrade failures 


If a software upgrade fails, the system runs the old software version.  


To handle a software upgrade failure:  


1. Verify that the software release is compatible with the switch model and the correct file is used. 


2. Verify that the software release and the Boot ROM release are compatible. For software and 


Boot ROM compatibility, see the hardware and software compatibility matrix in the correct 


release notes.  


3. Check the physical ports for a loose or incorrect connection.  


4. If you are using the console port for file transfer, check the HyperTerminal settings (including the 


baud rate and data bits) for any wrong setting.  


5. Check the file transfer settings:  


 If XMODEM is used, you must set the same baud rate for the terminal as for the console port.  


 If TFTP is used, you must enter the same server IP addresses, file name, and working 


directory as set on the TFTP server. 


 If FTP is used, you must enter the same FTP server IP address, source file name, working 


directory, and FTP username and password as set on the FTP server. 


6. Check the FTP or TFTP server for any incorrect setting.  


7. Check that the storage device has sufficient space for the upgrade file.  





